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I. Introduction

The US maintained signals intelligence (SIGINT) activities at about 100 sites in Japan during the
Cold War, probably than in any other country. In Japan today, about 1,000 US personnel are
engaged in SIGINT, Information Operations, Internet surveillance and Network Warfare activities,
mainly at Yokusuka, Misawa, Yokota Air Base in Tokyo, Camp Hansen and Kadena Air Base in
Okinawa, and the US Embassy in Tokyo. The US SIGINT activities in Japan have directly supported
US nuclear war planning, Korean War and Vietnam operations, and since September 2011, the
‘Global War on Terror’. The technological developments over these seven decades have been
stupendous. The end of the Cold War coincided with the beginning of the World Wide Web and the
Internet age. Surveillance of the Internet and computer network systems became the highest
priority. Intelligence became conflated with operations, with a proliferation of Information
Operations (I0) and Cyber-warfare units. There has been no Japanese involvement in the US SIGINT
activities, and no direct cooperation between US and Japanese SIGINT stations, apart from limited
cooperation with respect to particular crises, and with the partial exception of Camelus at Camp
Hansen since 2007. Japan is a Third Party to the UKUSA Agreements under which the US and Japan
exchange certain designated intercept materials, including HF/VHF DF bearings, but excluding
higher level cryptologic material.

Authors

Desmond Ball is Emeritus Professor at the Australian National University (ANU). He was a Special
Professor at the ANU's Strategic and Defence Studies Centre from 1987 to 2013, and he served as
Head of the Centre from 1984 to 1991.

Richard Tanter is Senior Research Associate at the Nautilus Institute and Honorary Professor in the
School of Political and Social Sciences at the University of Melbourne.

Acknowledgements

The authors are very grateful to several friends and colleagues who assisted us with this project. Our
interest in Japan’s signals intelligence (SIGINT) capabilities and activities was in large part inspired
by two peace researchers, Sato Yuji and Owen Wilkes, who in the 1980s comprehensively and
systematically studied all of Japan’s major SIGINT facilities, as well as many US SIGINT facilities in
Japan. Both are now long dead, but we have been fortunate to inherit copies of most of the material
they collected. Euan Graham, a former PhD student in the Strategic and Defence Studies Centre at
the Australian National University, also gave us copies of extensive files he had compiled on US
SIGINT units in Japan around 1999-2000. Jeffrey T. Richelson, the leading authority on the US
intelligence community, generously gave us copies of much relevant material. Kim Keukmi provided
us with wonderful research support. Bill Robinson has been unsparing in his assistance. He has
made his holdings of satellite imagery available to us, and calculated the dimensions of many of the
antenna elements described herein. Luke Hambly kindly prepared Figure 1.

Desmond Ball also wishes to thank his wife, Annabel Rossiter, and his children Katie, Matthew and
James, for their love and forbearance. Matthew and James prepared several of the Plates in this
volume. Richard Tanter wishes to thank Luisa Macmillan and Kai and Nathaniel Tanter for their
love, patience and support over the long haul of this project, and Luisa especially for the gift of time
to complete this work.

The views expressed in this report do not necessarily reflect the official policy or position of the



https://nautilus.org/wp-content/uploads/2015/12/US-signals-intelligence-SIGINT-activities-in-Japan-final-v2.pdf

Nautilus Institute. Readers should note that Nautilus seeks a diversity of views and opinions on
significant topics in order to identify common ground.

I1. Special Report by Desmond Ball and Richard Tanter

US signals intelligence (SIGINT) activities in Japan 1945 - 2015: A Visual Guide
Report

The full report is available here [6MB].

Contents

1. Introduction

2. Post-War Occupation and the beginning of the Cold War, 1945-50
3. The Air Force’s 1st RSM, Johnson Air Base, 1945-50

4. Chitose, Hokkaido, 1945-51

5. Yokosuka and Kannon Zaki, 1946-50

6. The Korean War, 1950-53

7. ASA stations in Japan during the Korean War

8. The USAFSS during the Korean War

9. The NSG during the Korean War

10. USAF DF sites, 1952-54

11. The British SIGINT station at Sukiran, Okinawa, 1952

12. Nagoya, 1946-56

13. Naha, Okinawa

14. The establishment of Kami Seya (USN-39)

15. Ashiya Air Base, 1953-58

16. Shiroi Air Base, 1953-59

17. Yokota Air Base, 1950-72

18. Fushimi Momoyama and Fukakusa, Kyoto, 1953-58

19. The ASA at Torii Station, Sobe, Okinawa

20. The USAFSS at Yomitan, Okinawa, 1952-56

21. Kadena Air Base, Okinawa, in the 1950s, 1960s and 1970s
22. Hakata (USM-48), Kyushu

23. US Army Signal Research Unit No. 3, Itazuke Air Base, Fukuoka
24. Kuma Station, Chitose, Hokkaido, 1954-71

25. Makubetsu, Hokkaido, 1952-64

26. Futenma (USN-25), Okinawa, 1955-60



https://nautilus.org/wp-content/uploads/2015/12/US-signals-intelligence-SIGINT-activities-in-Japan-final-v2.pdf

27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
05.
56.
57.
58.
59.
60.
61.

The USAFSS at Onna Point, Okinawa, 1956-71

Naval Air Station Iwakuni

The 1956 reorganisation

Sakata and Mount Chokai, 1956-62

Misawa in the 1950s

Wakkanai in the 1950s

Yamato Air Station, 1961-64

Fuchu Air Base, 1953-74

US Marine Corps airborne ELINT activities, 1959-65
NSA Pacific HQ, Camp Fuchinobe, Tokyo

North Camp Drake

NSG Sasebo, Kyushu, 1957- 68

NSGA Hanza in the 1960s: the AN/FRD-10 CDAA

The Joint Sobe Processing Center (JSPC), Torii Station, 1961-71
The 6990th Security Squadron unit at Torii Station
Sukiran, Okinawa, 1961-74

Camp Zama in the 1950s, 1960s, 1970s and 1980s
Wakkanai from the 1960s to 1972

Misawa in the 1960s and 1970s

Kami Seya (USN-39) from the 1960s to 1995

Torii Station in the 1970s and 1980s

Atsugi Naval Air Station

The US Embassy, Tokyo

Yokota Air Base since the 1970s

Camp Zama since the 1990s

Kadena since the 1970s

DoD Special Representative Okinawa (DSRO), Kadena
US Army Network Operations and Security in Okinawa
Misawa since the 1980s and 1990s

The US Army at Misawa since the 1990s

The US Navy at Misawa since the 1990s

US Marine Corps (USMC) Company E at Misawa, 1971-2000
Operation Ladylove

Project X-Keyscore (XKS) at Misawa

Project Botanicreality, Misawa, 2007




62. ‘Low-rate carriers’, Misawa, 2009

63. Civilian contractors at Project Ladylove, Misawa

64. The 3rd Space Surveillance Squadron, Misawa, 1990-2004

65. Project ICEBox at Amagamori, Misawa

66. Deactivation of the AN/FLR-9 CDAA at Misawa, 2013

67. Installation of a ZENGARDEN antenna system at Misawa, 2011
68. Project Assett at Misawa, 1997-present

69. Yokosuka

70. The closure of Camp Hanza, 1996-2007

71. Project Camelus, Camp Hansen, Okinawa

72. Japanese involvement in US SIGINT activities

Tables
Table 1. U.S. SIGINT sites in Japan, 1945-2015
Table 2. Ladylove radomes, Misawa, 1983-2014

Table 3. Japanese Personnel Army Security Agency Stations

The US now conducts signals intelligence (SIGINT) and cyber-warfare activities at six places in
Japan. Yokosuka Naval Base, which was first opened as a US Navy SIGINT station in April 1946, now
hosts the Navy Information Operations Command (NIOC), which provides SIGINT, Information
Operations and Cyber-warfare support to the 7' Fleet HQ at Yokosuka. The SIGINT station at
Misawa, which was established by the US Air Force in March 1951, became by the 1990s one of the
largest in the world, hosting a huge AN/FLR-9 Circularly-disposed Antenna Array (CDAA), a large
satellite communications (SATCOM) interception field, and the Misawa Cryptologic Operations
Center (MCOC), involving large elements from the cryptological agencies of each Service, although
the AN/FLR-9 has recently been dismantled and the Service elements have departed. Yokota Air
Base, once the main base in Japan for US airborne SIGINT operations in the Far East, now hosts the
office of the Department of Defense (DoD) Special Representative Japan (DSR]), the senior
representative of the National Security Agency (NSA) in Japan, and has become a major internet
surveillance and Network Warfare centre. An enormous CDAA was constructed at Camp Hansen, in
Okinawa, in 2002-06; it replaced the US Navy’s giant AN/FRD-10 CDAA at Camp Hanza, which was
built in 1962 and dismantled in 2007. Kadena Air Base in Okinawa is now the main base in Japan for
US Air Force RC-135 and US Navy EP-3E SIGINT aircraft operating in the western Pacific. The NSA
reportedly also maintains a special collection unit at the US Embassy in Tokyo.

The US maintained SIGINT activities at about 100 sites in Japan at various times over the period
from 1945 to the mid-1990s, notwithstanding several rounds of rationalisation and consolidation.




(See Table 1.) It probably had more SIGINT-related sites in Japan than in any other country during
the Cold War. There were more US SIGINT sites in Western Europe than in the East Asian/western
Pacific theatre during the course of that half century, but Japan hosted by far the most in the latter
region. As an NSA history of US cryptological activities during the Cold War noted in 1967, Japan
was ‘close to the enemy, an ideal SIGINT platform, and in a quasi-subordinate diplomatic status
resulting from the American occupation’. Okinawa, still under US military administration until 1972,
‘had become a virtual aircraft carrier for American SIGINT collection, with stations at Sobe,
[deleted], Hanza and Kadena’.=

The US facilities varied enormously with respect to their sizes, capabilities, functions and
productivity. Many of them were small and short-lived, especially during the early period. Many
minor direction-finding (DF) sites, in particular, were located in remote and isolated places, and
maintained by only a few people. On the other hand, some stations were very large and involved
major investments, such as the AN/FLR-9 CDAA and the Project Ladylove SATCOM (satellite
communications) interception facilities at Misawa, the Navy’s station at Kami Seya, and the AN/FRD-
10 facility at Camp Hanza in Okinawa. Some became quite famous, such as Wakkanai, which
intercepted the Soviet Air Force signals relating to the shoot-down of KAL Flight 007 over Sakhalin
Island on 1 September 1983, portions of the tape recordings of which were played by President
Ronald Reagan in a special address to the nation several days later, attracting world-wide attention
to the facility. Camp Hanza was embroiled in local political controversy for more than three decades
until the so-called ‘elephant cage’ was dismantled. The Ladylove SATCOM interception site at
Misawa is featured on innumerable web-sites about NSA’s Echelon civilian telecommunications
monitoring program.

From fragmentary beginnings in 1945, within a couple of decades thousands of people were
maintaining large antenna farms at more than 20 places, with many more minor sites. Among the
larger sites, about 1,500 personnel were assigned to Kami Seya in 1960, Camp Hanza had about 500
personnel at its peak in the late 1960s and the 1970s, about 500 were stationed at Wakkanai in the
late 1950s and the 1960s, some 865 personnel were at Onna Point in Okinawa in 1965, and more
than 700 personnel were at the Joint Sobe Processing Station (JSPS) at Torii Station in Okinawa in
1968. There were more than 1,900 personnel at Misawa in 1983. A total of around 6,000 would have
been engaged in SIGINT activities throughout Japan at the numerical peak in the late 1960s, with
perhaps around 4,000 in the 1970s and 1980s. Many tens of thousands of US SIGINT personnel have
served in Japan during the decades since 1945. There are probably only about 1,000 US personnel
engaged in SIGINT, Information Operations, Internet surveillance and Network Warfare activities in
Japan today.

US SIGINT activities in Japan have undergone enormous changes over the course of these seven
decades, of which the personnel movements are a manifestation. They have been generated by
short-term budgetary considerations, changes in US-Japan political relations, the exigencies of the
Cold War and changes in the regional security environment, the demands of the US involvement in
the Korean War, the Vietnam War, and the ‘global war on terrorism’, technological developments,
and organisational changes within the US intelligence community.

With regard to budgetary factors, defence cuts by the Eisenhower Administration in 1957-58 forced
major contractions and rationalisations, including the movement of the Army Security Agency’s HQ
ASAPAC from Camp Oji in Tokyo to Hawaii and the deactivation of its SIGINT station at Fukakusa
near Kyoto. HQ ASAPAC returned to Tokyo, at Camp Zama, in 1960, but was moved back to Hawaii
in 1965, evidently for balance of payments reasons. According to an official history of the US Air
Force Security Service (USAFSS), budget cuts forced the closure of its stations at Wakkanai, Hakata
and Yokota in 1972.= The deactivation of all Service SIGINT units at Misawa, announced in February




2014, was attributed to fiscal austerity measures by the Pentagon.=

With respect to the impact of changes in the status and temperament of US-Japan political relations,
the growth of Japanese political autonomy after the signing of the 1951 San Francisco Peace Treaty
and requests for the return of some of the relevant bases, especially remnants of the Korean War
build-up, led to a round of contractions which coincided with the Eisenhower budget cuts. In the
case of the USAFSS, for example, ‘by 1958, Japan’s growing autonomy called for the USAFSS to
withdraw all facilities from the Japanese mainland except an augmented effort in the Misawa-
Wakkanai complex’.«» The reversion of Okinawa to Japan in 1972 was accompanied by the transfer of
some stations in Hokkaido to Japan, most importantly Wakkanai and Chitose, but also by the transfer
of substantial activities to Okinawa, especially to Kadena.

The technological developments over these seven decades, with respect to both the means of
communication and the techniques for interception of them, have been stupendous. They have
generally involving a movement up the radio frequency (RF) spectrum to increasingly shorter wave-
lengths but wider band-widths. The means of communication moved up the spectrum from the High
Frequency (HF) range (3 to 30 MHz), used for both Morse Code telegraphy and voice telephony, to
Very High Frequency (VHF, 30 to 300 MHz), used for communications over shorter distances but
increasingly used also by radars and air defence systems, to satellite communications, mainly
operating in the Ultra High Frequency (UHF, 300 MHz to 3 GHz) and Super High Frequency (SHF, 3
to 30 GHz) bands, to the Internet. Correspondingly, all of the US SIGINT stations established in
Japan in the immediate post-Second World War period were concerned with HF radio interception,
using very large antenna systems to capture the HF signals, such as the large rhombic arrays
installed at Kami Seya and Torii Station and, in the early 1960s, the CDAAs at Camp Hanza and
Misawa.

The Soviet Armed Forces began to use the VHF band in 1952, initially for air-to-air and air-to-ground
communications. There were fewer places in Japan able to collect VHF traffic, although these few
were very good. For operational reasons, the US Services were especially interested in electronic
intelligence (ELINT) associated with Soviet air defences. The USAFSS installed VHF interception
systems at Wakkanai in 1952, obtaining superb coverage of VHF communications around the La
Perouse (or Soya) Strait and Sakhalin Island. Small VHF interception units were located at Okushiri
Island, off Hokkaido’s southwest coast, in 1953-57, and at Henashi Saki in northwest Honshu in
1955. The US Navy maintained a station for ELINT collection at Sakata, also facing the Sea of Japan,
from 1956 to 1962. The most sophisticated ground-based system VHF/UHF intercept system was the
USAFSS’s AN/FLR-12, installed at Wakkanai in 1965-66. Because of line-of-sight limitations, VHF
communications and ELINT are best collected by airborne systems, with SIGINT-equipped aircraft
operating from such bases as Yokota, Misawa, Atsugi, and Kadena at different periods from the early
1950s through to the present day.

Sputnik 1, the first Soviet satellite (or Earth Space Vehicle), launched on 4 October 1957,
transmitted telemetry on two frequencies, 20.005 and 40.002 MHz. The first Soviet communications
satellites, the highly-elliptical Molniya series, transmitted in the high part of the UHF band and
bottom of the SHF band. Most international communications satellites transmit in the higher part of
the SHF band. In the early 1960s, Wakkanai was equipped with a Trackmaster system for
monitoring Soviet ESV (earth satellite vehicle) telemetry and voice communications from Soviet
manned space flights. A more advanced system, code-named Bankhead II, was installed at Chitose in
1963. The Ladylove SATCOM interception system at Misawa was established in 1980 to monitor
Soviet Raduga and Gorizont geosynchronous communications satellites, as well as the Molniyas,
used for both civilian and military communications. In the early 1990s, with the end of the Cold War,
the focus of the Ladylove operation shifted to international communications satellites, primarily




carrying civilian telephony, facsimile (‘fax’) and e-mail traffic.

The end of the Cold War coincided with the beginning of the World Wide Web and the Internet age.
Surveillance of the Internet and computer network systems became the highest priority. NSA
broadened its collection activities from concentrating almost entirely on interception of information
‘in motion’, as electromagnetic waves travel through the ether, to also undertaking the collection
and manipulation of information ‘at rest’, stored on computer databases, disks and hard drives.=
Intelligence became conflated with operations, with a proliferation of Information Operations (I0)
and Cyber-warfare units - including the Navy’s IO and Cyber-warfare units at Misawa and Yokosuka,
and the DSR]J centre and the associated 315" Network Warfare Squadron at Yokota.

There have been a mind-boggling number of organisational changes involving US SIGINT activities
during the post-War period. Overall, they have involved a fitful but indubitable trend toward greater
centralisation and civilianisation, beginning with separate activities by the military SIGINT
organisations, later called the Service Cryptologic Agencies (SCAs), progressing to multi-Service
operations in the 1960s and increasing control and participation by the NSA at Fort Meade in
Maryland.

The US had two Service SIGINT organisations at the end of the Second World War, the Army’s
Signal Security Agency, headquartered in Arlington, Virginia, and the Navy’s OP-20-G, based in the
Navy Department Building in Washington, D.C. The Signal Security Agency was replaced by the
Army Security Agency (ASA) on 15 September 1945. The Navy’'s COMINT elements were collectively
designated Communications Supplementary Activities (OP-20-2) on 10 July 1946; they became the
Naval Security Group (NSG) on 28 January 1950. The US Air Force was established as a separate
Service on 18 September 1947 and established its own SIGINT organisation, the Air Force Security
Group on 23 June 1948, renamed the US Air Force Security Service (USAFSS), at Arlington Hall on
20 October 1948.

The Armed Forces Security Agency (AFSA) was established by a directive from the Secretary of
Defense on 20 May 1949, which placed it ‘under the direction and control of the Joint Chiefs of
Staff’, to provide some coordination of the Service SIGINT activities. However, the AFSA was
frustrated by poor Service cooperation, and, after it failed to provide any warning of the North
Korean attack on South Korea on 25 June 1950 and the massive Chinese intervention on 25 October
1950, President Harry S. Truman directed on 13 December 1951 that its performance be reviewed
and recommendations made to improve the effectiveness of US COMINT activities.« The review
team, chaired by George A. Brownell and known as the Brownell Committee, found that the AFSA
was founded and functioned as ‘a compromise’, promoting some cooperation between the Service
agencies but allowing them to operate as independent, vertically-organised agencies subject to the
command and control of their respective Services. As the Brownell Committee reported in June
1952:

AFSA is dependent on the Services for all of its direct interception of COMINT ... and on
Service communications for all of its communications channels. However, none of the
three Service units is subject to AFSA control.... AFSA has no power to compel
elimination of duplication of effort between them or to restrain them from engaging in
activities that could better be centralized in AFSA itself.«

The report of the Brownell Committee led directly to the establishment of the NSA by Presidential
directive on 24 October 1952. The NSA was placed organisationally within the Department of
Defense, directly subordinate to the Secretary of Defense, and responsible for COMINT activities at




the ‘national’ level, with Service prerogatives relegated to secondary status. However, the Services
retained primary responsibility for operational and tactical COMINT activities, as well as for ELINT
collection and processing, which they regarded as indispensible for operational planning.

It took several more years before the mechanics of Service support for NSA COMINT collection and
processing activities could be agreed. This was effected in a major reorganisation in 1956, in which
a dozen or so COMINT Communications Relay Centers (CCRCs) were established around the world,
each providing relay services with from seven to more than 30 COMINT collection sites and
command HQs. Later called CRITICOMM Relay Centers, two were located in Japan and Okinawa,
providing connectivity with 11 major COMINT collection stations elsewhere in Japan/Okinawa.

Among the SCAs, the USAFSS quickly grew to be the largest. It was renamed the Electronic Security
Command (ESC) on 1 August 1979, the Air Force Intelligence Command on 1 October 1991, the Air
Intelligence Agency (AIA) on 1 October 1993, and the Air Force Intelligence, Surveillance and
Reconnaissance Agency (AFISRA) on 8 June 2007. The Army Security Agency (ASA) was reorganised
into a new Army Intelligence and Security Command (INSCOM) in 1977. The NSG became the Navy
Information Operations Command (NIOC) on 1 October 2005; it provides the components of the
Navy’s Tenth Fleet or Cyber Command, activated on 29 January 2010.

At the unit level, nomenclature changes have been frequent. In the case of the Air Force, units have
been elevated from Flight to Squadron to Group to Wing, or reduced in backwards sequence. In the
case of the Army, they have grown from Detachment to Company to Battalion to Brigade, or have
shrunken vice versa. Wakkanai had nine designations from 1951 to 1972. Misawa had 20 from 1951
to 1978, and Kadena had 15 from 1955 to 1976.= The units at Misawa and Kadena have since had
many further name changes.

The US SIGINT units in Japan have performed a multitude of missions, from national through
strategic, operational and even tactical levels, in conflict areas sometimes far from Japan. At the
national level, the SIGINT stations at Wakkanai and Chitose were used to intercept the telemetry of
Soviet ICBM test flights into the Pacific, as well as the telemetry transmitted by Soviet satellites.
Airborne systems, beginning with RB-50s based at Yokota in the late 1950s and a special USASA unit
based at Atsugi from 1963 to 1972, through to RC-135S Cobra Bell aircraft which use Kadena today,
have intercepted telemetry transmitted from Russian, Chinese and North Korean missile tests. The
large HF DF systems were able to precisely locate the sources of transmissions thousands of
kilometers deep inside the Eurasian land-mass, and track Soviet Naval flotillas and missile-carrying
submarines in the broad expanses of the Pacific Ocean.

The US SIGINT activities in Japan have directly supported US nuclear war planning. Traffic analysis
together with HF DF triangulations identified and provided the locations of enemy command and
control centres and major military operating bases for targeting purposes. Precise and up-to-date
Electronic Order of Battle (EOB) data concerning adversary air defences, collected by ELINT
activities, is essential for planning bomber penetration routes. The Korean War and the Vietnam War
generated requirements for operational and tactical SIGINT. During the Korean War, all US SIGINT
stations in Japan were involved in support activities to greater or lesser extents, but especially those
at Johnson Air Base, Ashiya, Hakata and Fushimi Momoyama (Kyoto), each of which deployed
contingents to Korea. As the war in Vietnam escalated in the early 1960s, it became the principal
preoccupation of the activities at Kadena, Torii Station, Camp Hanza and Onna Point in Okinawa, as
well as the Pacific Command (PACOM) ELINT Center at Fuchu near Tokyo. SIGINT units based at
Kami Seya and Atsugi played direct roles in support of US/Coalition forces during Operations Desert
Shield and Desert Storm in Kuwait and Iraq 1990-91 ..

Since September 2011, all relevant US activities have been engaged in the ‘Global War on Terror’,




especially the Network surveillance facilities at Misawa and Yokota. For example, units at the
Ladylove facility at Misawa (the 373™ Intelligence Group in 2004 and NIOC Misawa in 2012) have
been commended for their contributions, while a civilian sub-contractor at Ladylove stated in
September 2013 that its activities there also helped ‘to defeat global terrorism’.:

Throughout this whole period, the US SIGINT agencies were also responsible for a parallel mission,
that of ensuring the security of US communications at all levels against interception and exploitation
by potential adversaries. The first communications security (COMSEC) units were established in
Japan in 1946, at Nagoya and Naha in Okinawa. The USASA sent the 50™ Signal Service
Detachment, a COMSEC unit, from Tokyo to Korea soon after US forces entered the Korean War.:
During the Vietnam War, the Navy maintained major COMSEC centres at Kami Seya (COMSEC 702)
and Camp Hanza (COMSEC 704). More recently, as US forces have moved to the Internet for their
own communications, including the Voice over Secure Internet Protocol (VoSIP) system for voice
communications, NSA and the SCAs have established major centres in Japan for assuring the
security of the Internet against hostile penetration. In Okinawa, for example, Network Operations
and Security Centers have been located at Fort Buckner and Torii Station.

The Soviet military and intelligence organisations sought to determine the capabilities and purposes
of the US SIGINT activities from the outset. Overflights of Wakkanai and Misawa by Soviet Air Force
reconnaissance aircraft and MiG fighters were regular occurrences in the 1950s and 1960s.
Japanese agents, from local Communists to bar-girls (‘josans’) were recruited as spies. Veterans
have produced numerous novelized accounts of Soviet espionage activities involving local Japanese
nationals at Wakkanai, Camp Oji, Shiroi, Yokota, Chitose and Misawa in the 1950s and 1960s.:« Two
NSA employees, William H. Martin and Bernon F. Mitchell, who had served together at the NSG
stations at Yokosuka and Kami Seya in 1951-54, defected to the Soviet Union in 1960, providing
Moscow with first-hand accounts of the activities at those places.:= The capture of the USS Pueblo
SIGINT collection ship by the North Koreans in January 1968 was a windfall, providing the Soviet
agencies with current cryptologic materials as well as information about the roles of Kami Seya and
the PACOM ELINT Center at Fuchu..= Similarly, after a Kadena-based EP-3E SIGINT collection
aircraft made an emergency landing on Hainan Island on 1 April 2001, its state-of-the-art equipment
was disassembled and studied by Chinese technicians before it was returned to the US six months
later.

There have been many tragedies. Twelve men died in a terrible fire which engulfed the Operations
Complex at Kami Seya in September 1965. The airborne SIGINT collection missions could be
especially dangerous. Eighty crew members died in just five incidents in the 1950s and 1960s - 33
aboard three aircraft based at Yokota were killed in deliberate shoot-downs by Soviet fighters (on 19
June 1952, 7 October 1952 and 29 July 1953), 16 others met an unknown fate somewhere over the
Sea of Japan while on a flight from Yokota on 10 September 1956. A US Navy EC-121M SIGINT
aircraft based at Atsugi was shot down by North Korean fighters, killing all 31 men aboard, on 15
April 1969. Several others died in other incidents in which the aircraft managed to land safely back
in Japan.= One crew member was killed when the North Koreans seized the Pueblo was seized in
January 1968; all of the remaining 82 were brutally tortured while held in captivity over the next 11
months.u

Many major figures in the history of US SIGINT activities served in Japan at one time or another.
Captain Wesley A. Wright, commander of the US Navy’s SIGINT station at Yokosuka (NCU-35) and
the first (and only) commander of the AFSA Field Activity, Far East (FAFE) at Yokosuka in 1950-52,
was a famous Navy cryptanalyst who had served at the US Navy’s radio interception and code-
breaking unit in Hawaii during the Second World War. Captain Thomas H. Dyer, who succeeded
Wright as commander of NCU-35 and was the first head of NSA Far East at Yokosuka in 1952-54,
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had headed the Navy’s code-breaking unit in Hawaii during the war; he returned to NSA HQ in
February 1954 and became NSA'’s first historian.. Colonel William P. Fife, known as the ‘father of
airborne intercept’, was a pioneer of airborne VHF SIGINT operations and helped to establish the
SIGINT stations at Misawa, Ashiya and Wakkanai.= Captain George P. McGinnis, who established
the antenna systems at Kami Seya in 1952, commanded the NSG station at Futenma in Okinawa in
1957-59, and selected Camp Hanza as the site for the NSG’s first AN/FRD-10 CDAA in 1959, was
nominated for induction into NSA’s Hall of Honor in 2008 for helping to ‘lay the foundation upon
which cryptologic work was conducted during the Cold War’ .

Major General Doyle E. Larson, commander of the 6990™ Security Squadron at Kadena from 1967 to
1970, was the founding commander of the Electronic Security Command (1979-83). He has been
called the ‘father of modern C3CM (command, control, and communications countermeasures) and
certainly one of the grandfathers of 21 century Information Operations’..z Rear Admiral G. Patrick
March, who commanded the NSG Activities at Kami Seya (1970-71) and Misawa (1971-73), was later
Assistant Director of the NSA (1973-74) and commander of the NSG Command (1974-78). Milton
Corley Wonus, who worked as a young USAFSS officer at Misawa in the mid-1950s, later headed the
Office of SIGINT Operations in the CIA’s Directorate of Science and Technology.=

Patrick M. Hughes, the commander of the Army Intelligence Agency in 1990-92 and Director of the
Defense Intelligence Agency (DIA) in 1996-1999, headed the Special Security Office (SSO) at Camp
Zama from 1974 to 1977.= Vice Admiral Jan E. Tighe, who was appointed commander of the US
Navy’s Cyber Command in April 2014, served as a ‘special operator’ aboard EP-3E SIGINT aircraft
based at Atsugi and Misawa in 1990-91.= Joan A. Dempsey, who was Deputy Director of the CIA in
charge of Community Management from May 1998 to July 2003 and Executive Director of the
President’s Foreign Intelligence Advisory Board (PFIAB) from 2003 to 2005, began her intelligence
career as a ‘cryptologic technician” with the NSGA Activity at Misawa in 1974.== Edward J. Snowden,
the famous NSA ‘whistle-blower’, was stationed at the NSA post at Yokota from 2009 to 2012; he
says that it was while he was at Yokota that he first appreciated the scale of NSA’s global civilian
Internet monitoring and data-mining activities and decided to expose them.=

The full report is available here [6MB].

III. References

» Thomas R. Johnson, American Cryptology During the Cold War, 1945-1989. Book II: Centralization
Wins, 1960-1972, (Center for Cryptologic History, National Security Agency, 1995), p. 306, at
http://www2.gwu.edu/~nsarchiv/NSAEBB/NSAEBB441/docs/doc%201%202008-021%20Burr%20Rel
ease%20Document%201%20-%20Part%20A2.pdf.

= James E. Pierson, A Historical Study of the Organizational Development of United States Air Force
Security Service, 1970-1974, (United States Air Force Security Service, Kelly AFB, San Antonio,
Texas, 15 September 1974), p. 11.

= Travis J. Tritten, ‘Pentagon Budget Cuts Take First Toll in Japan’, Stars and Stripes, 26 February
2014, at

11


https://nautilus.org/wp-content/uploads/2015/12/US-signals-intelligence-SIGINT-activities-in-Japan-final-v2.pdf

http://www.stripes.com/news/pacific/japan/pentagon-budget-cuts-take-first-toll-in-japan-england-1.26
9990.

= Josh Chapman, A Special Historical Study of the Organizational Development of the United States
Air Force Security Service, 1948-1966, (HQ United States Air Force Security Service, San Antonio,
Texas, 1 February 1967), pp. 35-36.

= James Bamford, Body of Secrets: How America’s NSA and Britain’s GCHQ Eavesdrop on the World,
(Century, London, 2001), p. 480.

= George A. Brownell, The Origin and Development of the National Security Agency, (Aegean Park
Press, Laguna Hills, California, 1981), pp. 30, 81.

= Thid., p. 64.

= George F. Howe, ‘The Early History of NSA’, Cryptologic Spectrum, (Vol. 4, No. 2), Spring 1974, p.
17, at https://www.nsa.gov/public_info/ files/cryptologic spectrum/early history nsa.pdf.

= ‘Notes by the Secretaries to the Joint Communications-Electronics Committee’, Revision of Interim
Outline Plan for Telecommunications Support of National Security Agency, (JCRC 1371/1, 19 July
1956), Appendix C to Enclosure A.

w Larry Tart, Freedom Through Vigilance: History of U.S. Air Force Security Service (USAFSS).
Volume III: USAFSS Ground Sites in Alaska and the Far East, (Infinity Publishing, West
Conshoshocken, Pennsylvania, 2010), pp. 1602-1604.

« Douglas Easton, ‘Gulf War Diary’, NCVA Cryptolog, (Kami Seya Special Edition, Fall 1997), pp. 35-
37; and ‘VQ-1 History’, U.S. Navy Patrol Squadrons, at http://www.vpnavy.org/vgql 1950.html.

= Marilyn C. Holliday, ‘Wing Names Top Performers for 2004’, Tale Feather, January-June 2005, p.
16, at http://www.afisr.af.mil/shared/media/document/AFD-060925-023.pdf ; Petty Officer 2™ Class
Pedro Rodriguez, ‘NIOC Misawa Changes Command’, DVIDS, 15 June 2012, at
http://www.dvidshub.net/news/90046/nioc-misawa-changes-command#.U7zy-EBadeb5; and ‘Data
Entry Operator 2 Job (Misawa, Aomori, JP)’, Jobs77, at

http://www.japanjobs77.com/job/DATA ENTRY OPERATOR 2 Job Misawa AOMORI JP-17657492.ht
ml.

« Dave Whitney, ‘Torii/Sobe/Okinawa COMSEC Operations’, Torii Tribune: Official Newsletter of
ASA Okinawa, (Vol. 10, No. 2), July 2011, p. 3, at
http://www.mlrsinc.com/asaokinawa/newsletters/ToriiTyphoon0711.pdf

w See, for example, Bill Person, The Ravenworks Sanction: A Novel, (BookSurge, 2004); W. T. Naud,
Oji: Spy Girls at the Gate, (Grovesnor Square Press, Lucerne Valley, California, 2011); Donald Wertz
Boyd, The 6924™, 1955-1956, (San Bernadino, California, August 2013); Robert S. Ruehrdanz,
Chitose Road: A Novel, (CreateSpace Independent Publishing Platform, 2011); and George Welch,
Insomnia Mimatsu: A Story of Love and Espionage in Misawa, (Booklocker, 2007).

=2 Wayne G. Barker and Rodney E. Coffman, The Anatomy of Two Traitors: The Defection of Bernon
F. Mitchell and William H. Martin, (Aegean Park Press, Laguna Hills, California, 1981), pp. 31, 35,
71.

= Ed Brandt, The Last Voyage of USS Pueblo, (W. W. Norton & Company, New York, 1969), p. 38;
Trevor Armbrister, A Matter of Accountability: The True Story of the Pueblo Affair, (Coward-

12


http://www.stripes.com/news/pacific/japan/pentagon-budget-cuts-take-first-toll-in-japan-england-1.269990
http://www.stripes.com/news/pacific/japan/pentagon-budget-cuts-take-first-toll-in-japan-england-1.269990

McCann, Inc., New York, 1970), p. 164; and Edward R. Murphy, Jr., Second in Command: The
Uncensored Account of the Capture of the Spy Ship Pueblo, (Holt, Rinehart and Winston, New York,
1971), p. 206.

« Larry Tart and Robert Keefe, The Price of Vigilance: Attacks on American Surveillance Flights,
(Ballantine Books, New York, June 2001), pp. 15-65.

w L]loyd M. Bucher, Bucher: My Story, (Doubleday & Company, Garden City, New York, 1970),
pp.210, 234-236, 317-318; and Trevor Armbrister, A Matter of Accountability, pp. 72-74, 250-253,
268-273.

w ‘Captain Thomas H. Dyer’, America’s Navy, at http://www.navy.mil/midway/dyer.html; and
Matthew M. Aid, ‘US Humint and Comint in the Korean War: From the Approach of War to the
Chinese Intervention’, Intelligence and National Security, (Vol. 14, No. 4), Winter 1999, p. 50; ‘The
NSA Personnel Newsletter’, Washington, D.C., March 1954, p. 3, at
http://fas.org/irp/nsa/1954-03.pdf; and ‘Capt Thomas H. Dyer, USN (1902-1985): 2002 Inductee’,
National Security Agency/Central Security Service (NSA/CSS), at
https://www.nsa.gov/about/cryptologic_heritage/hall of honor/2002/dyer.shtml.

w ‘DLIFLC Hall of Fame (2006 and 2007), DLI Foundation, at
http://www.dli-alumni.org/hall of fame/HoFSelections06-07.htm; and Larry Tart, Freedom Through
Vigilance: History of U.S. Air Force Security Service (USAFSS). Volume III, pp. 1158, 1163, 1164,
1166-1167, 1272-1273.

= Christopher Koons, ‘Capt McGinnis Nominated for Cryptologic Hall of Honor’, InfoDomain:
Decision Superiority for the Warfighter, Fall 2008, pp. 18-19, at
http://www.public.navy.mil/fltfor/cyberfor/Documents/010-InfoDomain-Fall2008.pdf.

= ‘Maj Gen Doyle E. Larson, USAF: 2009 Inductee’, National Security Agency/Central Security
Service Hall of Honor, 2009 Inductees, at
http://www.nsa.gov/about/cryptologic_heritage/hall of honor/2009/larson.shtml; ‘Major General
Doyle Eugene Larson’, U.S. Air Force, at
http://www.af.mil/AboutUs/Biographies/Display/tabid/225/Article/106433/major-general-doyle-eugen
e-larson.aspx; and ‘General Larson Retiring, Successor Named’, Hilltop News, 21 April 1983, at
http://www.ftva.org/hilltopnews/1983/HilltopNews21Apr1983.pdf.

= Jeffrey T. Richelson, The Wizards of Langley: Inside the CIA’s Directorate of Science and
Technology, (Westview, Boulder, Colorado, 2001), p. 81.

= ‘Patrick M Hughes’, LinkedIn, at http://www.linkedin.com/pub/patrick-m-hughes/4/293/8b1.

= Matthew Aid, ‘New Commander of U.S. Navy SIGINT/Cyber Command’, 14 February 2014, at
http://www.matthewaid.com/post/76650516261/new-commander-of-u-s-navy-sigint-cyber-command.

= Marjorie Censer, ‘Government IT Contractors’, Washington Post, 28 February 2011, at
http://www.washingtonpost.com/wp-dyn/content/article/2011/02/25/AR2011022506126.html; and
‘Centennial Character Sketch: Joan Dempsey’, YouTube, 7 April 2014, at
http://www.Youtube.com/watch?v=8-Eol-HYNBA.

= LLuke Harding, The Snowden Files: The Inside Story of the World’s Most Wanted Man, (Vintage
Books, New York, 2014), pp. 37-39; and Glenn Greenwald, No Place to Hide: Edward Snowden, the
NSA, and the U.S. Surveillance State, (Metropolitan Books, New York, 2014), p. 43.

13


http://www.nsa.gov/about/cryptologic_heritage/hall_of_honor/2009/larson.shtml

View this online at: https://nautilus.org/napsnet/napsnet-special-reports/us-signals-intellig-
nce-sigint-activities-in-japan-1945-2015-a-visual-guide/

Nautilus Institute

608 San Miguel Ave., Berkeley, CA 94707-1535 | Phone: (510) 423-0372 | Email:
nautilus@nautilus.org

14


mailto:nautilus@nautilus.org

