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I.  INTRODUCTION

In this essay, Elsa Kania assesses how emerging technologies--including artificial intelligence, cloud
computing, fifth-generation telecommunications, and quantum communications--may affect China’s
nuclear command, control, and communications (NC3).  Kania concludes: “Although certain of these
technologies could enhance China’s confidence in its NC3 in ways that may prove stabilizing, there
are also reasons for concern that the potential introduction of such complex, untested technologies
could also create new risks and exacerbate the threat of miscalculation.”

Elsa B. Kania is a Research Fellow with the Center for Security and Emerging Technology at
Georgetown University and an Adjunct Senior Fellow with the Technology and National Security
Program at the Center for a New American Security. She is also a PhD student in the Department of
Government at Harvard University.

A podcast with Elsa Kania, Peter Hayes, and Philip Reiner on China’s NC3 and emerging
technologies is found here.
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Summary

This paper presents an initial assessment of the implications of certain emerging technologies for
the future of nuclear command, control, and communications (NC3). In particular, this examination
of the potential for new technological developments in NC3 is informed by an assessment of the
strategic objectives and current research underway by the Chinese People’s Liberation Army (PLA)
at a time when Chinese nuclear posture is evolving dynamically. I evaluate how the PLA’s advances
in and approach to emerging technologies—including artificial intelligence, cloud computing, fifth-
generation telecommunications, and quantum communications—may contribute to its future
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command and control of nuclear and conventional operations. This analysis considers initial
indicators of how the PLA is starting to explore and/or may choose in the future to leverage these
emerging technologies in various elements of its NC3 architecture, including for early warning,
decision support, improved targeting, and secure communications. Although certain of these
technologies could enhance China’s confidence in its NC3 in ways that may prove stabilizing, there
are also reasons for concern that the potential introduction of such complex, untested technologies
could also create new risks and exacerbate the threat of miscalculation.

Introduction

China and the United States confront shared concerns and distinct challenges as each seeks to
pursue new directions in its development and modernization of NC3. The U.S. military must reckon
with aging systems that are facing new threats, particularly in space and cyberspace, as the 2018
Nuclear Posture Review highlighted.[1] General Hyten of U.S. Strategic Command has emphasized, “
We have to modernize the entire architecture. And so, as you see the modernization plans coming in;
make sure, number one, it’s the 21st century information architecture.”[2] By contrast, China must
not only address similar issues of modernization but also remains in the process of developing and
operationalizing new elements of its NC3 apparatus, including the introduction and construction of
capabilities for strategic early warning. Possessing less of an extensive architecture of legacy
systems—and currently undertaking a transition from a monad to a triad in its nuclear
posture—China might undertake distinct approaches to its NC3 relative to other nations. Perhaps, as
a result, China may prove more open to leveraging certain emerging technologies, including to
compensate for current shortcomings in its military capabilities. This paper leverages a range of
open sources, particularly Chinese-language materials, including textbooks to authoritative
commentaries and technical publications, and builds upon the existing literature to evaluate some of
these trends and potential developments.[3]

New Directions and Challenges for China’s NC3 Systems

The future trajectory of China’s NC3 architecture will be shaped by its strategic concerns and
evolving missions.[4] At present, the PLA is at a stage in the development of its nuclear arsenal that is
uniquely transitional. Traditionally, the former Second Artillery Force, which has been elevated to
become the PLA Rocket Force (解放军火箭军) in the course of recent military reforms, has been
solely responsible for China’s “lean and effective” arsenal, which was aimed towards a minimal
requirement often characterized as “assured retaliation.”[5] However, the PLA is currently
transitioning from this initial ‘monadic’ posture, which initially involved exclusively intercontinental
ballistic missiles (ICBMS),[6] to a full triad.[7] There is a more capable fleet of Type 096 SSBNs under
development, which will result in a more credible sea-based deterrent, augmenting the Type 094
SSBNs already in service, for the PLA Navy (PLAN).[8] Meanwhile, the PLA Air Force (PLAAF) plans
to field a new strategic bomber, likely to be known as the H-20, in the years to come, which could be
armed with new air-launched ballistic missiles that include a nuclear payload.[9] In the process, the
PLA Navy and Air Force appear to be embracing their new status and missions as “strategic service
s,” undergoing transformations that will contribute to their capabilities to bolster deterrence and
war-fighting.[10] At the same time, ongoing developments that are intended to enhance the PLA’s
future capabilities have included progress in MIRVS and hypersonic glide vehicles, as well as
techniques such as chaff, decoys, and jamming.[11] The current debate and emerging concerns about
the potential feasibility of counterforce capabilities could result in a redoubling of such
developments.[12]

These new strategic capabilities raise questions of command and control that the PLA likely remains
in the process of resolving. For example, the PLA Rocket Force, under the direct command and
control of the Central Military Commission (CMC), is the only service that has extensive historical
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experience with NC3. The PLARF may be inclined to seek to defend this nuclear “monopoly,” from
the perspective of bureaucratic competition, but it remains to be seen what role, if any, the PLARF
may have with regard to the new elements of this triad.[13] Currently, the PLARF does employ the
PLA’s integrated command platform (一体化指挥平台), through which it can connect and coordinate
with other services under the aegis of the new theater commands (战区) that have responsibility for
operations,[14] at least for units and missions involving conventional capabilities.[15] To date, no
nuclear units are known to have been connected to the integrated command platform,[16] yet there
appears to be some degree of interdependence among relevant C4ISR systems in ways that could
create a degree of risk.[17] The PLARF also possesses its own dedicated systems for nuclear forces
that are intended to be resilient and redundant, evidently involving a combination of radio, fiber-
optic cables, and satellites, but this existing architecture may require improvement and
modernization as it fields and deploys a growing number of mobile missiles.[18]

If the PLAN and PLAAF do take on new responsibilities for NC3, the fielding of these systems will
involve requirements for the construction of NC3 systems de novo, which could introduce distinct
difficulties. Presently, China’s communications with its Type 094 SSBNs are known to use very low
frequency (VLF) communications, involving at least two main stations for transmission.[19] Reportedly,
the PLA constructed its first military-grade super low frequency transmission station in 2009, and a
new project that will introduce the capability for extremely low frequency communications with
submarines is just being completed as of late 2018.[20] However, ensuring secure and reliable
underwater communications with SSBNs may prove quite challenging for the PLA, including raising
questions of procedures for delegation. Meanwhile, the PLAAF’s future employment of strategic
bombers may be influenced by its past tendency towards often highly scripted exercises that have
involved a tightly controlled approach to command.[21] The PLA also could start to integrate aircraft
not unlike the U.S. military’s TACAMO, perhaps building upon current developments in airborne
early warning and control aircraft, to facilitate these functions.[22] As the PLA looks to adapt and
expand its NC3 architecture, there are a number of potential technical and organizational
characteristics, including issues of trust and a preference for high-level, centralized command of
strategic capabilities that may influence its approach.[23]

As the PLA’s strategy, doctrine, and force posture continue to evolve in response to the geopolitical
environment and today’s technological transformations, these shifts could influence its approach to
NC3.[24] As the 2015 defense white paper, “China’s Military Strategy” highlighted at the time, “China
will optimize its nuclear force structure, improve strategic early warning, command and control,
missile penetration, rapid reaction, and survivability and protection.”[25] This commitment to
continued modernization reflects a response to assessments of new trends in the capabilities of
potential adversaries, including concerns about U.S. efforts in missile defense and conventional
prompt global strike (CPGS), and technological developments.[26] The PLA’s focus on improving
strategic early warning indicates a recognition that these capabilities have been a relative weakness
for the PLA and their construction has proven challenging.[27] Consequently, Chinese military
academics and strategists appear to be concerned with the threat of a ‘false negative’ if a nuclear
attack or surprise attack against strategic missiles by an adversary with more sophisticated
capabilities were to go undetected.[28] The PLA intends to construct a space-based system for early
warning and strategic surveillance capable of detecting indicators of a potential nuclear attack.[29]

The estimates of feasible timeframes for this drive to improve early warning capabilities tend to vary,
and it is difficult to evaluate the progress of this process, which could change the calculus for the
PLA.[30]

If China’s posture were to evolve towards that of “launch on warning” (预警即发射) in the future, this
change would demand and depend upon much more reliable early warning systems. In this regard, it
is significant that China Electronics Technology Corporation (CETC) at the Zhuhai Air Show in the
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fall of 2018 CETC revealed a range of new radar- and satellite-based early warning defense systems,
claiming that these systems have improved datalinks that can enable real-time sharing and
integration of intelligence for enhanced situational awareness.[31] In its totality, these systems and
their integration are aimed to fulfill a range of operations, variously intended for anti-missile
operations, space attack and defense, theater joint operations, far seas warfare, and global
surveillance and strike.[32] Of these, the anti-missile early warning system is intended “to acquire full-
process intelligence of targeted ballistic missiles to support strategic counterattacks and anti-missile
operations.”[33] The design of these systems, which provide “multi-source fusion and comprehensive
integration” of information, is intended to anticipate the demands of future warfare, involving
information dominance (信息主导), system of systems coordination, and all-domain operations.
However, beyond the reporting and advertising, there is only limited technical information available
about these systems.

The PLARF’s new emphasis on “rapid reaction” (快速反应) appears to imply the capability for a
faster counterattack. Such a posture could be considered consistent with China’s traditional “no first
use” pledge and commitment to only engage in second strikes (后发制人), according to some
authoritative assessments, including the 2013 edition of The Science of Military Strategy, released
by the PLA’s Academy of Military Science.[34] This concept appears to imply a shift towards or
become tantamount to a posture of launch on warning, involving the launch of a retaliatory strike
upon reliably distinguishing that an enemy has launched a nuclear attack to limit the damage to PRC
nuclear power and to improve the survivability of counterattack capabilities—but cannot be fully
confirmed.[35] Notably, the 2015 edition of Science of Military Strategy, produced by the PLA’s
National Defense University, emphasizes, “rapid response is a prerequisite for second strikes, and to
improve rapid response capabilities, the level of alertness of strategic missile units must be
increased, and always maintaining a state of high alert” (高度戒备状态).[36] This text characterizes
rapid response as “the degree of rapidity of strategic missile forces in the implementation of combat
operations,” which depends upon factors that include capabilities for strategic reconnaissance, the
rapid judgment of the commander on enemy operations, the degree of alertness of missile units, and
the level of training of troops, as well as NC3 capabilities.[37]

Since the PLA launched an agenda of historic reforms in late 2015, the Rocket Force has continued
to progress in its modernization and informatization.[38] Since the 1990s, the development of systems
for command automation (指挥自动化), essentially analogous to C4ISR, which could convey
commands, integrate intelligence, and enable real-time monitoring, has been a clear priority and
persistent challenge for the PLA. In particular, the PLARF has focused on “accelerat[ing] the
construction of an informatized combat system,” promoting capabilities for command and control
and for reconnaissance and early warning.[39] As the Rocket Force’s former commander General Wei
Fenghe (魏凤和) has emphasized, it will be important to “promote the rapid integration, efficient
sharing, and deep linkages of combat information of various elements of each system, and improve
the strategic deterrence and actual combat capability based on information systems.”[40] At the same
time, the PLARF is responding to Xi Jinping’s high-level emphasis on military innovation, including
through exploring new methods and theories of warfare, considering trends in the form of warfare
towards remote, precision, intelligentized (智能化), stealthy, and unmanned weaponry that are
expected to become particularly prominent.[41] Given the PLARF’s strategic requirement of
“combining nuclear and conventional (capabilities) and all-domain deterrence and war-fighting”
(核常兼备、全域慑战), there could be a degree of “entanglement” in its C4ISR systems that may pose
new risks, yet this issue is not unique to China.[42]

Looking forward, Chinese strategists recognize that the military competition is intensifying in ways
that necessitate continued modernization in China’s strategic deterrence (战略威慑).[43] To some
extent, China’s continued modernization of its nuclear arsenal constitutes a response to concerns
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about survivability that have been exacerbated by advances in U.S. missile defenses and potential
counterforce capabilities.[44] These advances in China’s nuclear forces has included the introduction
of more advanced weapons systems, such as the DF-31AG, which may possess greater mobility and
thus survivability and could be armed with multiple independently targetable re-entry vehicle (MIRV)
warheads.[45] Concurrently, China is pursuing advances in hypersonic weapons that may be dual-
capable and possess higher levels of autonomy.[46] The active research focusing on new techniques
for autonomous control, as well as improved automatic target recognition, in advanced weapons
systems, could prove relevant to future directions in the development of nuclear and conventional
capabilities alike.[47] The emphasis and direction of the latest U.S. Nuclear Posture Review, as well as
the Missile Defense Review, may intensify these concerns and could contribute to a redoubling of
China’s expansion and modernization of its nuclear arsenal, including the requisite improvements in
NC3.[48]

Risks of Errors and Biases in China’s NC3 Systems

These progressive evolutions in China’s nuclear posture, doctrinal concepts, and concurrent
technological developments will impact the risks of errors that could be exacerbated in the course of
these changes. China has approached the challenge of deterrence from the perspective of a weaker
state that is confronting a powerful adversary (强敌) with superior capabilities. Traditionally, China
has taken a pragmatic and minimalist approach to its nuclear arsenal yet concerns of survivability
appear to be changing assessments of the fundamental requirements. Consequently, Chinese
strategists have been deeply concerned with increasing strategic early warning and surveillance
capabilities.[49] This focus on the risks of false negatives, which involve a failure to launch when an
attack occurs, could guide the direction of future Chinese NC3 developments.[50] Relative to the U.S.
and Russian militaries, the Chinese military seems to have less concern and less historical
experience with the risks of false positives, which would involve a mistaken launch when there is not
an attack underway.[51] Although the introduction of new technologies, particularly the use of
artificial intelligence (AI), to enhance situational awareness, could prove stabilizing,[52] there is also a
risk that the limitations and potential vulnerabilities or idiosyncrasies of these emergent
technologies and capabilities could render an accident or miscalculation more likely.

Throughout its history, China has maintained a “no first use” policy with striking consistency that
seems unlikely to change in the foreseeable future.[53] At first glance, China’s NC3 profile appears to
be relatively conditioned towards negative controls that are primarily procedural in nature.[54] Based
on the most recent assessments, Chinese warheads continue to be stored separately from weapons
systems in secure and central locations by the PLA Rocket Force.[55] The PLA Navy may have to mate
warheads with nuclear submarines for future nuclear patrols, and it remains to be seen how the PLA
Air Force will approach the management of warheads in the future, including the question of
whether the Rocket Force may end up having authority over the totality of the triad.[56] Although
there has not been definitive evidence to date that China uses permissive action links (PALs), such
controls are likely within its technological capabilities. The Rocket Force remains directly under the
control of the Central Military Commission (CMC), rather than the PLA’s regional theater commands
(or “war zones,” 战区), and the prospect of delegation of the authority for nuclear launch to lower
levels appears relatively unlikely at present.[57]

Pending any conclusive evidence or additional confirmation, it seems most likely that the PLAN and
PLAAF’s nuclear capabilities will be commanded directly through the Central Military Commission,
consistent with the paradigm of in use for the Rocket Force and the former Second Artillery Force
throughout its history. This centralized approach to command and control could contribute to
reducing the possibility of an accident. In all likelihood, a nuclear attack could only be authorized by
Xi Jinping, in his capacity as Chairman of the Central Military Commission and General Secretary of

6



the Chinese Communist Party. However, it is difficult to ascertain whether certain aspects of this
profile may change in the future, as China explores new directions in command automation and
introduces a more robust fleet of SSBNs and new strategic bombers into its arsenal.

Potential Employment of Emerging Technologies in PLA NC3

This section will consider certain emerging technologies, including artificial intelligence, cloud
computing, fifth-generation telecommunications, and quantum communications, providing an initial
evaluation of their relevance and feasibility of their application to the future of NC3.[58] While
discussing the technical potential and challenges of these various technologies, I will examine in
particular how China might employ them in the future, given the particular constraints and
challenges that are relevant to its current force construction. To the extent feasible, I draw upon the
available technical literature and look to develop reasonable assessments that are informed by data
and current trends.

Artificial Intelligence  

Today’s advances in AI have noteworthy implications for the future of NC3. Of course, the potential
applications of AI to enhance nuclear capabilities are hardly novel, dating back to U.S. and Soviet
initial development of and experimentation with AI systems during the Cold War.[59] In particular,
while accounts vary, the Soviet Union had explored the construction of a system for fully automated
counterstrikes, known as the “Dead Hand,” and to have deployed a system known as “Perimetr,”
which had leveraged some kind of AI, particularly for communications, and involved delegation but
kept a human in the loop.[60] As a general-purpose technology that can enable and augment existing
missions and capabilities, AI appears to possess great potential in such applications as early warning,
decision support, and the targeting and guidance of advanced weapons systems, not to mention key
supporting functions, such as logistics and predictive maintenance.[61] Certain of these applications
could prove stabilizing, enabling improved situational awareness, such as through data fusion and
the rapid integration of information, in ways that might mitigate the risks of miscalculation in a
crisis scenario. However, AI technologies also remain inherently vulnerable to exploitation and
manipulation, including through the corruption of data or attacks against the underlying hardware,
based on research that is currently underway.[62] These advances raise concerns about the risks of an
error and questions of safety, surety, and assurance that remain largely unresolved at this point.[63]

Xi Jinping has called for the PLA to accelerate the advancement of “military intelligentization”
(军事智能化).[64] Chinese strategists recognize the strategic potential of military applications of AI for
a range of applications. There are initial indications that the PLA is actively exploring options for the
integration of AI into its C4ISR systems, particularly to support command decision-making.[65] In an
authoritative commentary, the CMC Joint Staff Department has called for the PLA to advance
intelligentized command decision-making in its construction of a joint operations command system,
through taking advantage of the potential of AI, as well as big data, cloud computing, and other
advanced technologies.[66] Certain Chinese defense academics anticipate that the advent of AI in
warfare will increase the speed and tempo of operations in ways that absolutely necessitate greater
integration of AI technologies into command and control, perhaps complementing or ultimately
surpassing human intelligence.[67] For instance, Lieutenant General Liu Guozhi (刘国治), director of
the Central Military Commission Science and Technology Commission, has anticipated “human-
machine hybrid intelligence” will be the highest form of future intelligence.[68] Unsurprisingly, there
has been active research underway to explore these directions in application of big data and AI to
command information systems, including a new laboratory in which Baidu has partnered with the
China Electronics Technology Group Corporation.[69]

The PLA believes AI could be critical to enhancing—or perhaps someday displacing—human
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intelligence in creating tactics and strategies in warfare. Consequently, humans might transition
from being ‘in’ the loop, to ‘on’ the loop, and even out of the loop in the future.[70] Certain PLA
thinkers anticipate a transition in warfare to an era of ‘algorithmic confrontation’ among AI systems.[

71] It remains to be seen how the PLA might approach these technological developments in the
context of nuclear decision-making, including potentially to improve early warning and situational
awareness. Potentially, the PLA Rocket Force could leverage intelligent decision support systems or
could explore options for intelligent command and control.[72] For instance, the PLA might leverage
AI technologies to enhance the decision-making of fighter pilots or the commanders of submarines.
According to credible reporting, the computer systems on PLAN nuclear submarines will be updated
with an AI decision-support system that is designed reduce commanding officers’ workload and
mental burden,[73]  potentially building upon robust research in underwater acoustic target
identification.[74] The PLA’s advances in AI-enabled decision support might be applied to its future
NC3 as well. AI technologies might be applied in support of combat mission planning, including to
coordinate selection of targets.[75] For instance, the PLARF Engineering University contributed to an
international workshop on AI and evidential reasoning that was convened to focus on intelligent
reasoning and decision-making.[76] In addition, advances in the use of AI in war-gaming and military
simulations may be relevant to anticipating dynamics on the actual battlefield, since such scenarios
of game confrontation can generate data and insights that may be valuable.[77]

The PLA’s approach to leveraging AI could be shaped by concerns over current shortcomings in its
operational capabilities. With regard to NC3, current inadequacies in Chinese early warning and
situational awareness appear to be motivating the employment of AI technologies to augment these
capabilities. To date, there has also been apparent progress in research involving the AI-enabled
mining and processing of data from remote sensing satellites,[78] which may already be in use, at
least to a limited degree, by the PLA Rocket Force and Strategic Support Force.[79] For instance,
PLARF research in remote sensing has explored the use of adversarial networks in a new framework
for domain adaptation and classification based on deep convolutional neural networks,[80] as well as
to hyperspectral image classification.[81] Reportedly, several technology companies have already
launched “AI satellites” that include AI chips for on-board intelligent processing of data, which can
increase the speed of processing in ways that might accelerate targeting.[82] Although not all of these
developments have direct and immediate relevance to NC3, the initial direction of the PLA’s
employment of AI may prove indicative of the future integration of these technologies with its
nuclear posture. In particular, the ability of algorithms to rapidly identify patterns in data, including
from remote sensing, appears to be a major focus of academic research and publications, including
from a number of students and researchers associated with the Rocket Force Engineering
University.[83] For instance, the application of machine learning to hyper-spectral image classification,
including in support of remote sensing applications, can contribute to battlefield environmental
support.[84] In addition, greater automation in targeting could be applied to facilitate ballistic missile
defense.[85]

The PLA is also actively advancing the use of AI in support of targeting and missile guidance of
conventional—and potentially dual-capable—nuclear weapons. Recognizing the criticality of data
fusion and intelligence to future operational advantage, PLA researchers are exploring options to
leverage AI technologies to train on and learn from target features acquired by a range of sensors.[86]

For instance, the application of machine learning to improve automatic target recognition (ATR),
including with the use of convolutional neural networks in Synthetic Aperture Radar (SAR) image
target recognition, is recognized as an opportunity to build upon prior research to enhance precision
in targeting.[87] PLA researchers are also exploring the improvement of algorithms to facilitate the
tracking of moving targets.[88] Increasingly, advanced Chinese weapons systems are also becoming
more autonomous and “intelligentized” in their guidance and targeting.[89] The sophistication of
Chinese aerospace capabilities, including cruise missiles and hypersonic weapons systems, will be
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augmented through the use of AI technologies to enable intelligent autonomous control
(智能自主控制).[90] Moreover, the extreme speed of hypersonic weapons systems may create an
incentive for a pragmatic transition towards higher degrees of autonomy. In many cases, the
technical advances in question may be relatively incremental, enhancing guidance and targeting in
weapons systems that may be nuclear or dual-capable to increase their precision.

In the aggregate, such developments could contribute to enhancing China’s strategic deterrence,
including through augmenting NC3, but there is not yet unambiguous evidence that the PLA has
integrated—or will in the near future—incorporate AI into its current NC3 architecture. Certainly,
given the PLA’s active interest and investments in relevant research and development, it would not
be surprising to see AI take on a greater role in supporting China’s NC3 in the future, though there
could continue to be a level of opacity that engenders uncertainty. At present, the impact of AI on
the risks of false positives and false negatives is difficult to ascertain. Certainly, the introduction of
AI, including to enhance Chinese early warning capabilities and strategic intelligence, could prove
stabilizing, potentially increasing China’s confidence in its capability for rapid response to a nuclear
attack. However, the impact of AI could also increase the risks of a false positive, given the
demonstrated shortcomings and vulnerabilities of AI systems at present, which could be exacerbated
by the paucity of data available in this context.

 Cloud Computing

In an era in which data is critical to battlefield advantage, the potential benefits of cloud computing
are clear. The centralization of data storage in remote servers can contribute to more effective data
management, while facilitating AI deployment. This new approach to military information
management can overcome the barriers and stovepipes that might otherwise impede the effective
integration of data across organizations. In a complex operational environment, cloud computing
also could enable commanders to reach “scientifically coordinated operational decisions” through
the sharing of important information.[91] If designed and implemented with high levels of cyber
security, the introduction of cloud computing can have the dual advantages of facilitating access to
data and improving security overall. Potentially, the distributed character of the cloud may also
provide an advantage in a highly contested environment, since an attack on a single point wouldn’t
compromise the entire cloud or interrupt access to information.[92]

At present, the PLA also appears to be exploring the introduction of cloud computing into its C4ISR
architecture, which may have some relevance to its future NC3 systems as well.[93] Based on
available publications, several research institutes in the PLA are starting to explore and experiment
with option for a cloud architecture for command information systems.[94] There are also a number of
companies that are engaged in supporting the PLA’s transition to the cloud. In early 2016, the China
Institute for Command and Control (CICC) signed a strategic cooperation agreement with the
Chinese Academy of Science’s Sugon (曙光, Shuguang or ‘Dawning’ ).[95], [96] At the time, Dai Hao
(戴浩), chair of CICC and also a researcher with the PLA’s 61st Research Institute, highlighted that
this partnership would enable advances in the “cloud-ization” (“云”化) and intelligentization of
China’s military command and information systems.[97] In particular, Dawn’s big data and cloud
computing technology were seen as providing advanced technological support and cloud service
systems to China’s joint operations command mechanism and the construction of military command
information systems. Increasingly, a number of tech companies, including Ganyun S&T (乾云科技)
and Meihou Cloud (美猴云), are also starting to pursue opportunities to contribute to military cloud
computing.[98]

For purposes of strategic early warning and situational awareness, this potential improvement in
PLA capabilities to integrate and process key data could be advantageous, perhaps enhancing and
accelerating decision-making in ways that could be stabilizing. Indeed, the introduction of cloud
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computing can enable real-time data transmission, resource sharing, and command and control that
can facilitate greater coordination among units. However, such consolidation of information could
exacerbate the risks of compromise of highly sensitive information, at worst creating a single point
of failure, which may be a concern in the U.S. Department of Defense’s potential transition to  cloud
platform.[99] Unsurprisingly, in the process, the PLA is closely tracking and often influenced and
informed by the precedent of U.S. developments, including the notion of a “combat cloud” or cloud
operations.[100] The PLA’s adoption of cloud computing appears to remain relatively limited at present,
but could increase in the future in the course of initiatives to implement intelligentization that will
require more effective management of ‘military big data.’[101]

Fifth-Generation Telecommunications

As China progresses in the nationwide deployment of 5G, the Chinese military may also reap the full
benefits of the high speed, low latency, and high throughput of this new generation of
telecommunications. While concern over 5G has concentrated thus far primarily on the economic
implications, the potential for dual-purpose and military applications of these technologies
constitutes another important dimension of its strategic significance. Evidently, those promising
applications are not lost upon the Chinese military. China’s initial exploration of synergies between
defense and commercial developments in 5G could be a trend worth watching. For instance, the
advancement of 5G in China today is associated with its national strategy for military-civil fusion
(军民融合). For instance, there is a new “5G Technology Military-Civil Fusion Applications Industry
Alliance” (5G技术军民融合应用产业联盟), which involves key tech companies, like ZTE, and the China
Aerospace Science and Industry Corporation (CASIC), a state-owned defense conglomerate.[102]

Going forward, 5G could contribute to future battlefield communications through enabling a new
leap in the rate and stability of information transmission in ways that can enhance the timeliness and
integration of information. Potentially, 5G will provide the rapid transmission and bandwidth
required to realize the potential of the Internet of Things and AI on the future battlefield. In this
regard, the advent of 5G for military purposes could contribute to the realization of military
intelligentization (军事智能化), though which the PLA seeks to leverage the potential applications of
AI technologies in military affairs. Just as 5G can enable massive inter-machine communication in
smart cities, similar levels of networking among sensors and devices could be advantageous on a
highly “informatized” battlefield, enabling improved situational awareness through advances in data
analytics and perhaps real-time coordination or command and control.[103]

Potentially, China’s deployment of 5G technologies at a national level could provide more extensive
coverage and augment information support capabilities for the PLA. In this regard, an integrated
infrastructure for 5G could provide a significant operational advantage with potential relevance for
NC3. In theory, if designed and implemented appropriately, 5G may be more secure and faster. The
speed that this new generation of telecommunications may provide could be valuable to NC3,
especially in scenarios where time is of the essence. While there are initial indications that China
may explore various military applications of 5G, including its initial employment in drills for
emergency mobilization, it remains to be seen whether and to what extent 5G might be used in the
context of NC3, such as to enhance situational awareness through facilitating data fusion and rapid
communications.

Quantum Cryptography and Communications

The PLA has started to leverage its new and expanding infrastructure for quantum communications
for military purposes that could augment future command and control. The national backbone
network that enabled quantum key distribution (QKD) has progressively expanded, from the Beijing-
Shanghai “Trunk” to a range of local area networks. The PLA appears to be exploring and perhaps
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expanding its employment of quantum communications.[104] Potentially, the experience that Chinese
scientists and engineers are gaining in building and operationalizing these systems could be applied
to the development of a dedicated infrastructure for NC3. Chinese scientists plan to launch a whole
constellation of quantum satellites in low and high earth orbit in the years to come, which will
enable the scaling up of this system.[105] These developments have been characterized as a priority of
China’s agenda for military-civil fusion.[106] Of course, while there are indications that the PLA could
expand its use of these systems, whether these technologies would be extended to communications
for nuclear purposes is essentially impossible to verify with high confidence.

The apparent enthusiasm for the promise of supposedly unhackable communications extends to the
highest echelons of Chinese leadership, including Xi Jinping himself. It is not unreasonable to
postulate or hypothesize that strategic communications of particular sensitivity may already or could
in the future be secured using quantum key distribution, such as between Xi Jinping, in his capacity
as chair of the Central Military Commission, and the Joint Staff Department’s Joint Operations
Command Center, to the five regional theater commands and perhaps even to certain critical units in
the field, given that the PLA is also testing mobile quantum communications.[107] Among the
advantages of such a transition would be “future-proofing” highly sensitive information of relevance
to China’s nuclear arsenal against the risks of future decryption by a capable quantum computer. [108]

However, it is worth noting that China’s development of quantum-resistant algorithms remains
relatively limited compared to current attempts underway in the United States.

Going forward, quantum communications can be employed underwater, providing new options for
communications with submarines. As China continues to develop its SSBN fleet, quantum
communications could be leveraged as a solution to enable secure and nearly undetectable
communications that might resolve otherwise challenging problems of command and control.
Presently, as Chinese scientists and academics have noted, the development of quantum
communications underwater remains at a fairly nascent stage, since there are major obstacles to its
reliable realization.[109] According to one Chinese defense academic, “it is certain that once
underwater quantum communication is engineered, it will completely disrupt the submarine
communication and command and even the combat mode.”[110] The use of blue-green lasers for
communications can serve as a basis for underwater quantum communications, providing greater
assurance for the security of communications. However, this technology remains far from mature,
limited by some basic constraints that will likely include water quality.[111] The military maritime
applications of quantum technology may extend far beyond NC3, but it is clear that the potential for
secure, high-capacity, and long-distance communications leveraging entanglement could have
relevance in command and fire control in a combat scenario.[112]

The PLA recognizes that improvements in capabilities for military communications could be integral
to future capabilities, and quantum communications could prove advantageous given their potential
resistance and survivability in the face of electromagnetic interference, yet it may remain
vulnerability to interference from light).[113] While there are currently limitations to the speed and
efficiency of most known types of quantum communications, these obstacles could be overcome in
the course of future developments. The potential for “stealth transmission” that cannot be readily
detected— and thus less subject to adversary countermeasures—could also prove advantageous. In
the future, the PLA could leverage quantum technology to augment the information architecture for
military C4ISR.[114] For instance, the China Aerospace Science and Industry Corporation has become
active in the development of dual-use networks for quantum communications, which may be used to
transmit classified military information between command centers and units in the field.[115] Chinese
defense academics anticipate that there might be new stealthy quantum communications systems
integrated among command and control with reconnaissance and early warning systems.[116]

Hypothetically, a system based on quantum teleportation for the exchange of information can be
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constructed among various operational command and control systems, while also integrating early
warning and reconnaissance, “thus constructing a communication network for quantum information
battlefields, with its large channel capacity and super features such as high communication speed
playing an irreplaceable role in the future information war.”[117] In such an architecture, the
realization of advances in quantum radar and sensing, which have been reported to have the
capability to overcome stealth or detect nuclear submarines, may also have disruptive impact on
future targeting, which may have implications for survivability.[118]

However, there are also reasons for strong skepticism that quantum cryptography and
communications would be suitable for use in NC3 in the near or even long term. U.S. experts and
scientists remain relatively skeptical that this is an apt application, given concerns of reliability and
survivability.[119] At present, these technologies remain challenging to operationalize in real-world
conditions. The entanglement among photons that is leveraged to transmit a cryptographic key or to
convey information directly is fragile and could possess potential vulnerability to spoofing or
interference.[120] While this mechanism does provide “provable” security, the costs and tradeoffs may
not be favorable. Thus, a reliance upon quantum technology to support NC3 seems unwise, absent
further verification of survivability, but quantum cryptography and communications—or future
quantum networking to facilitate information integration—may have some role to play in future
generations of NC3 systems nonetheless.

Conclusions and Implications

Presently, the U.S. and China militaries are both exploring new directions in their NC3 architectures
that could result in perhaps parallel but distinctive approaches to the employment of these emerging
technologies. Despite their novelty, the impact of these strategic technologies, which have become a
new frontier of rivalry, can be explored and evaluated based on traditional frameworks that consider
potential sources of risk and error. There are reasons for a degree of optimism that certain advances
may reduce the risk of errors. For instance, the use of AI could improve early warning and  strategic
reconnaissance, while the adoption of cloud computing could enable the integration of data that may
facilitate situational awareness, and the advent of 5G could enable newly capable battle networks
with the high speed and extreme connectivity required for the future “intelligentized” battlefield.
Looking to the status of advances in quantum technology, quantum communications may provide
newly secure and resilient communications, including underwater to SSBNs, while quantum
computing presents a more distant threat to cyber security, and current advances in quantum
sensing promise improved detection.

 

At the same time, the inherent complexity and uncertainty of these nascent, untested technologies
also raises questions about new risks to stability. The reliability of AI depends upon the quality of
data, efficacy of training, and parameters of operation, and mistakes in algorithms that may be
difficult to predict or prevent false positives that may exacerbate the risks of accidental escalation.
The introduction of cloud computing could improve decision-making but also might increase
vulnerability to cyber threats, depending upon the security practices in its implementation. So too,
the use of 5G in future battle networks could improve capability and create potential vulnerabilities
based on their design. Ultimately, the actual impact of these technologies will depend upon the
strategic choices that militaries make in their application and employment of emerging capabilities,
particularly with regard to questions of safety and assurance. In this regard, it will be important to
start to explore, including through existing mechanisms for dialogue and engagement, the potential
for new risks and options for best practices to improve surety.
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