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I.  INTRODUCTION

Peter Hayes argues that the methods revealed in USSTRATCOM SI 526-01 for estimating the
reliability of US command and control procedures and of weapons systems in delivering nuclear
weapons to targets may instill false confidence in US nuclear commanders that nuclear strikes will
be achieved as planned and that NC3 will enable them control nuclear operations under conditions
of nuclear attack.  This document reveals new details about US nuclear weapons operational testing
not previously known.

USSTRATCOM SI 526-01 may be downloaded here (PDF 10.8MB).

Peter Hayes is Director of the Nautilus Institute and Honorary Professor at the Centre for
International Security Studies at the University of Sydney, and Senior Research Advisor of the Asia-
Pacific Leadership Network
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Banner image:  USSTRATCOM Instruction SI 526-01, Figure 1, p. B-2.

II.  NAPSNET SPECIAL REPORT BY PETER HAYES

ANALYSIS OF USSTRATCOM SI 526-01: NUCLEAR WEAPON SYSTEM
OPERATIONAL TESTING AND COMMAND AND CONTROL REQUIREMENTS

MARCH 25 2026

Abstract

USSTRATCOM June 2020 Strategic Instruction 526-01 “MISSILE WARNING AND NUDET
DETECTION OPERATIONS” released under US Freedom of Information Act to Nautilus Institute
“establishes operational testing protocols for nuclear weapon systems, prescribing how Services
generate Weapon System Reliability (WSR) and Circular Error Probable (CEP) planning factors
embedded in Damage Expectancy calculations.[1] The instruction treats Nuclear Command, Control,
and Communications (NC3) as a testable system with quantified Command and Control Procedures
(CCP) reliability.  CCP is defined as "the probability that crews will receive a valid Emergency Action
Message and perform all necessary actions to commit a nuclear weapon when directed"[2]  Ensuring
such positive control—that nuclear weapons always can be used—requires end-to-end testing from
message transmission through weapon release and annual reporting of CCP methodologies,
changes, and results.[3] However, CCP is not integrated into WSR calculations, creating an
analytical gap such that the overall probability of enacting positive control in nuclear weapons
operations is unknown.[4] Publicly available evidence confirms systematic NC3 testing (such as
annual Airborne Launch Control System  or ALCS launches, twice-yearly SELM or Simulated
Electronic Launch Minuteman tests, Giant Ball a test of the  ground and air components ALCS
connectivity),[5] but quantitative performance data remain classified. NC3 modernization toward AI-
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enabled, cyber-resilient architectures requires metrics beyond SI 526-01's framework—AI algorithm
reliability, cyber-contested operations, software quality-of-service—for which updated assessment
protocols remain opaque. Overall, SI 526-01 outlines methods for estimating the performance of
CCP and weapon systems command and control procedures and weapons systems that may
overstate the reliability of US NC3 in wartime conditions and thereby encourage the propensity of
US nuclear commanders--especially the US president--to resort to using nuclear weapons.

Document Context and Scope

In January 2019, General John Hyten remarked that while he was confident that the US NC3 system
works, he did not understand why or how it worked.  He repeated this view in testimony to Congress
in March:

So one of the interesting things I've observed in my 27 months in command now -- so that --
that's a long period of time, two years and three months -- not one time in that two year, three
months have I lost connectivity with the nuclear force. Can you imagine any other electronic
system in the world where that has happened? That shows you how resilient, reliable and
effective the current command and control system is.

But what concerned me about it is I really can't effectively explain that to you. Because it's
been built 50 years ago through different kind of pathways, different kind of structures, we
look at it hard each and every day and we know that those things are going to have to be
replaced in about a decade.[6]

Hyten was not the first STRATCOM commander to recognize this paradox.  His predecessor (2007-
2011) General Kevin Chilton expressed a similar view in May 2023 when he stated: “I do not have
enough current information to assess the current robustness and resiliency of the existing NC3
network.”[7]

STRATCOM instruction SI 526-01, the subject of this special report, provides insight into why these
commanders found it difficult to understand how and why NC3 systems perform.

Nautilus filed the original request for this and other STRATCOM documents related to NC3 in
October 2018 to prepare for the conference on NC3 and Global Stability held at the Hoover
Institution in 2019.[8]  The response letter (20 November 2020) included in this release explains
that USSTRATCOM withheld portions of SI 526‑01 with some unclassified portions withheld because
their aggregation would reveal classified relationships under the “mosaic” theory.[9]

The letter also corrects an error in the instruction itself and notes that paragraph 6.b. on page B‑10
of SI 526‑01 "should read as follows: 'The expected operational service life of the system as opposed
to the design life should be considered to ensure weapon system asset availability for Initial
Operational Test and Evaluation and Follow on Operational Test and Evaluation throughout the life
of the system.'"[10]

The instruction applies to "USSTRATCOM and all units, organizations, and agencies involved in the
validation and reporting of nuclear weapon systems capabilities in support of USSTRATCOM's
nuclear weapons planning."[11]  It supersedes the 2015 version, updates office symbols, refines
test‑size definitions (year‑to‑year vs lifetime degradation), allows phased test constructs, imposes
timelines on OIT&E, and emphasizes Service–DOE/NNSA collaboration.[12]

Core Testing and Planning Framework

SI 526‑01's purpose is "to establish guidelines for nuclear weapon system operational testing and
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reporting, and [to] provide detailed background and guidance for the development of a testing
program during the initial and follow‑on phases of nuclear weapon systems," with test results used
“to calculate estimates for Weapon System Reliability (WSR) and Circular Error Probable
(CEP)."[13]

WSR is defined as

…the probability that a warhead on a given nuclear weapon system will detonate over or at its
designated ground zero under given mission‑related conditions, excluding the effects of enemy
action," and CEP as "the radius of a vertical cylinder, centered on a reference point, within
which 50 percent of the Reentry Vehicles (RV)/Reentry Bodies (RB)/missile payloads/gravity
weapons are expected to be located at airburst or impact.[14]

These planning factors feed into Damage Expectancy (DE), the central measure of effects in OPLAN
assessment.  DE is defined as “the probability of achieving the desired level of damage against a
targeted facility.”[15]  The instruction formulates Damage Expectancy algebraically as follows:

It is the product of Probability of Arrival (PA) and Probability of Damage (PD)… PA is the
product of PLS, WSR, Probability to Penetrate (PTP) and one minus Probability of Clipping
Terrain (1 − PCLIP). PD is a function of weapon yield, HOB, CEP, the hardness of the target as
measured by the [VNTK system], the area including 95% of the targeted facility (R95), and
offset distance of the target from the aim point."[16]

The instruction includes the explicit equation  with the component definitions presented as a figure
copied below.[17]

USSTRATCOM uses Service‑provided planning factors in its OPLANs.  SI 526‑01 "emphasizes the
direct relation between the Service reported planning factors, confidence levels, and the quality of
USSTRATCOM‑generated nuclear options."[18] The Services must conduct IOT&E (Initial
Operational Test and Evaluation) to provide operational planners with “reference WSR and CEP
values which have a specified degree of precision.  Moreover, the Services are instructed to conduct
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enough FOT&E (Follow-on Operational Test and Evaluation) "to detect, on an annual basis, a given
amount of degradation from the previous year's established WSR and CEP planning factors within a
specified level of confidence."[19]

Exact numerical thresholds and statistical properties are redacted, but the document stresses that
"relevant statistical properties to achieve statistically significant objectives are specified in
Enclosure B, para 4.c.[20]  STRATCOM explains the fundamental difference between the two
metrics in figuring out the requisite number of tests (“test sizing”) as follows:

There are a number of statistical methods suitable for test sizing the above requirements.
However, the Services must be aware of the fundamental differences between the IOT&E and
FOT&E requirements.  IOT&E is an expected value, confidence interval problem (i.e. not a
statistical hypothesis test); whereas FOT&E is a statistical hypothesis test with two
alternatives being: 1) the  demonstrated WSR has not degraded be [sic] a certain threshold,
and 2) the demonstrated WSR has degrade [sic] by a certain threshold.[21]

NC3 Performance Testing Framework

The instruction treats NC3 as an integrated system requiring end-to-end performance testing and
quantified reliability assessment.  Although the document uses the term "Command and Control
Procedures (CCP)," the testing framework it establishes encompasses the full NC3
architecture—from strategic command centers through communication networks to tactical
execution platforms. C2 appears in the instruction both as a defined planning factor and as an object
of explicit measurement and reporting, with specific provisions for testing communication link
performance, crew response timelines, and system-wide message delivery reliability.

Test Databases

The instruction reveals that STRATCOM maintains 3 reliability databases.

The test database, as defined in these guidelines, includes all operational testing and related 
non-operational testing  data  obtained throughout the test program. The reliability database is
part of the responsible organization's corporate memory of the test program. At a minimum, it
will include enough detail to permit the reader of the evaluation report, using the provided
methodology, to reproduce the calculated planning factors. Additionally, the database will
provide reasons for test failures. Typically, the reliability database consists of a table of all
reliability results, arranged in chronological test order, with comments explaining test failures
and exclusions of data from planning factor calculations.[22]

Three databases are maintained for ballistic missiles, cruise missiles, and gravity weapons with the
scope of each shown below.[23]
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NC3 Reliability as a Core Planning Factor

Within Enclosure A (General), Command and Control Procedures are defined in parallel to WSR and
PLS:

Command and Control Procedures (CCP) reliability is the probability that crews will receive a
valid Emergency Action Message (EAM) and perform all necessary actions to commit a nuclear
weapon when directed.[24]

This definition encompasses the entire NC3 chain: strategic-level message origination and
transmission from USSTRATCOM or the National Military Command Center, relay through military
communication networks (satellite, airborne platforms, ground stations), reception at tactical
platforms (ICBMs, submarines, bombers), message decoding and authentication by crews, PAL
operations where required, and final execution actions to commit weapons. By framing NC3 as a
probabilistic reliability measure comparable to weapon hardware reliability, the instruction treats
the entire command and communications infrastructure as a testable system with quantifiable
performance characteristics.

This definition is significant because it puts CCP reliability alongside PLS and WSR as a probabilistic
quantity, establishing NC3 performance as a formal planning factor rather than an assumed
background capability, even though CCP is not yet folded into WSR calculations.

This latter point is very important to note when reading this STRATCOM instruction.

The instruction defines PA, Probability of Arrival, in manner that assumes that attack orders already
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exist and are properly issued, EAMs have been authenticated and executed properly.

However, it does not incorporate NC3/CCP or any concern about how EAMs are generated,
authenticated, or possibly mis‑executed.  Yet CCP reliability is defined in the instruction as the
probability that crews will fire their weapons after receiving valid EAMs.

PA or the Probability of Arrival then calculates the probability that the weapon will arrive on target.
 PA is agnostic as to the validity of CCP reliability and no formulation of the factors that determine
the probability that crews will receive a valid EAM and act properly is offered.  PA therefore offers a 
metric that assures nuclear commanders that they can always (or sufficiently nearly always) put a
nuclear weapon on a target, that is, exert a positive NC3 control; but offers no insight into how
command and control procedures and related probabilities that preserve negative and positive
control within the NC2 system itself affect the overall probability of a controlled delivery of a
nuclear weapon onto a target.

Thus, the PA calculated by STRATCOM does not address whether the EAM was properly issued and
authenticated; it simply assumes a valid, correctly issued order and then tracks only the
performance of hardware, defences, and delivery trajectory.[25]

CCP Testing in Operational Test Design

Enclosure B (Guidelines for Operational Testing) embeds C2 within the notion of "holistic"
operational tests. The instruction notes that "a holistic construct will employ beginning‑to‑end
testing. If feasible, all flight tests will be initiated with the transmission of an exercise EAM
[Emergency Action Message]."[26] It specifies that the Office Of Primary Responsibility for this
activity is "the USSTRATCOM, Global Operations Directorate, Nuclear Operations, Nuclear
Operations Command and Control Division (J38)."[27]

A phased testing construct is also permitted, which "breaks up the mission into several phases, each
of which must be fully tested and scored independently," but "if feasible, this should also include the
Command and Control training as described in the holistic construct."[28] Examples of when phased
constructs are necessary include tests with multiple re-entry vehicles from a single booster, multiple
weapons from a single carrier, prematurely terminated tests, and phase‑specific ground or lab tests
such as Simulated Electronic Launch Minuteman SELM.[29]

Also important are Joint Assembly Tests.  The instruction reveals that:

Planning for flight tests will include Joint Test Assembly (JTA) requirements. Sufficient JTA
missions, consistent with operational testing requirements, will be flown each year to allow the
calculation of warhead reliability.  NNSA requirements  may necessitate  that some of these
JTAs be high fidelity. If deemed necessary by the NNSA, a high fidelity JTA or "instrumented
high fidelity JTA" will be flown for each ballistic missile warhead type at least once every two
years. Offices responsible for those ballistic missile weapon systems without a high fidelity
JTA, for which the NNSA deems a high fidelity JTA is required, will report on the status of
acquiring said JTA in the annual evaluation report of the weapon system.[30]

Taken together, these provisions are intended to ensure that C2 processes—particularly message
transmission and crew response—are exercised under realistic conditions within the broader
operational test regime, rather than treated as an entirely separate analytical exercise.

Dedicated CCP Metrics Requirement

The most explicit C2 testing requirement is outlined in Enclosure B, paragraph 8 ("Command and
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Control Procedures (CCP)"), which focuses squarely on CCP reliability metrics:

In order to quantify the reliability of CCP from message transmission to execution, Services
will provide CCP metrics that estimate the probability crews will receive a valid EAM and the
probability they perform all necessary actions within the system's required time limit to
commit a nuclear weapon.[31]

The instruction then defines the CCP timeline and clarifies how CCP is treated analytically:

"The CCP timeline is from message transmission to weapon release. The timeline includes the
following: message transmission, receipt, decoding, validating, authentication and verification
procedures, and Permissive Action Link (PAL) operations. CCP reliability is currently required to
identify deficiencies and/or trends; however, it is not used for WSR calculations”[32]—in turn
meaning these CCP-determinative factors are not incorporated nor reflected in the PA or Probability
of Arrival calculation.

Finally, it assigns methodological authority to the Services, subject to STRATCOM approval and
transparency:

The methodology used for calculating CCP is determined by the Services. However, a CCP
planning factor should contain elements which closely resemble the current operational force.
Services should address which methodology (e.g., weighted, moving average, cumulative) is
used to calculate CCP at the Nuclear Planning Factors Workshop and in their annual
evaluation report. The Services' chosen methodology for calculating CCP will be submitted to
USSTRATCOM/J593 for approval.[33]

Thus, CCP is handled as a distinct (non‑WSR) planning factor, derived from empirical metrics over
the EAM‑to‑release timeline and governed by Service‑specific statistical methods that must be
explained and approved.

CCP Reporting in Evaluation Reports

Enclosure D (Reporting Criteria) requires that the CCP section of the weapon system evaluation
report explicitly cover CCP changes, impact, methodology, and test results:

CCP section of the report will identify (1) Any CCP changes which have occurred, (2) The
impact of CCP changes on ability of the weapon system to successfully complete its mission,
(3) CCP calculation methodology, and (4) CCP test results.[34]

This requirement establishes a reporting loop in which C2 system changes and their operational
implications must be tied back to observed CCP performance and to documented analytical methods.

NC3 Communications Link Performance Metrics

Beyond crew-level CCP metrics, the instruction mandates quantitative testing and grading of specific
NC3 communication links, establishing concrete performance standards for the communications
architecture that enables nuclear command and control. Enclosure D mandates reporting of
connectivity metrics for airborne command and control systems. For the Airborne Launch Control
System (ALCS), which provides redundant airborne command capability for ICBM forces, the report
must include ALCS test methodology and results, and uses a traffic‑light table (Table 7) to grade
Wing Launch Facility UHF connectivity over the previous 12 months during last 12 months through
ALCS Giant Ball connectivity results.[35]
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This grading system establishes quantified performance thresholds for NC3 link reliability: 99%
connectivity is considered fully satisfactory (green), while performance below 96% is considered
unacceptable (red), requiring immediate attention.  For example, the requirement to test using
"Giant Ball" exercises—operational exercises that test the entire ALCS-to-launch-facility
communications chain under realistic conditions—ensures that NC3 testing captures real-world
performance rather than laboratory measurements.

A separate table (Table 8) addresses "2‑way UHF Voice Connectivity Rate 12 mo," covering voice
communications between airborne command posts and launch facilities for a year.

Together, these metrics establish that both data and voice channels of the NC3 architecture are
subject to quantitative measurement, annual reporting, and performance standards, reinforcing that
connectivity and message‑delivery performance are monitored quantitatively as part of the broader
test and reporting system.

Operational Testing, Realism, and C2

The instruction frames CCP reliability as part of the broader goal that operational tests be realistic,
representative, and sufficient. Test realism is defined to include C2 processes: operational tests
should replicate the "Command and Control timeline from execution order to weapon release,
including the execution order formats, decoding, authentication, and verification procedures and
Permissive Action Link operations."[36] The evaluation report is required to describe such
C2‑related deviations from operational practice in individual tests and to fold significant findings
into the assessment of realism.

Similarly, the distribution and selection of test weapons and crews are supposed to ensure that "over
the long term, the test weapons comprise a true random sample of the deployed force," with the
report describing selection methods, exclusion reasons, and associated performance tests.[37]
Because CCP metrics are meant to "contain elements which closely resemble the current operational
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force," this Service-based sampling (using variously weighted, moving average, or cumulative
metrics) indirectly constrains how meaningful CCP data can be collected and interpreted.[38]

SI 526-01 is opaque on how USSTRATCOM ensures that CCP data are collected and analyzed across
the services whose different CCP methodologies may render the collected results inconsistent.

Service Waivers, and Non‑Operational C2 Data

As noted earlier, the Services determine which CCP methodologies to use but must present them at
the Nuclear Planning Factors Workshop and submit them to USSTRATCOM/J593 for approval,
mirroring the process for WSR and CEP.[39] When test‑size requirements cannot be met, the
Services must submit a waiver to J593 "in the form of a memorandum or white paper," including "the
risk incurred by not meeting the requirement, an estimate of detectable degrade… and mitigating
actions planned to reduce the risk incurred by not meeting the requirement," and must update
waivers when mitigation conditions change.[40]  Although the waiver language is written in terms of
OIT&E/FOT&E test sizing, the same waiver and mitigation logic presumably would apply if C2 test
coverage or CCP measurement regimes fell short.

The instruction also recognizes that "OTs [Operational Tests] alone may not provide sufficient
information to assess all measures of performance for a nuclear system," and notes that "other
flight, field, or laboratory tests may provide needed supplementary information, "including "realistic
training exercises."[41] If non‑operational data supplement planning factors, the evaluation report
"must give the source and nature of the information," and such data "must be made available to
USSTRATCOM."[42] For CCP, the carveouts and substitutes offered to Services suggests that
exercises and training‑based C2 metrics can be included, but only with explicit documentation of
sources and methods.  Again, how possibly inconsistent methodologies are synthesized into CCP
reliability metrics is opaque in SI 526-01.

Key NC3 Performance Testing Issues Raised by STRATCOM Instruction SI 526-01

SI 526-01 raises at least seven concerning issues about how STRATCOM collects and synthesizes
NC3 reliability data.

1. Partial Treatment of Positive Control: STRATCOM treats NC3 reliability as an explicit but
non‑integrated factor in damage expectancy calculations. The instruction clearly defines Command
and Control Procedures or CCP reliability as "the probability that crews will receive a valid EAM and
perform all necessary actions to commit a nuclear weapon," and mandates CCP metrics and
planning factors; but also states that "CCP reliability is currently required to identify deficiencies
and/or trends; however, it is not used for WSR calculations." This omission means that while NC3
system performance is tested and quantified in important dimensions, it is not formally incorporated
into the Probability of Arrival (PA) term of the Damage Expectancy equation, which currently
includes only PLS × WSR × PTP × (1 − PCLIP).

The exclusion of CCP from PA calculations represents a significant analytical gap: if an ICBM has
0.90 WSR but the crew has only 0.85 probability of receiving and acting on a valid EAM, the
effective probability of weapon commitment is 0.765, not 0.90. This separation of organizational
from hardware performance metrics creates a possibly false dichotomy in the way that
USSTRATCOM conceptualizes and measures NC3 performance.  As defined by STRATCOM, CCP
reliability is determined by organizational and cultural factors interacting with technical, especially
digital support systems, that affect the probability that a valid, authenticated EAM is received by a
weaponeer who then acts on it to fire their nuclear weapon, which is then somehow correlated with
weapon system performance that is tested physically and stringently measured, and estimated
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statistically.  Yet CCP is also measured only with respect to the technical performance of supporting
communication networks, not with regard to crucial NC2 functions that are as much organizational
as they are technical in nature.

This separation raises questions about whether Damage Expectancy and Operational Plan
risk‑assessments fully capture potential command system failure modes and whether nuclear war
plan assessments systematically underestimate the impact of communications vulnerabilities and
organizational dynamics on NC3 reliability in the performance of the overall nuclear kill chain.

2. Holistic vs. Phased C2 testing: The requirement that holistic tests, "if feasible," start with an
exercise EAM and run through weapon release embeds C2 in end‑to‑end testing, while phased
constructs can isolate segments (including C2 training) when holistic testing is impractical.
However, the document also lists scenarios where holistic constructs are infeasible (such as multiple
RV releases, weather‑terminated tests), implying that many C2‑relevant data points may come from
fragmentary or constrained test environments rendering the realism of results dubious and possibly
even subjective and lending false confidence in the aggregated results.

3.  Service‑determined CCP methodologies and comparability: The Services may choose their
own methods (weighted, moving average, cumulative) for CCP estimation, provided they "closely
resemble the current operational force," are presented at the Workshop, and approved by J593. This
flexibility allows adaptation to Service‑specific C2 architectures but complicates cross‑system
comparability and may obscure methodological changes over time, even though evaluation reports
must identify CCP changes and their mission impact. It also renders questionable overall NC3
aggregated metrics of performance given more than 200 disparate systems constitute the “complex
architecture” of the US NC3 system.[43] In fact, the US NC3 system “is a patchwork of disparate
systems, each with its own characteristics.  There is no one operating system or coding
language”[44] In large part, this fragmentation and proliferation of disparate NC3 systems may
explain why USSTRATCOM commanders find it hard to comprehend how such a sprawling system
works.

4.  NC3 communications link metrics are monitored but not integrated into system-level
CCP or DE calculations. The ALCS connectivity table and 2‑way UHF voice connectivity metrics
show that link‑level NC3 performance is measured and graded using operational exercises like Giant
Ball, establishing concrete performance thresholds (99% satisfactory, <96% unacceptable).

However, the document does not explicitly connect these connectivity grades to changes in CCP
reliability inputs or explain how communication link degradation translates into changes in crew-
level CCP planning factors or ultimately into DE calculations. For example, if ALCS UHF connectivity
to a wing's launch facilities drops from 99% to 96.5% (yellow/orange threshold), does this reduce the
CCP reliability factor for those facilities, and if so, by how much?

The apparent gap between measured link-level NC3 performance (connectivity rates) and system-
level reliability assessments (CCP planning factors) suggests that STRATCOM does not have an
integrated, consistent framework and transparent method for taking measured weaknesses on
individual NC3 links and using these insights to adjust the end‑to‑end CCP reliability numbers. The
CCP section and ALCS annexes run in parallel to the more mature WSR/CEP/HOB frameworks,
suggesting an ongoing effort to integrate NC3 quantitatively into planning at the same level of rigor
applied to weapon hardware.

If this is the case, then it may reflect the reality that the US NC3 system is comprised of parallel,
loosely coupled communications channels that provide functional redundancy without technical
interoperability—but it does not lend confidence in the realism of NC3 metrics.
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5.  Classification constraints limit external assessment of NC3 testing rigor and planning
factor conservatism. The instruction demands of STRATCOM agencies detailed reporting of
command and control timelines, PAL use, test constraints, and logistic support, and establishes
quantified connectivity performance standards for NC3 communication links. Unfortunately, many
numerical thresholds and statistical parameters for both WSR and CEP, and some CCP‑adjacent
items, are redacted including specific test size requirements for CCP (how many end-to-end NC3
tests per year?), statistical confidence levels for CCP planning factors, degradation thresholds that
trigger concern, and the actual CCP reliability values for deployed systems.

This opacity prevents external analysts from assessing whether NC3 testing regimes are statistically
adequate, from fully reconstructing the statistical weight of command system failures or connectivity
degradations in USSTRATCOM's internal planning, and from evaluating how aggressive or
conservative CCP planning factors actually are compared to weapon hardware factors. Given
ongoing debates about NC3 modernization costs and nuclear command system vulnerabilities to
cyber-attack, electromagnetic pulse, or anti-satellite weapons, the inability to assess the empirical
basis and statistical confidence of NC3 reliability planning factors represents a significant
transparency gap.  Whether the currently limp Congressional committees and the NC3 Oversight
Council set up in 2015 provide stringent oversight on this score is an open question.

6.  Lifecycle challenges for NC3 testing as systems and architectures evolve quickly. The
cover letter provided a correction to SI 526-01 to the effect that "operational service life…as
opposed to design life" emphasizes the need to maintain sufficient assets "throughout the life of the
system" for OIT&E and FOT&E.

This lifecycle testing requirement poses unique challenges for NC3 systems because
communications architectures evolve faster than weapon platforms. Satellite replacement, new
encryption systems, updated airborne platforms, and cyber warfare capabilities all evolve much
faster than major delivery platforms.   Given that CCP measures depend on having representative
crews, platforms, and communications configurations in the tests, the NC3 testing framework must
continuously track whether CCP planning factors derived from tests using older communication
systems, satellite generations, or network architectures remain valid for the current deployed force.

For example, if CCP metrics were established using tests with legacy UHF satellite communications,
do they remain valid after transition to Advanced EHF satellites with different propagation
characteristics and potential vulnerability profiles? The instruction requires reporting of "any CCP
changes which have occurred" and "the impact of CCP changes on ability of the weapon system to
successfully complete its mission.”  But the redacted content does not clarify how frequently full
NC3 system retesting is required after major communications architecture changes, creating
potential risk that CCP planning factors lag behind actual NC3 system performance as
modernization proceeds.

7.  NC3 modernization toward digital, AI-enabled, and cyber-resilient systems will require
expanded performance metrics beyond SI 526-01's current framework. US NC3
modernization programs are transitioning from legacy analog systems toward "a modern cyber-
defendable up-to-current-standards command and control system" incorporating software-defined
networks, AI-assisted decision support, space-based hybrid architectures, and enhanced cyber
defenses.[45] STRATCOM leadership has explicitly advocated incorporating AI and machine learning
into NC3 for "decision advantage" and "system and network sensing, monitoring, and response
capabilities," while emphasizing that "humans will always stay in control."[46] However, SI 526-01's
performance metrics—designed for relatively static, human-centric NC3 architectures—do not
address the reliability, safety, and failure modes typical of AI algorithms, software-defined networks,
or cyber-contested environments. As explained above, the instruction's CCP reliability metric treats
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NC3 as a single probability over a defined timeline, but modern NC3 introduces dynamic behaviors
(automated failover or switching to backup systems, AI-based anomaly detection, adaptive routing)
that change risk profiles across operational conditions and cyber threat states in seconds and
minutes.[47] Similarly, the ALCS/UHF connectivity metrics measure link availability but not quality-
of-service parameters (latency, jitter, packet loss) or data integrity under cyber-attack—issues
central to modern IP-based NC3 networks.[48]

Comprehensive NC3 modernization would require extending SI 526-01's metric framework to
include: cyber-resilient CCP conditioned on a range of attack states (no attack, intrusion
detected/blocked, degraded operations); AI performance metrics (detection accuracy, false
positive/negative rates, robustness under adversarial inputs, human-AI interaction timing); integrity
and authenticity verification rates for cryptographic message validation; multi-path resilience and
failover performance across space, airborne, and terrestrial NC3 links; and enterprise-level system-
of-systems reliability that accounts for common-mode failures across triad components sharing NC3
infrastructure.[49]

It is possible that STRATCOM has revised SI 526-01 to reflect these challenges since the instruction
was issued in June 2020, now six years ago.

Conclusion: Carter’s Recognition of NC3 Performance Measurement Challenges Remains
Valid

The need for expanded NC3 performance metrics has been recognized since the 1980s, when
strategic analysts first systematically examined the impossibility of quantifying NC3 reliability with
the same statistical confidence applied to weapon hardware. In his 1987 analysis "Assessing
Command System Vulnerability," Ashton Carter established fundamental principles that remain
relevant to contemporary NC3 modernization debates, particularly his argument that NC3
assessment can't be quantified unlike nuclear forces because whereas weapon system reliability can
be calculated through statistical testing, calculating connectivity by estimating survival of nodes,
modeling radio propagation through disturbed ionosphere, anti-jam margins, and EMP induced
currents, etc. involves so many assumptions and uncertainties that it is impossible to arrive at single
probability of connectivity without huge variances, leaving such estimates devoid of useful
meaning.[50]

Carter identified the critical conceptual problem.  Connectivity, he argued, is a function of time.
Under conditions of nuclear attack, atmospheric disruption will block radio transmissions, aircraft
will fly in and out of line-of-sight, ground control and their satellites will be attacked, backup
batteries will, fail, generators will run out of fuel. Ground control for satellites will be destroyed.
 Undoubtedly parts of the NC3 communication networks may reconnect but there is no way to
estimate the probability of such fluctuating connectivity.[51]

This temporal dynamic of real world NC3 performance—wherein reliability will change
discontinuously as nuclear attacks unfold, systems degrade, backups activate then fail, and
maybe—just maybe—NC3 reconstitution proceeds when the weapons stop
detonating—fundamentally distinguishes NC3 testing from weapon hardware testing.  Although SI
526-01 can mandate that Services report a single CCP reliability percentage for planning purposes,
Carter's analysis reveals that such figures obscure the enormous underlying uncertainty about how
NC3 would actually perform across the attack timeline. Carter concluded that while technical and
procedural remedies can be suggested for individual vulnerabilities, it is futile to attempt a final
assessment of the fragility of the NC3 system.  “[I]n the end,” he wrote, “the overall picture remains
fuzzy, and no future remedy to the system’s vulnerabilities looks absolute.”[52]
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His assessment directly contradicts the precision implied by SI 526-01's traffic-light grading system
for ALCS connectivity (99% green, 98-99% uncertain, 97-98% yellow, 96-97% orange, <96% red),
suggesting that such quantified thresholds may provide false confidence in NC3 reliability
assessments.  The technologies have changed; but the underlying logic and reality has not and
Carter’s conclusion remains as valid today as it was in 1989.

Carter also identified that nominal peacetime NC3 configurations diverge radically from wartime
behavior, making peacetime testing a poor predictor of actual performance.  In nuclear wartime,
procedures and NC3 systems will change abruptly and whilst its operators would try to adapt and
improvise, the NC3 systems are designed to discourage such innovation in the face of nuclear
attack.

This tension between the need for adaptive flexibility under attack so that the NC3 system “fails
gracefully” and the requirement for strict procedural control to prevent unauthorized actions
creates an unresolvable measurement dilemma: the NC3 system that would actually operate in war
cannot be tested in peace, because testing realistic improvisation would undermine the
authentication and control procedures the system exists to enforce.

It is therefore difficult to avoid the conclusion that the reliability metrics generated by the testing
procedures described in SI 526-01 may create an illusion of control that enhances a US presidential
bias towards taking action—any action—when confronted by the vast, irresoluble paradoxes posed
by nuclear war decision-making.
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