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Summary

AEEO EO A 00O0A-basdd signalsirbelideic©(SIGIRT) OT A
stations, the 17 (soon to be 19) major facilities that intercept, monitor, collect,
process and analyse foreign electronic signal€fficial statements convey
nothing of the scale or detdiof the Japanese SIGINT effort, whichpsobably the
third or fourth largest SIGINT establishment in the world.These Japanese
ground signals intereption and location facilities areintegrated with its air and
missile defence radar facilites. T CAOEA O x E ObngraAd@ Al 6 O 1 x1
underwater surveillance systems, and combing with the Japanbased US
parallel air, ground and underwater surveillance systemstheytake Japan a very
long way towards its stated aim toensure information supremacyin the region.
As potentially lucrative targetsin the event of war, destruction of these
important but vulnerable facilities could alter escalation dynamics in such a way
that the widespread assumption thata JaparChina armed conflict could be
controlled before substantial escalation may not hold true

This report is a visual guide, hopefully making it easier for those come
after us toidentify what they are seeing. Bnilar and comparable systems are
critical to the strategic planning of all countries with substantial military
capacitiesz or ambitions. Accordingly an understanding of the Japanese ground
stations, their physical characteristics, and the logic of their deployment may be
of use in understandirg nhon-Japanese systems.
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Tablel1.* ADAT 6 O

-

Location

History

1.  Wakkanai 45.439819° JASDF Air Former USstation, transferred to
[ 1 141.650714° Intelligence the Chobetsu in 1972.
Hokkaido Collection Unit No.  JGSDF station established in 1955
1. Organisationally a detachment of
JGSDF 301 Coastal the Higashi Chitose station.
Surveillance Unit. Monitored shooting down of KAL
JGSDF 2nd Defence 007 on 31 August 1983.
Intelligence US AN/FLR12 panoramic data
Division collection system installed in
Detachment. 1965-66.
JMSDF Detachment. JGSDF 30Coastal Surveillance
Unit maintained a 36-element HF
DF CDAA from1988 to 2009.
New 7-element HF DF array
constructed in 2009.
2.  Maruyama, 45.485854° Detachments from  Established on 1 November 1981
Cape Soya 141.929935° Wakkanai:
[ , JGSDF 30Coastal
1. Surveillance Unit;
Hokkaido and
JASDF Air
Intelligence
Collection Unit No.
1.
3. Rebun 45.436743° Detachment of
Island 141.052006° JGSDF 301 Coastal
[ 1, Surveillance Unit at
Hokkaido Wakkanai.
4.  Shibetsu 43.694627° JGSDF 302 Coastal Main operations base is at
[ 1s 144.928807° Surveillance Unit. Kawakita, 19 km west of Shibetsu.
Hokkaido Also maintains facilities at Rausu
and Nemuro.
5. Rausu 44.014788° Detachment of
[ 1 145.184066° JGSDF 302 Coastal
Hokkaido Surveillance Unit at
Shibetsu.
6. Higashi 43.314186° JGSDF Detachment
Nemuro 145.599200° from Higashi
[ 1, Chitose.
Hokkaido
7. Nemuro 43.337604°, JASDF Air J/IFLR-2 panoramic data collection
[ 1. 145.616034° Intelligence system installed in the 1980s.
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Hokkaido

Collection Unit No.
2.

JGSDF 302 Coastal
Surveillance Unit.

JGSDF 302 Coastal Surveillance
Unit facility established in 1993.
JGSDF 302 Coastal Surveillance
Unit maintained a 36element
CDAAat Higashi Nemuro
(43.308528°, 145.600522°) from
1991-92 to 2011.

New 7-element HF DF array
constructed in 2010(43.341843°,
145.610275°).

Higashi
Chitose

[ I,
Hokkaido

42.856210°
141.723204°

DIH

Former US station, transferred to
the Chobetsu in 1971.
Wullenweber CDAA, identical to
Miho, installed in 1987.

Smaller 8element CDAA installed
by 2009.

Monitors Russian signals.

Four Satcom radomes for
monitoring Russian
communications satellites
(COMSATS).

Okushiri
Island

[ I,
Hokkaido

42.1536409°
139.434587°

JGSDF Detachment
from Higashi
Chitose.

JASDF Air
Intelligence
Collection Unit No.
3.

Plans for construction announced
in December 1983.

Became fully operational in May
1990. Expanded in 199193.
Designed to monitor
communications in the Russian
Far East.

J/IFLR-3 panoramic data collection
system, with two antennabearing
towers and 11 radomes.

10.

Kobunato
[ I,
Niigata
Prefecture

37.965836°
139.317417°

DIH

Monitors Russian Far East.
36-element CDAA installed in
1988. Replaced by a new-7
element HF DF array in 2009.

11.

Miho

[ 1
Tottori
Prefecture

35.509959°
133.224635°

DIH

Monitors North Korean signals.
Wullenweber CDAA, identical to
Higashi Chitose, operational in
December 1977.

Ancillary COMINT unitat Takao
yama reported in 1998.

12.

Ooi

[ 1
Saitama
Prefecture

35.855727°
139.485426°

DIH

Established in 1953.

Two large radomes (about 26m
diameters) installed in the 1990s.
Third large radome (about 30m
diameter) installed in 2008-09.
8-element HF DF system.

13.

Tachiarai

[ I,
Fukuoka
Prefecture

33.441796°
130.602573°

DIH

Established in 1961.

Monitors China and North Korea.
Six large and five small radomes.
8-element HF DF system
dismantled in 2007. Replaced by a
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new 7-element HF DF array in
2007-08 (identical to those later
constructed at Kobunato,
Wakkanai and Nemuro).

14. Kikai -jima 28.302007° DIH Monitors China.
[ 1, 129.965904° Established at Akuren in 1962.
Kagoshima Seven 40metre HFantennas.
Prefecture 8-element Adcock HF DF system.
50 personnel in 1998.
Large CDAA at Kawamine
achieved initial operational
capability (I0C) in March 2006.
Completely operational in 2008
09.
200 personnel in December 2013.
15. Seburi-yama 33.436916° JASDF Air J/IFLR-4 panoramic data collection
[ 1, 130.368842° Intelligence system installed in 200406.
Saga Collection Unit No.
Prefecture 4.
16. Fukue-jima 32.761635°, JASDF Air J/IFLR-4A panoramic data
[ 1, 128.667897° Intelligence collection system under
Nagasaki, CollectionUnit. construction, scheduled to open in
Prefecture 2014.
17. Miyako -jima 24.762734° JASDF Air J/IFLR-4A panoramic data
[ 1, 125.326610° Intelligence collection systemconstructed in
Okinawa Collection Unit. 2006-09.
Prefecture
18. Yonaguni 24.449490° JGSDF Coastal Site location to be confirmed.
[ 1, 122.994737° Surveillance Unit. Scheduled to be operational in FY
Okinawa 2015.
Prefecture
19. Iwoto 24.790471° Construction plans and budget for
(lwo Jima) 141.325875° a large communications
[ 1 intelligence facility reported in
Ogasawara September 2013.
Subprefecture Scheduled to be operational in FY

2017. Location indicative only.
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Preface

On 6 September 1983, in what the Japan Defense Agency (JDA) described
AO OAT AgAAPOEITT AT AT A O bOAAAAAT OAA 1160
released part of the transcribed communications othe Soviet pilots involved in
the shooting down of the KAL 007 passenger plane on 1 September 1983. On 7
3APOATI AAOh OEA &£01I1 OOAT OAOCEDPO 1T &£ OEA 31 Ol
submitted by Japan and the US to an emergency session of the UN Sgcur
Council! These transcripts had been recorded at a Japanese SIGINT station at
Wakkanai, on the northwestern tip of Hokkaido, which had been originally
established by the NSA and transferred to Japan in 1972t was the first official
revelation that Japan was engaged in SIGINT operations.
AEEO EO A 0OO0OA UbadedEsighals Brnfelliger@e (SIGINTDT A
stations, the 17 (soon to be 19) major facilities that intercept, monitor, collect,
process and analyse foreign electronic signals. These includbe content,
technical characteristics, and geolocation of communications emanating from
sources on land, at sea, in the air, and in space, and of electronic signals

emanating from other than intentional communication, such as radars.

For more than threedecades, the white papers of the Ministry of Defense (and
before 2007, those of the Japan Defense Agency) have included a paragraph to
the effect that,

The Ministry of Defense and the SDF comprehensively analyze and assess

a variety of information, and hae diversified the means of collecting

ET OAT 1 ECAT AAh 8 +fETAI OAEI Ch A& O AgAi D
analyzing radio waves on military communications and radio waves

Al EOOAA &£OT i A1 AAOCOITEA xAAPI T Oh xEEAE

! Japa Defense Agencypefense of Japan 198@apan Defense Agency, Tokyo, 1984), p. 111.

2 Seymour HershThe Target is Destroyed: What Really Happened to Flight 007 and What America

Knew About It (Faber and Faber, London, 1986), pp637 Seealso®a Jameson, ODi scl osur e
Soviet Pilots Co sliod$ AngeleoTimesd Septerober 1988, ppu T, 15t & 6 ,

photograph of the Wakkanai SIGINT station was publisheédewsweekl12 September 1983, p. 25.

3 Defense of Japan 2012Tokyo: Ministry of Defense, 2012), p. 213. The precise wording varies

slightly from year to year: e.gDefense of Japan 201¢Tokyo: Ministry of Defense, 2014), p. 218.

/0O AO ET pwywtd O4EA 33$& j3A1 £ $AZEAT OA &1 OAAQ 111 EOI
foreign countries coming to Japan and radio waves emitted by electronic weapons and

XVii



Each year, mprovements in technical intelligence collection, including in
signals intelligence, are promised:
O0)1 1T OAAO OI AT EAT AA OEA AAPAAEI EOU 1 £
and comprehensively analyzing and assessing information by responding
to the security environment and technical trends, the Ministry of Defense
and the SDF develop capable personnel, improve equipment and devices

for intelligence collection as well as strengthen the capability of
ET OAT 1 ECAT AR T OCAT EUAQOET T 086

Yet these brief formulac official statements convey nothing of the scale or
detail of the Japanese SIGINT effort. With some 17 major SIGINT ground stations
of various sorts and capabilities andat leag 14 JMSDF ELINT stationgs well as
extensive airborne and shipbased systens, it is probably the third or fourth
largest SIGINT establishment in the world.

AEA 1T EEEAEAT OOAOAI AT OO CEOA 11 OAT OA O
OAAAE »&EOI I OEA A1 O1 O0OUBO 11 OOEAOT I 1 OO0 DI
Sakhalin to its easternmos point at Nemuro in sight of Russiaroccupied Kurils,
and when construction is complete within a yeawill reach from its westernmost
point at Yonaguni almost in sight of Taiwan to the planned outpost on the rocky
speck of Iwoto (Iwojima) in the western Pacific Ocean.These large and
continually upgraded radiowave interception facilities provide Japan with the
ability to detect, intercept and locate high frequency (HF) Chinese and Russian
land, sea and air military transmssions from up to 5,000 kms from the Japanese
coastline in all directions. Shorter range emissions in #hvery high frequency

(VHF) andultra high frequency (UHF) bands are effectively targeted over almost

equipment deployed by foreign armed forces. Information thus collected is analysed to compile

AAOA xEEAE AOA OEOAI deferbeohaphh 14kTod A JapareDeteicd AT OT OOUS
Agency, 1984), p. 110.

4Defense of Japan 2062 j 41 EUT ¢ - ET EOOOU 1 £ $AEAT OAh ¢mpgQqh D8
OOAPDPAA ODPp AEAEI 00O OI EIi DOT OA EOO AAPAAEI EOU 8 OI A
ET £ Of AGET 186h AT A OEAO EiI POI OAA OOAAmdligehAddA AAOAAOQEI
collection systems have been progressively introduced into the Self Defence Fordasfense of

Japan 1984(Tokyo: Japan Defence Agency, 1984),

5 See Desmond Ball and Euan Graham, 'Japan SIGINT Takeslaxie's Intelligence Revieyol.

12, No. 12), December 2000, pp. 281; Desmond Ball and Euan Graham, 'Japan's Airborne

SIGINT Capabilities', (Working Paper No. 353, Strategic and Defence Studies Centre, Australian

National University, Canberra, December 2000); Desmond Ball andcRard Tanter, "The

Transformation of the JASDF's Intelligence and Surveillance Capabilities for Air and Missile

Defence'Security ChallengeqVol. 8, No. 3), Spring 2012, pp. 1%6; and Desmond Ball and

Richard Tanter,The Tools of Owatatsumi: Japan's€an Surveillance and Coastal Defence

Capabilities (ANU Press, Australian National University, Canberra, 2015).
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the entire Japanese Exclusive Economic Zone, luding key passages available to

Chinese and Russian ships and aircraft passing to the Pacific Ocean.

These Japanese ground signals interception and location facilitiese
integrated with its air and missile defene radar facilites. T CAOEAO sEOE * AD,
own long-range underwater surveillance systems, and combirtewith the Japan
based US parallel air, ground and underwater surveillance systemghey take
*APAT A OAOU 17117 ¢c xAuUu O1I xAOAO EOO OOAOAA A
through continuous ISR[intelligence, surveillance and reconnaissance] in the

A7 O1 OOU AT A EOO® 00001 O1 AET ¢ AOAAOG S8

The JSDF began building an independent SIGINT capability in the late
1950s and early 1960s, and was soon collecting valuable intelligence about the
former Soviet Union and China. For example, in 1969, the JSDF SIGINT agency
monitored Soviet and Chinese communications concerning the fighting on the
Ussuri River border, and by reading the Soviet tactical traffic was able to
ascertain the precise point (a request folCorpslevel artillery support) at which
the high command in Moscow intervened to stop the fightingln September
1971, the station at Tachiarai monitored the attempted defection and death of
Lin Biao, and was able to provide the government with an accumteport on the
circumstances of his death 10 months before Beijing made any official
AT 11T 01 AAT AT O AAT OO OOEA |, ET "EAT ETAEAAT 08

In the early 1970s, the JSDF began taking over facilities which had been
constructed by the United States, such as Chitoself71 and Wakkanai in 1972,

6 Ministry of Defense, National Defense Program Guidelines for FY 2011 and Beyond. Approved

by the Security Council and the Cabinet on 17 Decer2010, at
http://www.mod.go.jp/e/d_act/d_policy/pdf/guidelinesFY2011.pdf>, p. 10. See also Desmond

Balland Richard Tanter4 EA 41110 1 £ | xABAOODI E *ApAT 80 1 AAAT 3
(Canberra: ANU Press, 2015) and Desmond Ball and Richard Tant€he Transformation of the

*13%$&60 )1 OAIT 1 ECATAA AT A 3000AEI | ASechrdy # ADAAE]I EOEAO
ChallengesVol. 8 No. 3 (Spring 2012). United States SIGINT facilities in Japan will be the subject

of a forthcoming report.

" Colonel William V. Kennedy,Intelligence Warfarg(Crescent Books, New York, 1983), pp-34.

86 Japands Sanctuary: The DSeftaknVeaelo97,mpp. 22429 gence Headq
(FBISEAS97-1 5 0, Northeast Asia, 1 May rllo®d 7Bgs iotOnont th:e Maap
I ntelligence AgencJdapas Quartedy(Vol.hXXIX,No. B)cApril-lunet1982, .6 ,

161; Hami sh McDonald, O6Japan to Li SydneyMomingSpyi ng Ef f
Herald, 27 October 1982; and Jefff T. RichelsonForeign Intelligence OrganizationgBallinger,

Cambridge, Massachusetts, 1988), p. 258.
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sometimes even retaining the US equipment, although more usually installing

their own systems.

Its capabilities have grown steadily since then, although the systems
acquired in the 1990s and their intended purposes differed fronthose of the
1970s and 1980s. In the early 1990s, when the SIGINT facilities on Hokkaido
were expanded, the JASDF and the JMSDF had become anxious about the
deployment of the Soviet Backfire bombers to the Far East and the rapid growth
of the Soviet flees at both Vladivostok and Petropavlovsk. At the same time, the
Japanese intelligence authorities had also become more concerned about North
Korea. And while monitoring HF and VHF radio communications was still
important, there was an increasing need to maitor satellite communications as
well. For the past decade and a half Japan SIGINT development has focussed on
coverage both of China itself, and maritime and air space used by Chinese forces
in the East China Sea, the northern parts of the South China S&ed the western

Pacific Ocean.

These are all areas of friction between the United States and Japan on the
one hand and China on the other, with the possibility of armed conflict, especially
over the Senkaku/Diaoyu islands, recognised and discussed asclieasingly
possible, whether as a result of accidental conflict or by a deliberate decision to
go to war. Writing of the Japanese underwater surveillance facilities, Robert
Ayson and Desmond Ball have argued that the combination of the strategic
importance and vulnerability to attack of many Japanese grourbased
intelligence facilities in the event of war in itself influences the strategic
calculations that will be made in such an event. As potentially lucrative targets,
their destruction could alter escdation dynamics in such a way that the
widespread assumption that a Japa€hina armed conflict could be controlled
before substantial escalation may not hold trué. The ground signals intelligence

facilities documented here must be added to those dynamics

9 Robert Ayson & Desmond Ball, 'Can a Skdapanese War Be Controlled?' Survival: Global
Politics and Strategy, Vol. 56 No. 6, pp. 13%6 (2014)
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AEEO OOOAU EO A AAOAOEDPOEOA T1TAnh A OEO
network of ground SIGINT stations. While we believe that the facilities discussed
here are of considerable strategic significance, our primary purpose here is not
analytical. The frst task is empirical description and documentation. The first
research tools were a long search for documentary material in print, on the web
and in the more transient form of handwritten photocopies of notes and reports
by peace researchers in Japan.sAwve say elsewhere in this report, we were
extremely fortunate to inherit published and unpublished work bytwo excellent
peace researchers, Sato Yuji and Owen Wilkegho between them systematically
and accurately described the Japanese SIGINT networktime 1980s and early
1990s.

This led to a series of site visits, often several times repeated, to all of the
facilities described here, and to information from the substantial body of local
Japanese peace activists dedicated to documentation of their cdi® U8 O
remilitarisation. Ongoing local concern and opposition to the establishment or
expansion of some of these facilities meant that local newspapers covered these
struggles in some detail. The internet made possible access from afar to both
these news sources, and to Japanese government tendering and contract
information about these facilities. The impact of GoogleEarth and similar space
based overhead imagery becomes clear when images of particular facilities are
paced in a sequence with the hand drawmaps created by local activists and
peace researchers on the basis of careful closeup observation over a long period
of time.

All of these sources fostered an historical approach to documenting the
COIl xOE T &£ *APAT 380 DI O00x A @ firg plac& igebgraphy' ) . 4 AA
AT A OAOEAAT A OECiT Al OAAAPOEOGEOU 1 AAT OEAO
formerly used by the United States in the postwar period, and before that by the
Imperial Japanese Army and Navy. Secondly, an historical approach also med
is possible to understand the logic of development of both specific bases and
their facilities, and of the network as a whole. One example documented here is
the Japanese development and expansion of its major SIGINT facilities known as
the J/IFLR seies (J/IFLR2, J/IFLR3, J/IFLR4, and J/FLR4A) starting from its

modification of the US AN/FLR12 panoramic data collection system originally
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installed at Wakkanai in 196566, and left behind to be modified by Japan when
the US turned over that base to th€hobetsu in 1972. We provide photographs
of each of these J/FLR facilities,na in a number of cases, shothem in different

stages of construction to gain at least some sense of their internal layout.

This report is a visual guide, hopefully making iteasier for those come
after us to identify what they are seeingz almost always from a considerable
distance and under increasingly unfavourable legal restrictions. These facilities
are specifically Japanese, and their study is firstly important for civdociety and
academic researchers seeking to understand the characteristics and significance
I £#/ OEAOA AOEOEAAI AT Al AT 60 EI *APDAT 60
reconnaissance) systems and its C4l (command, control, communications,
computer and intelligence) systems. But similar and comparable systems are
critical to the strategic planning of all countries with substantial military
capacitiesz or ambitions. Accordingly an understanding of the Japanese ground
stations, their physical characteristicsand the logic of their deployment may be

of use in understanding nonrJapanese systems.

Few of our major sources come from academic studies of Japanese
intelligence. While both of us are academics, this work both demonstrates and
hopefully supports the rich tradition of work of by Japanese noracademic civil
society peace researchers. The work is undertaken in a belief that while there
may be certain details of the precise capacities that are of genuine national
security significance, the existence and lad characteristics of intelligence
facilities of the types we document here should be known to the publics of the
countries they affectz in this case the Japanese public in the first instance. As a
rule governments are overzealous in their attempts to leep their citizens in the
dark about these matters, and the Japanese government is less than forthcoming
on defence and intelligence matters than, say, that of the United States. With US
encouragement it has recently enacted legislation that will make thisvork
somewhat more difficult in the future. At a domestic level, especially in those
countries with at least ambitions of governmental accountability, an informed

public is a critical foundation for robust democratic policy making. At a
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international level, transparency and accessible information about actual
military and intelligence capabilities tempers the fantasies of both pride and

threat.
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Chapter 1

Introduction

*ADPAT 80O DBl OOxAO OECGTI AT O ET OAIT T ECAT AA | G
from 1958 to 1997 by a small unit of the Japan Ground Self Defence Force
(JGSDF) known as the Chobetsu or Chosa Besshitsu. Morenally the Annex
Chamber, Second Section, Second Investigation Division of the JGSDF, the
Chobetsu reported directly to the Cabiet Research Office,later named the
Cabinet Intelligence and Research Officed T AAU * ADAledsignalsh 3OAT OE (
intelligence (SGINT) network of facilities are managed by the Defense
)y T OAT 1 ECAT AA (AAANOAOOAOOh A OPAAEAI i 10
Ministry of Defense, headed by an SDF lieutenageneral.

In 1978, the Asahi newspaper published a detailed account of Jdpl 8 O
SIGINT establishment, based on an interview with a senior officer of the Japan
Defence Agency (JDA), which described the organisation of the Chobetsu and the
location of its intercept stations, and gave some examples of their activities. The
Chobetsuthen managed and operated nine SIGINT stations. These were located
at Wakkanai, at the northwestern point of Hokkaido; Nemuro and Higashi
Nemuro, at the northeastern point of Hokkaido; Higashi Chitose in the
southwestern part of Hokkaido; Kobunato and Mihoon the western side of
Honshu, facing the Sea of Japan; Ooi, near Tokyo; Tachiarai in northern Kyushu;
and Kikaijima in the northern part of the Ryukyu island chain, about halivay
between Kyushu and Okinawa? Another station was constructed on Okushiri
Island off the southwest coast of Hokkaido in the 1980s. In 1990 OEAOA xAO O
OAPEA A@gbAT OEITT 1 &£ *APATS6O %, ).473)').4 C
stations in Hokkaidoz# EEOT OAh 7AEEAT AEh .-RO@®OAThE GQF RADT

station at Okushiin.11 By this time, smaller stations had also been established at

10 s ( ), 1978 8 , [Asahi Newspaper Company\eo

Informat|on War (Tokyo: Asahi, 1978)] pp. 47 49.

11 See, for example s

[The Alliance, the SDF, the Constltutlon and Hokka|blokka|do Action Committee, Japan Pea

Conference, October 1991], p. 14sian Defence Journalanuary 1993, p. 26; and t Ca3l
h | —d u 1993 Csl

A J J J



Rebun Island, Maruyama, Shibetsu, and Rausu in northern HokkaifoA new
large JASDF SIGINT station was built at Sebyama in northwestern Kyushu in
2004-06, another was completed at Miyakgima in 2009-10, and another at

Fukue-jima was scheduled for completion in 20143

There are now 17 SIGINT stations of one sort or another maintained by
the DIH, JGSDF or JASDF, with an eighteenth under construction at Yonaguni,
*ADAT 60 OB xRFOAOAT A A 1T ET AOAAT OE AO ) x1
southeasternrmost island. (See Map 1 and Table 1) Some of these are -sub
stations of larger stations, but located in different areas better situated for
specific monitoring functions. For example, the JGEB O .18 omnp #1 AC
Surveillance Unit based at Wakkanai maintains a substantial station at
Maruyama, near Cape Soya, just northeast of Wakkanai, as well as on Rebun
Island, in the northeast part of the Sea of Japan, west of Wakkanai. The JGSDF
unit at Shibetsu, No. 302 Coastal Surveillance Unit, has facilities at Rausu, on the
Shimokita Peninsula northwest of Shibetsu and slightly closer to the Russian
occupied island of Kunashiri, and at Nemuro, which is better placed fdrigh
frequency direction finding (HF DF and someelectronic intelligence (ELINT)

functions. (Map 2)

The management arrangements are sometimes quite complex, involving
several agencies and a variety of hodgenant relationships. In addition to the
Radiowave [or SIGINT] Department of the Bfense Intelligence Headquarters
(DIH) at Ichigaya, the JGSDF and the other Services also have important
I DPAOAOGET T Al AT A AAIl ET E OO0ODRefercd AnteligdndeAO8 4 EA
Division Detachment has primary responsibility for operation of the eight major

SIGINT stations at Wakkanai, Nemuro, Chitose, Kobunato, Ooi, Miho, Tachiarai

andKikakEET A8 4EA *'33$&80 .18 omnp #I1 A&OATl 300«
C 18th 93¢10 fr - AOOOE - AOAOOR O,1TTEETC AO . Ax
and Changes in Hokkaido C3l Bases, Japan Peaca@ittee International Conference, C35ub

AT i1 EOOAAN AT A pyOE . AOETT Al "AOA 30006cCci A ' AOEOEOC
Peace Committee Study Document No. 26:1894].

2. AOOOGERh O, 1T EET ¢ AO . Ax $AOAIT Di Alapeh bk chvert EAT CAO E

See also Jeffrey T. RichelsdRgreign Intelligence OrganizationgBallinger, Cambridge,

Massachusetts, 1988), p. 257.

BgAOITTA "All AT A 2EAEAOA 4A1 OAOh O4EA 40AT O& OI AO
3O000AEI T AT AA #ADPAAEI E OE $eCurity’Ehallengd\Dol. & N 3),-SEi6gOE T A  $ A £A
2012, pp. 2430.
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the large Wakkanai station, but is the primary organisation at Maruyama and

Rebun Island; No. 302 has its own station near Shibetsu (Kawakita), but is a

OAT AT O AO OEA *13%$&860 3)').4 OOAOEII Ao
Surveillance Units maintain SGINT facilities on Tsushima Island, while a new

unit was set up at lzumo in Shimane Prefecture in March 2008, facing the
southwestern part of the Sea of Japan. In addition to maintaining a network of

about 15 ELINT stations concerned with ocean surveillamg the IMSDF has units

at most of the large DIH/JGSDF statiori$¢ At Wakkanai, for example, the JMSDF

OTEO EO OEiIiPIU AAITAA O*-338& 7AEEAT AE " A0/
Intelligence Collection Unit No. 1 is a tenant unit at Wakkanai; Unit No. 2 s

own facility on the northeast side of Nemuro township; and No. 3 is the primary

unit at the Okushiri station. JASDF Air Intelligence Collection Units maintain the

new SIGINT stations at Sebwyama, Fukuejima and Miyako-jima.

Some of the stations a& very large, involving Circularlydisposed Antenna
I OOAUO j#$!10q ETITxT AO OAI APEAT O AACAOGdN
hundred personnel, such as those at Chitose, Miho and KiaiET A8 4EA *1 3%$&
new J/FLR4 and J/FLR4A stations at Sebudyama, Fukue-jima and Miyakojima
are also quite large, involving a huge operations building and two large towers
EIT1TAET ¢ A@OAT OEOA AT OATT A OOEOAO8 4EA *1 37
are typically comprised of about 86100 personnel.

4EA *1 3% &8IFLR-8 D/ELR2 and J/FLR4A systems comprise a
suite of antenna elements for intercepting VHF, UHF and SHF signals. These
systems have been built by Toshiba since the late 1980s, beginning with the
J/IFLR-2 at Nemuro, and are technically and operationallgirect descendants of

the US AN/FLR12 system at Wakkanai, bequeathed to Japan in 1972.

On the other hand, several stations are small and physically unimpressive,
OOAE AO OEA .18 omg #1 AOOAT 3 000AEIIT AT AA
different types of antenna systems are employed at the various stations. In
addition to the large elephantcage CDAAs, there are many smaller CDAAS,

various sorts of Adcock directionfinding (DF) arrays, rhombic arrays, log

14 Desmond Ball and Richard TantefThe Tools of OW& OO Oi Eq * ADAT 86O / AAAT 3 O0O0AL
Coastal Defence CapabilitigfAustralian National University Press, Canberra, 2015), chapter 9.



periodic antennas, satellite communications antemas, and assorted VHF, UHF

and SHF systems for ELINT collection.

Seven of the major DIH/JGSDF stations have HF DF systems. The huge
OAl APEAT O AACAOG8 A Gima dfeBte mostsErSitvé. Ohky cal A + EEA
intercept HF signals out to a range of aha 5,000 km or more, with a bearing
accuracy of about onehalf of a degree. A new -glement system was installed at
Wakkanai, Nemuro, Kobunato and Tachiarai in 20080. It consists of seven
masts, about 13 metres high, deployed in a circle with a radius dD metres, a
circumference of about 351.33 metres and a distance between each mast of
about 36 metres (Plate 1). At Wakkanai, Nemuro and Kobunato, these replaced
36-element CDAAs, with two concentric circular arrays of 18 masts covering the
lower and higher parts of the HF band, which had been built in 1988, 19992
and 1988 respectively (Plates 2a, b, and § At Tachiarai, the new 7element
system replaced an old &lement HF DF array. Similar systems had previously
been at Miho, Kobunato and Kikajima, but were dismantled when their larger
CDAAs became operational. Another-8lement HF DF array was at Oéb.(Plate
3)

Many stations also have VHF and UHF DF systems for determining the
location of line-of-sight VHF and UHF emitters. In northern Hokkaido, fo
example, there are VHF and UHF DF systems at the JGSDF SIGINT stations at
Wakkanai, Rebun Island, Maruyama, Rausu, Nemuro (2) and Higashi Nemuro
(Plate 4).

In addition to monitoring line -of-sight VHF communications, Japan is
favourably placed for interception of VHF signals from thousands of kilometers
away to the southwest due to an anomalously high electron density in the
Sporadic E layer (Es) of the ionosphere over the East China Sea. It has been
shown, for example, that VHF broadcast transmissions fno China in the 39.75 to

72.25 MHz range are clearly receivable in Japan using both Yagi andpayiodic

5 EAAEAOO 41 OEEh O* ADAT 80O 3AAOAO 3) Pypuledx / OCAT EUAOQEI
Communications March 2007, p10.



dipole arraysi®éIndeed, VHF signals transmitted in Southeast Asia, including

from Malaysia and the Philippines, can also propagate to Japan via thddygr.1’

Many of the stations are located at sites used for SIGINT operations before
or during the Second World War, and which had been proven to be especially

lucrative. For example, the sites at Wakkanai/Noshyappy )18 and

>\
(@
CI
Qu

Nemuro were in December 19440x1 1T £ OEA * APAT AOA
stations, with the former covering the area around the northern part of the Sea of
Japan and the southern part of the Sea of Okhotsk, and the Nemuro station
covering a broad swath of the northern Pacific Ocedd.The Imperial Navy also
maintained a large SIGINT station for interceptingSoviet communications at
Shibata not far from the present station at Kobunat@? Other sites were selected
by the US in the 1950s and 1960s for intercepting signals in the Soviet Unjon

such as at Chitose, where the US station was transferred to Japan in 1971.

There have been few major changes at any of the stations targeted on
Russia since the early 1990s. On the other hand, the capabilities of those stations
primarily engaged in intercepting North Korean and Chinese signals have been
substantially enhanced since the late 1990s, and especially since the early 2000s.
The Miho station had reportedly established an ancillary COMINT facility at
nearby Takacyama by 1998, giving it better acess to North Korean VHF signals.
Ten radomes with satellite communications antennas have been installed at
Tachiarai since 2002, and the new CDAA was opened at Kiana in 2006. The
three new JASDF J/FLR and J/FLR4A stations are directed primarily aginst

6. AOAEEOT 911 AEEh 41 OEEAEE 4AEATTh (EOITUOEE . AEAOQA
"OI AARAAOGO 2AAET 7 AO0AO P0Oddibg of AdRAdIfiCMicEWwave # EET A8 h
Conference 2006at http://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=04429784.

74 AEATT 471 OEEAEE AT A S5EECAxA 3A01 OEEh 0001 PACAOEI I
2AAET 7AO0AO0 AT A E O ®aperb d Rebhnitaeetidghi Bectioddgidetic

Compatibility, IEE Japan(Vol. EM@)3, No. 2530), 2003, pp. 2934, athttp://sciencelinks.jp/j -
east/article/200402/000020040204A0013243.php; and H. Nakata, Y. Akaike, Y. Otsuka, T.

4AEAT T h 38 5EECA x A-trdkihgiCaljubation oh\GHE Rdtlie Wéves Satefet by

Field-aligned Irregularities Associated with Equat® E AT 01 A O TrAnsdctidns Afithd O 8 h

Institute of Electrical Engineers of Japa(Vol. 124, No. 12), 2004, pp. 1253254, at

http://sciencelinks.jp/j -east/article/200402/000020040204A0013243.php.

18 There are two capes in northern Hokkaido with namesasily confused, especially in English.

Cape Noshyappu ( ,sometimes rendered as Noshappu) is close to Wakkanai in

northwest Hokkaido. Cape Nosappu ( ) is close to Nemuro in northeast Hokkaido

19 Operational History of Japanese Naval Communicatiddecember 1943August1945, (Aegean

Park Press, Laguna Hills, California, 1985), pp. 9,-22.
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Chinese signals. The two latest stations, currently under construction at
Yonaguni and Iwoto, will both also be concerned primarily with Chinese signals.
The KAL 007 shoot-AT xT d OOEA OAOCAO EO AAOOOT UAASG
The fullest public glimpse of the activites R A AADAAEI EOEAO 1 &
SIGINT stations was in September 1983, when Wakkanai became famous around
OEA xI OITA AO OEA OOAOQEITI OEAO EAA 111TE
communications during the shootdown of the Korean Air Lines KAL007 Boeing
747 airliner over Sakhalin on the evening of 31 August, Greenwich Mean Time
(or the morning of 1 September, Tokyo time, nine hours ahead of GMT). On 5
3APDOAI AAOh OADPI OOAAT U xEOE 4T EUI 60 ADPDOI O,
address to the nation, played a portion ba tape recording of the aixto-ground
communications of the Soviet fighter pilots involved in the shoetlown. On 6
September, the US Ambassador to the United Nations, Jeane Kirkpatrick, played
eleven minutes of airto-ground recordings, and tabled a comlgte transcription
of these tapes. However, neither the US nor Japan ever released any gretod
air transcripts. These are more difficult for ground stations to intercept, and
neither was willing to reveal any such capabilities. Indeed, the official posin in
both Washington and Tokyo has been, with some injudicious exceptions, that
neither the US nor Japan intercepted any relevant groun-air

communications.

The following is the actual shootdown transmissions from Major
Gennadie Osipovich, the pilobf the Sukhot15 (call-sign 805), as intercepted by
the Wakkanai station, combined with the commands from Lieutenant Colonel
Titovnin, the Flight Controller at the Soviet Combat Control Centre at Smirnykh
Air Force Base in central Sakhalin, released by tHeussian Federation to the
5.60 )1 OAOT AGETT AT #EOEI ! OEAOEIT / OCAT EUA

Osipovich: (18:22:02 GMT)lhe target is decreasing speed.

Osipovich: (18:22:17) Al Ci E1 C AOi O1 A EOG8 )81 Al OAAAL
target.

Titovnin: Increase peed, 805.

Osipovich: (18:22:23)1 have increased speed.



Titovnin: Has the target increased speed, yes?
Osipovich: (18:22:29)No, it is decreasing speed.
Titovnin: 805, open fire on target.

Osipovich: (18:22:42)) 6 OET O1 A EAOA AAAT AAOI EAOS
abeam of the target.

Titovnin: Roger, if possible, take up a position for attack.

Osipovich: (18:22:55)Now | have to fall back a bit from the target.

Gen. Kornukov:Oh, [obscenities] how long does it take him to get into attack
position, he is already getting out into neutral waters. Engage afterburner
immediately. Bring in the MiG23 as well... While you are wasting time it will fly

right out.

Titovnin: 805, try to destroy the target with cannons.

Osipovich: (18:22:37)1 am dropping back. Now | will try a rocket.

Titovnin: Roger.

MiG-23 (163): (18:23:49) Twelve kilometers to the target. | see both [the SA5
piloted by Osipovich and KAL 007].

Titovnin: 805, approachtarget and destroy target.
Osipovich: (18:24:22)Roger, | am in lockon.
Titovnin: 805, are you closing on the target?

Osipovich: (18:25:11)1 am closing on the target, am in loclon. Distance to target
is eight kilometers.

Titovnin: Afterburner.

Titovnin: AFTERBURNER, 805!

Osipovich: (18:25:16)1 have already switched it on.
Titovnin: Launch!

Osipovich: (18:26:20)1 have executed the launch.
Osipovich: (18:26:22)The target is destroyed.

Titovnin: Break off attack to the right, heading 360.

(i x



Osipovich: (1826:27) | am breaking off attacks!

It is an extraordinary 4-minute glimpse of the activities of the Wakkanai
OOAOEIT T h OOEIT *APAT B8O 1100 AEAITOO 3)'). 4

monitoring communications in the Russian Far East.

251 EOAA 30AOAO )1 &I Oi ACEIT I
2AAET 4 OAT Badkgiddiies 13 Sediember 1983.
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Plate 1
JGSDF felement CDAA systems,
Wakkanai, Nemuro, Kobunato, Tachiarai, installed in 2008 -2010




Plate 2 (a)

Schematic of 36-element CDAA installed at Kobunato, 1988
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Plate 2 (b)
JGSDF 3éelement CDAA, Higashi Nemuro, 21 September 2005
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Plate 2 (c)
Section of the 36-element CDAA, Kobunato, 10 September 2005
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Plate 3
JGSDF &lement HF DF systems
(Kobunato, 1991; 2. Ooi; 3. Tachiarai, July 2003; 4. Kikai -jima, February
2001)
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Plate 4
JGSDF VHF/UHF DRntenna systems in northern Hokkaido, 2014
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~No oo wWNERE

. Wakkanai (8+8 elements), September 2011

. Maruyama (7+7 elements), September 2011

. Rebun Island (7+7 elements), September 2005

. Rausu (7+7 elements), September 2005

. Higashi Nemuro (16+16lements), September 2011
. Nemuro (5+5 elements), September 2005

. Nemuro (8+8 elements), September 2011
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Chapter 2
Wakkanai

Wakkanai (45° 25" N, 141° 40" E) is the northermost town in Hokkaido.
It is on a wind-swept peninsula, which is covered iwild -flowers in summer, and
which abounds in monuments and antenna fields. On a clear day, it is possible to
see Sakhalin from an observation tower in the town. (One of the most discernible
sights is a large white radome at the southern tip of the islandBecause of the
KAL-007 affair, Wakkanai is the best known Japanese SIGINT site. In fact, while
several different agencies maintain SIGINT facilities in the Wakkanai area, there
are larger and more capable SIGINT stations elsewhere in Japan. Many of the
antenna systems in the area are not concerned with SIGINT operations. The
JASDF has a JADGE station overlooking the SIGINT station, on what the
Americans used to call Hill 3, which has a large radome containing an early
warning radar, a small radome contaimg a satellite communication terminal,
four large parabolic VHF troposcatter antennas, and two sets of VHF/UHF
aeronauticalband antennas, as well as microwave dishes and HF antennas. Plate

5 shows the sign at the main entrance to the SIGINT station.

Wakkanai had been a site for Japanese Navy SIGINT operations from 1937
to 1945, when a detachment from the SIGINT station at Ominato maintained
more than 20 LF and HF receivers, including five DF sets, in the Wakkanai

Noshyappu area?

The USAF Security Servicestablished a SIGINT station at Wakkanai in
August 1951, where the Navy and the Army soon also set up facilities. The
USAFSS unit was initially designated and organised as Detachment 12 of the 1
Radio Squadron Mobile RSM at Misawa, but for most of itssubsequent history
it was officially designated the 6988 Security Group. The site was controlled by

the USAFSS under an Integrated Command Agreement between the US Service

22 Operational History of Japanese Naval Communications, December-224list1945, (Aegean
Park Press, Laguna Hills, California, 1985), pp-19, 22-24.
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SIGINT agencies of 1 July 1989From the late 1950s until 1 July 1964, the
6986t Security Group maintained a detachment at Makubetsu, near Obihiri, in
the southern part of Hokkaido#4 EA 53 . AOU6O . AOAI 3AAOOE
maintained a detachment at Wakkanai which reported to the NSG base at
Kamiseya, and which provided direct SIGINBupport to US Navy warships
operating in the northwest Pacific.

4EARA *'3%&60 )1 OAITECATAA $EOEOEIT AOO
Wakkanai, adjacent to the US complex, in 1985A photograph of the new
O7AEEAT AE 2AAET |/ AOAOOA OE Mainicld ShindEninT 6 xAO
November 19552%6) O AAAAi A OEA *'3%$&60 .18 omnp #I
officially formed in 1968. The JASDF had also established a SIGINT station at
Wakkanai by the late 1950s. According to a USAFSS officer who served at
Wakkanai in 1963-65, there was only very limited cooperation between the US
ATA *13%3& T1TPAOAOGETTO8 (A OAAAI 1 O xI1 OEET C
OADPT OOET ¢ 31 OEAO OOAI AOET AO xEAT OEAU DPAO
[USAFSS] repair technicians to go up to th#apanese intercept operations and
EAFEQGETI ¢ OEAEO ANOEDPI AT O ET Ai AOCAT AEAOGSN Al
night [in December 1963] when the Russians desperately tried to shoot down
oneofourRBt x O ET AT %, ). 4 AARAOOAO 7 EOGOEITT EIT OE

According to the report by the Asahinewspaper published in 1978, the
signals received at the Japanese station at Wakkanai were recorded on tape and

sent to Tokyo, where the communications intercepts were translated by Russian

23 Josh Chapmarm Special Historical Study of the Organizational Development of the United States
Air Force Security Service, 194866, (Headquarters United States Air Force Security Service, San
Antonio, Texas, 1 February 1967), p. 42.

24 James E. Piersom Historical Study of the Organizational Development of United States Air Force
Security Service, 1970974, (United States Air Force Security Service, San Antonio, Texas, 15
September 1974), p. 49.

25 t C3l h | —d u 1993

A J J

, C3l C 18th 93¢ 10 f - AOOOE - AOAOOR O, 11 EET

New Developments and Changes in Hokkaido C3l Basespah Peace Committee International
Conference, C35ub-committee; and 18th National Base Struggle Activists Conference (October

pwwoddh (1 EEAEAT OAAAA #i1 [ -IBRIOAR 300AU $1 AOI AT O .18
26_ C , 1955 10 ., Mainichi Photo Bank ¢ Kamaf\ E

(T EEAEAT OAAET 1T AOAOOAOGEIT 1T OOManEli Phbto BagkatOT OAEAT . 1 C
http://photobank.mainichi.co.jp/dpscripts/DPDetail.dlI?Detail.

22" E11 0AOOITh O7AO0 301 OEAOd 7AEEAT AESh AO

http://members.xoom.com/XMCM/youngsr/6920th/warstories .htm.



linguists, while the intercepts of electronic emissions were analysed by

electronics experts28

The US station was officially deactivated on 30 June 1972Some of the
sensitive electronic equipment was packed up and sent to Misawa, such as the
Precision Measurement Equipment Laboraty (PMEL), but most of the buildings
and antenna systems were taken over by the Japanese, including the main
operations building on what US personnel called Hill 1, the area closest to Cape
Noshyappu, and the IT&T AN/FLRL2 VHF/UHF SIGINT system, built in965-66,
ET Al OAET ¢ OEA .3180 O! OAOEA 3QPlateh®énd x EEAE
7)

In July 1973, the Japanese Government requested that the US supply it
with YIG [Yttrium-lron-Garnet] crystal tuning filters, produced by Watkins
Johnson Internatbnal, to replace those in the AN/FLR2 system at Wakkanai.
On 7 August, the Pentagon informed the State Department that when the
7AEEAT AE OOAOEIT xAO OOAT O&ARDGUpkentit * ADAI
7AEEAT AE xAO OOODPI 00 AGO AGE A & 8GAsA AMANEIE AL Ar
T AOOOAh EO AT OIA 11060 AA OI1TA AOG OOODPI OO b
Government indicated an interest in using the equipment, it was economically
AAOGEOAAT A O1 AAATATT EO ET enmédnBohipadEi O OOAE
xEOEAA O7 31HdEVAr, in AMigust 09348 the State Department informed
OEA %i AAOOU EIT 41 EUl OEAO Al OET OGr OOEA |
OUOOAI EIT xEEAE OEA £&EEI OAOO AOA EIT OOAIITA

available to other countries [including West Germany] and believe that we

84 e 8 ( )8 1978 8 , [Asahi Newspaper Companyeo
Information War, (Asahi, Tokyo, 1978)], p. 49.
29 Pierson,A Historical Studyp. 49.
o AT AO (AT ET O T h O! OAGEA 41 xAO AO &I Oi A0 7AEEAT AE !
http://lwww.wakkanaiwasmyhome.citymax.com/albums/album_image/2863222/837532.htm;
" s j 492w, 1988 8 30 ,[Sato Yuji,in

é?AEEAT AE - ElI EOAOU Pea@ismlhp 30 AulBI19BE); | £ 6 EOEOET C

819088 11 28 f3AO01T 90OEEh O3000AU 2API 00 11
) 1 oA| 1 E CARAdctobeA1088AN Ac y AOOOER O, TTEET C A0 . Ax $AO0AITI
g AAT A £O0T i OEA 3AAOAOAOU 1T £ 30A0Ah 7AO0EET COITh $8#
%NOEDI AT O AO 7TAEEAT AE | Bublic Biltely®ELIS] Hiplomary, WikilégsO 00O p wx o h
at https://wikileaks.org/plusd/cables/1973STATE160470_b.html; cable from US Embassy,
41T EUTh O OEA 3AAOAOAOU 1T £ 30A0Ah 7AO0EET COITh $8#8h
30AOQEIT 1T 68h p Rublic Obgay©f.Sphipjomdty, Wikileghst
https://wikileaks.org/plusd/cables/1973TOKY010499 b.html.
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OEI O A T1O6 AT ipOili EOA OEA AAOA 11 ~EOANOAT A
Approval was only given to Watkins Johnson to sell the filters to Japan when the

JDA advised the US Embassythatl I OAOO AAOA 10 OPAAEAEAAOQDE
that it did not anticipate any problem replacing the inherited filters with the new

ones3?

Arrangements were evidently made soon after for US units to operate
their own facilities within the growing Japane® complex. A USAFSS officer who

had earlier worked at Wakkanai returned to the station with a couple of

AT11AACOAG A1 O O00xi [1TTTOEO ET pwxw T1T OAI
DOl EAAOG8 (A 11 0AA OEAO OOEA 1 IANFLEAAEI EOEA
pg OUOOAI 8 4EAU OI EOAA ET OEA T1A 0-%, AO

mission was to test some equipment for certain collected signals, and to test the

AAOO +r AT OATT AOY8 ) xAO OEAOAs3A&tordindtd EOT O AE
Seynour Hersh, the National Security Agency (NSA) organised a-p@rson tri-

OAOOGEAA OTEO AO 7AEEAT AEh AAIT 1T AA 00T EAAO #
by-OEAA xEOE OEA *ADAT AOAR Addd dcBIPAOET C AT ¢
aUS Army Security AT AU 131 q | £ZZEAEAIT EEOOI OU &I O p
AO -EOAxA EAA £ 00 OOAAEOS8 AO 7AEEAT AEh xE
and which were operated by a single operato (and which were often

unstaffed).3> A US defence contractor who spensix weeks at Wakkanai in

August3 ADOAT AAO pwyy EAO OAEA OEAO OAI T ET A (

Ol - E®Hokkaido geace researchers who closely monitored the station in

2CablefromEA 3 AAOAOAOU 1T £ 30AO0AR 7AOEET ¢OT1Th $8#8h Ol (
#1 10011 9dg 3A1T A 1T £ %NOE bPRudli¢ Libra® bf US DipldrhacypWikilegitO OO0 p wx T h
http://www.wikileaks.org/plusd/cables/1974STATE169900_b.html; cable from US Embassy,

41 EUT h O OEA 3AAOAOAOU T £ 30A0Ah 7AO0EET COITh $8#8h
9 August 1974 Public Library of U.S. Diplomacy, Wikileakst
https://wikileaks.org/plusd/cables/1974TOKY010382_b.html;

33 Larry Tart, Freedom ThroughVigilance: History of U.S. Air Force Security Service (USAFSS).

Volume lll: USAFSS Ground Sites in Alaska and the Far BaShity Publishing, West

Conshohocken, Pennsylvania, November 2010), pp. 130310.

34 Seymour Hersh,The Target Is DestroyedVhat Really Happened to Flight 007 and What America

Knew About It (New York: Random House. 1986pp. 57-58.

35 United States Army Security AgengyJnited States Army Field Station Misawa Historical Report

Fiscal Year 1986p. 110.

36 Tart, Freedom ThrougtVigilance p. 1310.
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the late 1980s and early 1990s continued to refer to a US presence in matdsia

(including sketches and diagrams) prepared in 19983.37

SIGINT operations at Wakkanai are conducted by several Japanese
| OCAT EOAOGET T OF ET Al OAET Cnd Defedee I8tdligencd i A  OE A
$SEOEOCEIT $AOAAEI AT Oh A *- 3% &ir BtdligehdeEl AT Oh
#1 11 AAGETT 51 EOh AT A OEA *'3%$&30 ™M 18 omp
Defence Intelligence Division Detachment is operationally subordinate to the
DIH/JGSDF SIGINT station at Chitose. The JGSDF base at Nayoro, about 130 km
southeast of Wakkanai, provides administrative and logistic support to the
Wakkanai station as well as the associated units at Maruyama and Rebun Island.
4EA *133$&860 .18 p 'EO )T OAITECATAA #i111AA
Wakkanai in 1988, maintains ELINTantennas at the site that the Americans
called Hill 2, between Hills 1 and 3, as well the modified AN/FL-B2 system, with
EOO O! OAOGEA O1 xAOBh 11 (EIl p8 4EAR *'33$&53
personnel at the Wakkanai stationin 19888) O EAB® PAABOEP *OI U cmp
The best view of the Wakkanai site, including the SIGINT facility, is from
the waterfront at Cape Noshyappu, where tourists have their photographs taken
with either Sakhalin Island or the fields of strange domes and large parabolic
dishes in the background. There are many photographs of the site on the Web,
taken by both Japanese and foreign tourists. They show a complex of towers and
radomes in the forefront, on the edge of a plain just above the Cape, and the

*1 3$8&60 * ! $'nthe s bBrAnD.i(Plate 8)I

The main SIGINT area at Hill 1 is shaped like an isosceles triangle,
pointing out over Cape Noshyappu towards Sakhalin Island, with the Operations
Building near the middle of the antenna complex. (Plate 9) According tapanese
peace researchers, the main operations rooms are located about 90 feet below

Hill 1. Notes in June 1992 showed the lagut of the underground centre, with
the JGSDF, JASDF and US rooms identifietihere is a tunnel leading into the

7, 1T 0A 11 7AEEAT AEh omn *O1T A pwwcgh ET Z£EI A0 DOl OEAAA
.Ax $AOAIT T DPi9AT 6OG6h DPP8 ¢

3 A0 h O7TAEEAT AE -EI EOAOU " AOAés8

9 BeefedOD [/ EET Ax A "JApanATinEs200allyR2A18, Fat

http://www.japanti mes.co.jp/text/nn20100720a5.html.

40 Note on Wakkanai, 30 June 1992, in files provided by Owen Wilkes.
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eastern side g OEA EEI 1T A£OT 1 A-BpEafeh An the Adldénd 1 AES O A
below the hill.
Next to the Operations Building is a 1z&torey, 48metre high circular
tower, a core component of the modified AN/FLRL2 system. Radomes line the
northwestern and northeastem sides of the triangle, with several thinner steel
towers holding a variety of HF, VHF and UHF antennas in the open area behind
them. There are more than 30 antenna systems at the site, including six radomes,
VHF/UHF DF systems, and more than about 20 lggeriodic antennas of various

sorts, as well as the modified AN/FLRL.2 system.

The modified AN/FLR12 panoramic data collection system comprises
several subsystems covering the VHF, UHF and SHF frequency bands. (Plate 10)
These are mounted on three mairstructures, as well as in several radomes. The
first is the tall tower next to the Operations Building, the top two storeys of
which are enclosed in a protective cover, with a small box on the top. The
diameter of the bottom tier is about 12.75 metres andhat of the top tier is about
11 metres; the room at the top is about two metres square and about a metre
high. The second structure, shorter and squatter than the tall tower and located
near the northern-most point of the complex, is a circular twed E Aélding
AAEAG6h xEOE OEA AAOA OAAOGEIT AAT OO px8u 1A
10 metres in diameter, and with a cylindrical dome about four metres high on
OEA Oi b8 4EEOARh AAEET A OEA OxAAAET ¢ AAEAG
metres high, with a large crossed VHF LPA and a HF/VHF whip antenna on the
top.

The modified AN/FLR 12 system includes six circular radomes, which are
visible from the waterfront. High-resolution GoogleEarth imagery dated 24 July
2007 allows accurate measuremeniof their dimensions. There are two 13.5
metre diameter domes on the northwestern side, a 4:fetre diameter dome
closer to the central tower, and two 13.8metre diameter and one 10metre
diameter radomes on the northeastern side.

The MoD regularly issuesontracts for support of the AN/FLR12 system,
usually concerning repairs and maintenance, but sometimes also for new

equipment. For example, contracts for the AN/FLR2 system were issued on 14
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April 2011, 23 April 2012, 17 May 2012 and 25 July 2012. Tke were all listed
AO O&OEAOI OREEAKT OOAAOOh AAET £ O OAAAEOEI
In September 2011, there were three tall steel towers behind the radome
complex, best viewed from around the southeastern side. One of these held a
new UHF/VHF DF systemwith separate 8element UHF and 8Selement VHF
antennas (Plate 11); this system had replaced a lorgjanding 16+16-elements
system some time after 2005 (Plate 12). In 2011, there were eight VHF/UHF
LPAs attached to the side of this tower, which had not beghere in 2005. (Plate
13) The other two towers hold different sorts of VHF antennas. They each have
four poles in a square and a fifth pole in the middle, which are probably used for
VHF DF. One of them has two new VHF/UHF LPAs attached to the sidesehe
had not been there in 2005. There was a HF doublet strung between the two
most southeasterly towers, as in 2005.
There have been many changes since the JGSDF inherited the station in
1972. Wakkanai was frequently visited by Japanese peace researchershia late
1980s and the early 1990s, who meticulously documented and photographed the
antenna systems. In 1988, for example, the present &2orey tower and the
OxAAAET ¢ AAEA8 xAOA 1106 UAO AOGEI 68 /1 OEA
towers. One ofthese was about 10 storeys high, with the upper two or three
storeys enclosed like a large elevated plastic tank or drum. (Plate 14) It was
located on the eastern side of the complex, and was evidently one of the original
AN/FLR-12 elements installed by T&T in 1965-1966, although a small radome
which had previously been situated on the top had been removed. The second
Ol xAoh OAEAOOAA O1 AO OEA O! OAOEA 41 xA0O6 A
0537.3! "EOAAACAS AU DPAAAAasGhgmh@lIerAIEAOO EIT
had replaced the other original AN/FLR12 tower, and had no covering over its

five extant antennas. There were two vertical VHF/UHF LPASs, one horizontal

41 See, for example, 50 , 24 4 23 ) )

. h j O0OAT EA .1 OEAA .18 uvunh ¢o ! POEI ¢
Responsible officer( AAAh 4EEOA 30PPIi U $APT Oh !3%$&3h -ETEOOOU
http://www.mod.go.jp/asdf/3dep/koubooyobikikakukyousou/kouji_pdf/240423
kouji50.pdf; and, 56 24 5 17 . )

y h j O0OAT EA .1 OEAA .18 vesh px -AU ¢mp
2A0PT 1 OEAT A | £EEAARAOd (AAAh 4EEOA 30bbiees2,atADT Oh ! 3% &
http://www.mod.go.jp/asdf/3dep/koubooyobikikakukyousou/
kouji_pdf/240517kou;ji56.pdf.
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VHF/UHF LPA, and two VHF/UHF LPAs with reflectofs.There was also a pair of

long, highrmagnification binoculars focused on Sakhalin Island. As the former

53! &33 1 £A£ZEAAO xEI OAOOOT AA Oi -12sAére AT AE EI
still there z with the huge binoculars still attached, so you could see the SAM site
acrossthestraiti T 3 ABEAI ET 68

The present tall FLR tower was constructed in 1991. A sequence of
photographs taken that year show the progress of the construction, including
work -men installing antennas and the protective covering at the top in the final
stages# (Plate 15) It was also reported in 1991 that some of the antenna
OUOOAT 6 AOT P OEA O1T AT OAOAA OrmPhbtoggaphsT OT xAO
taken in 1993 show three large towersz the present FLR tower, the remaining
original AN/FLR-p ¢ O1T xAO AT A OEAADORAOCERUEOAKAATT AO
Il EEAT U OEAO OEA 1 AOOAO Ox1 xAOA AEOI AT O1 AA
cement tower were not there in 1993. However, there was another, twbered
structure in 1988 and 1993; it was located near the northerrmost point of the
complex, was about 15 metres high, and held a semspherical dome 2metres in
diameter on top and a cylindrical or thimbleshaped dome about two metres
EECE 11 OEA OAATT A OEAOh AT A xAO DPOT AAAI U
installed. There were seven or eight radomes at the site in August 1988,
including three large ones and at least four small oneé8An official aerial
photograph taken on 22 September 1999 shows five large radomes, one slightly

smaller than the other four.

In October 1988, there was a l1léelement UHF and 1léeclement VHF
Doppler DF system mounted atop one of the steel towers. It was still there in
September 2005, but had been replaced by the newdement UHF and VHF DF
system by 2011. There was also in 1988 a tall mastith a UHF logperiodic DF

antenna and four box antennas (Plate 16); it was not there in September 2005.

23 A0T h O7AEEAT AE -E]l BOAOVAUAOABDNIOBART BEAARELEAT AEOAS
43 Tart, Freedom Through Vigilancepp. 13091310.

4 s — ] u o , [The Alliance, the

SDF, the Constitution and Hokkaido, Hokkaido Action Committee, Japan Peace Conference,

| AOT AAO pwwpYh B8 pdn. At AsABGDIOOERAIGODS EEDL ®s
45 The Alliance, the SDF, the Constitution and Hokkaido, p. 14.

93 A0 h O7TAEEAT AE -EI EOAOU " AOASN Al A9.- AOOOER O, 11 EE
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In September 2005, there had been three other tall steel towers holding
various sorts of VHF antennas. On the tops of two of them were five masts, four
of which held VHF LPAs on one tower and three of which held vertical VHF LPAs
on the other. One of these had been dismantled by September 2011, while the
VHF LPAs had been removed from the other one. The third tower had four poles
in a square and a fifthpole in the middle, as it did in September 2011.

Yyl AAAEOEI T h OEA *'3%$&80 .18 omp #1 AOO
maintains one of the new felement HF DF systems. For two decades, the Unit
had a 36element HF Doppler CDAA, with two concentric cirdar arrays each
with 18 masts for covering both the high (1Qz 30 MHz) and low (around 1.5¢ 10
MHz) parts of the HF spectrum, which it used for HF radio interception and HF
DF purposes. (Plate 17) It was described by peace researchers in October 1988,
soon after its installation, and was situated about 800 metres south of the Hill 1
complex4” CDAAs of this sort typically have a DF accuracy of2ldegrees. The
36-element system is clearly shown in highresolution GoogleEarth imagery
dated 24 July 2007, andeems to still be there in poorer imagery dated 7 April
2009. However, construction of the new felement system at the site is shown in
imagery dated 6 October 2009, and it is emplaced in imagery dated 16 August
2010. (Plate 18)

Wakkanai and the shoot -down of KAL 007

7AEEAT AE6GO OTT A EI OOAAEET C +!, TTUX
communications concerning the shooctdown was known around the world
within a few days of the tragedy. News reports, and subsequent journalistic
investigation, graphically exposed Wakkh AEG O OAAET EAAI AAEI EOI
modalities and reporting processes, as well as important aspects of the U&pan

intelligence connection. Photographs of the station were published iNewsweek
andU.S. News & World Repd#t

In 1983, as Seymour Hersh hanoted, the Japanese SIGINT facility at
7AEEAT AE OxAO xEAO !''i AOEAAT ET OAl toECAT AA 1

five operation, an essentially daytime operation whose recording systems were

“73A01 h 03000AU 2API 00 11 7AEEATAE )1 OAI1ECATAA "AOA
“0( 1T x OEA 58 NewsweekOOpAd ABAHOABINAAO pwyoh B8 cun AT A /O
51 Al A US.Akvs & World Repott2 September 1983, p. 24.

w
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facility was staffed AU T T 1 U A OOEAI Atie interdefifweten OEA 1
normally not processed until the morning shift of analysts came on duty at 7

a.m., when they prepared an initial evaluation before passing the recorded

material to the Chobetsu in Tokyo and to the large US SIGINT complex at Misawa,

which coordinated many of the US SIGINT activities in the North Pacific and
PDAOAI Of AA OOAATT A AAEAT 116 DPOT AAOGOEI C 1T A& I
According to HershOE &£ Al AOOAA E1T AAOATAA 1T 0 AOOEI C
on duty can monitor the automatically recorded material, evaluate its

OECT EEZEAAT AAh AT A OAPT OO 11T EO O EEO OODPA
but there had been no alert on the nilgt of 31 August/1 September, and nane

at the Japanese station had listened to the shedbwn.?0 It was not until nearly

0500 Tokyo time (2000 GMT), after Tokyo Air Traffic Control had informed the

JDA that the KAL airliner was missing, and an hour and alh after the shoot

down, that the Wakkanai station reported the content of its ovenight intercepts

to the JDA HQ in Toky#!

On the other hand, in theUSAFProject CLEF rooms, five operators were
AOGOECT AA OO0 111 EOI O OEWatchAIEE®S 8AT /01 AL OIOAT QI
EAPPAT AA O AA 1 EOOATET ¢ O 31 O0OEAO 'EO &1 O
the pilot chatter, he thought they were probably engaged in some exercise, until
he heard an Stl5 pilot shout that he had launched a missile. The groupgyed
OEA OAPA OAAT OAET ¢ O1 OAO AT A 1T OGA0OG AAAE OA
(T xAOAOh OEA #, w& OTEO EAA O11T xAUu 1T &£ EIil
AT i1 OT EAAOCET 106 O -EOAxA8 /1A 1T &£ OEA #, %&
at Misawa on a open and unsecured telephone line to report the incident. The
NSA and US Air Force SIGINT authorities at Misawa decided not to wait until the
JASDF analysts arrived for their morning shift to process their material, but to
send an aircraft to Wakkanai to collect the CLEF tape recordings and
OPOAI EIl ET AOU OOAT OAOEDPO A£I O EOOOEAD AT Al UO

49 Hersh, The Target Is Destroyeg. 57.

50 |bid, pp. 60, 64.

51 David E. PearsonKAL 007: The @er-Up, (Summit Books, New York, 1987), p. 115.
52 Hersh, The Target Is Destroyegp. 57-61.
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The Misawa station had itself monitored many communications during
the night concerning the shootdown, although it was too far away tantercept
the VHF airto-ground or ground-to-air transmissions. At 0243 Tokyo time (1743
GMT), as KAL 007 was more than halfay across the Sea of Okhotsk, it

ET OAOAADGAIAG PA AOOB GBI OEOU OECT AT 11 A OAAOQO
the Soviet radarsite on Iturup Island in the Kurils to the military district in
+EAAAOT OOEh AT A OEA OOAOQOEIT xAO OITT OAxA

other evidence of unusual earlyi T OT ET ¢ 31 OFARW20 AdkwHEidE OU S 8
Japanese liaison personnel at Misawa iofmed their US colleagues that

7 AEEAT AE-&dvated I sisterA had recorded the Soviet activity over

Sakhalin*& OOOEAO ET &£ Oi AGEI T xAO OAI AUAA O1 - E
began their morning shift at Wakkanai around 07035 A few minutes after 080Q

the watch officer at Misawa sent an urgent CRITIC message (Ne83) to the

National SIGINT Operations Center (NSOC) at the NSA HQ at Fort Meade

OADPT OOET ¢ OEA AEOADPDPAAORAT @Adh | ZEDAEBREBGEDAOEAR
of Soviet forces, the rport from the CLEF unit that an Stl5 had fired a missile,

and the fact that both the JASDF and US units had recorded the events over

Sakhalin®6 The tape recording from CLEF arrived at Misawa at about 0830,

xEAOA EO OITE OEA | ETlte Gpe®andnotoAly recbniird ET 008
that the Soviets had fired a missile, but also that the pilot had reported the target

AAET ¢ OAAOOOT UAAG8 | ORI ivds Aent#a2Fortt Metade | AOOACA
with this information soon after 1000 Tokyo time>7?

The JA$ &6 O OAPAO EOI I 7AEEAT AE AOOEOAA AO
morning, with transcripts translated from Russian into Japanese. A JASDF unit
assigned to the Misawa station had to translate the transcripts into English. The
*1 338&60 OADPA OAfAdtuediA @apan,akdEhd redoling® were of
a better quality than those made by Project CLEE Early that afternoon a G141
aircraft collected both the JASDF and CLEF tapes at Misawa and flew them to

53 |bid, p. 56.

54 Pearson,KAL 007p. 115.

55 Hersh, The Target Is Destroyeg.68.
56 |bid, p. 66.

57 |bid, pp. 6869.

58 |bid, pp. 70, 72.
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&1 00 - AAAA Al 05 CoiEs@hatAvize dsb deht th@ EpddaBNSA
unit in the US Embassy in Tokyo, which was asked to enhance the quality of the
OAPAOG AO xAll AO0Oxi OE 11 OOAT O1 AGET 16838
The JDA had also arranged that morning for copies of both the radar tapes
recorded at the BADGE station anthe intercepts recorded at the JASDF facility
at Wakkanai to be sent to Tokyo. The head of the JDA, Tanikaasuqg had been
001 OOAA &EOTiI EEO AAAG O11T1 AEOAO mnunmnh Al
CO1 ©Atdamund 0830, Tanikawa contacted the office of the Chief Cabinet
Secretary GotodavViasahary who was telephoned at home by his secretary and
told that the airliner was missing and that considerable Soviet activity had been
detected®2 Gotoda was telephond again around 1000, and told that intelligence
AOI I 7AEEAT AE ET AEAAOAA OEAO EO xAO OI1 EEAI
AU A 371 OEAOG EECEOAO8 '1 01 AA ©bnbiyafitedEA 1T A0
1100, the Vice Minister of Defense, Natsumidaruo, gave Gotoda his first detailed
report on the incident, based on the radar data and intercepts recorded at
Wakkanai. Two hours later, Gotoda took Vice Minister Natsume to give the first
formal report to Prime Minister Nakasone, although both the JDAT A ' T O1 AAG O
I £#EEAA EAA AAAT ET A1 1 OAAO xEOE OEA O0OEIi A
morning.64 After hours of crosschecking all of the Wakkanai evidence, the
Government decided to call an emergency press conference that evening, at
which Foreign Minister Abe Shintarto OAEA OEAO OEO APPAAOAA 1 EE.
had shot down the KAL airliners®> The existence of the tape recordings was
reported in the Japanese media later that evening, and, as recounted above,
President Reagan and Ambassador Kipatrick played critical sequences of the
Supu D EIi-tb-@réudd cdninOnications, recorded at Wakkanai, on 5 and 6

September.

59 lbid, p. 72.

60 |bid, p.146.

61 Pearson,KAL 007p. 125.

62 Hersh, The Target Is Destroyeg. 125.

63 |bid, pp. 140-141.

64 1bid, p. 141.

65 Richard RohmerMassacre 007: The Story of the Korean Air Lines Disagteéoronet Books,
Sevenoaks, Kent, 1984), p. 128.
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Everyone now knew about the extraordinary ability of the Wakkanai
station to intercept air-to-ground VHF/UHF aeronauticalband radio
communications. However, there has been much dispute about whether it also
intercepted ground-to-air VHF/UHF communications from command and control
centres at Sakhalin and elsewhere in the Russian Far East to the Soviet pilots, a
technically more problematic task. Kyodo Newsin Tokyo on 1 September
published alleged intercepts of exchanges between the ground and the pilot
which accord closely with parts of the sequence reproduced above, including the
I OAAO &£O01T i OEA cOi O1 A holtithat GeBiad AdnchédllaA OEA F
missile 56 Three such sets of tweway exchanges were reportedly recorded at

Wakkanais” On 2 September, the Japanese Broadcasting Corporation reported

OEAO OOAPA OAAT OAET ¢O EAA AAAT 1T AAA 1T & Al
g OEAO ¢Oi 6T A OOAOETTO AT A OEA ET OAOAADPOT O
OAPAO OAT OAOAA OEA EO1I1T Oxi AT A A EAI £ EI O

N s A~

On 6 September Chief Cabinet Secretary Gotoda declared at r@sp

AT 1T ZAOAT AAh ET OAODPI 1 OA O1 DPAOOCGEOOBAT O NOAO

AT 11 061 EAACETT O AOI i OEA cCcOi 01T A O OEA FEECE
that the air-to-COT OT A AT 11 OT EAAQETI 1 O OxEI 1T AA AT10O
Soviet shooti ¢ AT x1T T &£ OEA 31 OOE +1 OAAT EAOGE8 (1

ground-to-air intercepts was promptly denied by Vice Minister of Defense
Natsume®®4 i EUT EAA AAAAAAA O 7AO0EEIT COI 180 OO/

air-to-ground recordings, but it was cleary concerned about the implications. As

6031 OEAO OEI T 080 #KyddMewsd Septeniber 1983 i Fote@i Brdadcast

Information Service (FBIS) Part IV: Asia, Pacific and East Asia, 2 September 1983. See also Robert

$8 -A&AAAAT h 05838 3AUO 3 INGEYAKTIMR2ISEptembex1D83,+1 OAAT | EC
pp. Al, A4; PearsorKAL 007 p. 167; R. W. JohnsoBhootdown: The Verdict on KAL 00(Chatto

& Windus, London, 1986), p. 169; Rohmelassacre 007pp. 128129; and Alexander Dallin,

Black Box: KAL 007 and the Superpowefshiversity of California Press, Berkeley, California,

1985), p. 110.

7031 OEAO O0EI T 080 #KyddONewsP.ADDET T 2ADI OOAAGH

68 Rohmer,Massacre 007p. 130; and Johnsorghootdown p. 169.

003%& -1 1 EOHGEAA #1011 ATHEEANBKSS Seednber 1983, in Foreign

Broadcast Information Service (FBIS) Part IV: Asia, Pacific and East Asia, 6 September 1983;

O02AAET 40AT OAOEDPOO 11 $1 xT AA 2/ +FoteignBroAdcaatA1 AAOGAAGSh o
Information Service (FBIS) Part IV: Asia, PacifidT A %A OO0 ' OEAh x 3ADPOATI AAO pwy
2A1T AAOCAA 41K9ddd XehgT B&pteran@riiogs, in Foreign Broadcast Information Service

(FBIS) Part IV: Asia, Pacific and East Asia, 7 September 1983. See also Pea¢sdnQ07 p. 168;

and Alexander Dalin, Black Box p. 110.
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the chief Foreign Ministry spokesmanMiyake Wasuke, said on 8 September,

referring only to the air-to-COT &1 A OAAT OAET ¢O0g O7A AOA OAO
OAAOGI T O AAT OO OEA bPi OOEAI AoNevkthédsHan 91 £ OAOA
3APOAI AAOh OEA *APAT AOGA DPOAOO OADPI OOAA OC
ground-to-air tapes’?

There were similar contradictions in Washington. President Reagan

AAAT AOGAA 11 v 3ADPOAT AAO OEAOY O7Shviet T1 U EAC
ground-to-AEO  OOAT OI EOOCEI T O RADAAOGAOCH GAADOARE
AAT ET EOOOAOGEIT 1T NewEYBK AimAsbnd6 SBptemier thaE thpes

AGEOOAA T &£ A OOEEAEAEAT O A1 0610 1T &£ OcCcOl 01 A

shoot-down had been ordered from the ground.’3On 7 September, Larry
Speakes, the White House spokesman, said that the US did have tapes of the
Soviet ground controllers talking to their fighters, but that some of these were
001 ET O AdAifelv GdurB latdr ghdwever, he denied ki earlier statement and
said that the US did not have any grountb-air tapes z though he said that the
* ADAT AOGA EAA OiI I A OOAE OAPAORh AT A OEO xA:
OA1 AAGAAR 10O 11 068
Unnoticed in the press commentary at the time, the US had iact already
released an instance of groundo-air communications. Included in Ambassador
Kirkpatrick release to the UN on 6 September was a sequence of tway
exchanges between Soviet ground controllers at a base at Trikotazh on Sakhalin
and a fighter pibt (cal-FOEC1T p¢pQh ET xEEAE OEA DPEIT O xA
OAOTADGE 8
In February 1985, a Socialist Diet member requested the Government to
release the complete set of aito-ground recordings. He was suspicious about

gaps in the version releasedby Ambassador Kirkpatrick, and he wanted

70 Rohmer,Massacre 007p. 135.

71 Johnson Shootdown p. 171.

2, 70 #ATT11Th O2AACAT 1111 OTViadnihgtenPdsts Sepierhb&rOET 1 O 11 31
1983, p. Al; and Johnsorghootdown p. 170.

3 O0A0OAT 28 7AEOI AT h 05383A30 Bl Al NGB @B dpemberOl O1 A

1983, p. A12; and Johnsorshootdown p. 170.

“7AEOI AT h 05838 $AT ERQOACKAOET @ ATSADEKG p: 17&Bi@Il A h

Pearson,KAL 007 p. 170.

s7AEOI AT h 05838 $BIORAKOEI! (1A GRADA Goaniddw ga170. T ET OT 1T h

76 Pearson,KAL 007p. 170.



independent translations. He also did not believe the official denials concerning

the existence of groundto-air tapes. However, a JDA official said that releasing

the air-to-COI OT A OAPAO x1 O1 A Wdligebed IcollectvA * ADAT ¢
capabilities. He also insisted that Japan had no recordings of groutatair

transmissions’?

Twenty years after the KAL 007 tragedy, a US Air Force SIGINT officer
who had been stationed at Wakkanai in 19685 published an account ofis
sojourn in which he highlighted the attempted shootdown of a US RBI7 ELINT
aircraft over the Sea of Okhotsk in December 1963. There were many intercepts
of ground-to-ground communications, particularly involving orders to increase
the alert status d air defence units in the area and to scramble fighter aircraft.
But his recounting is also replete with details of communications from ground
controllers and radar stations to fighters in the air, including transmissions from
Smirnykh Air Force Base andther bases on Sakhalin that had figured in the
pwypo ETAEAAT Oh 1T OAAOEI ¢ OEA EECEOAOO 061 A
A Al T OA OEOOAIT EIT OAOAADPOGGBENh T OAAOET ¢ OEA EI
the RB47 had escaped, ordering the fightes to return to base’s
The Wakkanai station undoubtedly intercepted a large volume of Soviet
communications concerning other aspects of the incident, apart from the

communications between the fighter pilots and their ground control stations. For

example, Kyodo NewsOADT OOAA AAOI U 11 ¢ 3ADPOAI AAO ¢
ET OAOAADPOEI T OOAOQEITTO OAIT O1T 11T1TEOQT OAA 1T OAZ
OAOGOAT O OI x AODAOO xEAOA OEA +9The DI AT A

communications between Moscow on the one hand anthe Soviet ground
controllers and search units, as they sought to keep Moscow abreast of their

activities, would have been very informative.

AEAOA EO 11 AT OAO OEAO OEA OAOGAI AOGEI T O
AT 001 U ET OAOI O 1 Aor sokiex lliterpcomniultidatiorgih OT 1 1T T |
OOAAAAAET ¢ UAAOO8 /1 w 3ADOAI AAOh A &1 OAEC
AT 11 AAOEIT AADPAAEI EOEAO EAA OAlI OAMAU AAAI

77 Ibid, pp. 322322, 348.
78 Bill Person,Critic Makers: The Ironworks Inciden(Bill Person, 2003), pp. 237, 241, 243.
7031 OEAO ABPIOAOEDT #K@dBdNewsOA A S h

30



COi 0T A OAPAOG xAOA 1 AAA bDOAleESuviei Unionu AT A ¢

promptly changed the codes and radio frequencies used by its aircraft in the Far

WAO0O68 4AEET C 11 -tokiE procdddr&shver©dhdnged asiwall. A

/I TA OAPT OO OAEA OEAORh xEOEEI A &£Ax AAUO 1 E
AT A O1 AAOOGOGATA T11U oenmbp T &£ xEAO EO Al OI A
* ADAT AOGA ET OAIT 1 ECAT AA 1T £Z£ZEAEAT OADPIT OOAAIT U
Al T OAA ET OEA 1 A0O0 OAOGAOAI AAUO88 | AAT O

intelligence-gathering might haA AAAT OAO AAAE AU AO | OAE A«

07EI T EAI #EADI AT h 02 000 Ewashingteh REs Sepliemberades3, p.A x  #1 A
l¢con AT A 3A0T *AiAOITh O$EOAI T OOOA OLos Angeled TorieA
19 September 1983, pp. 1, 15.
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Plate 5
Sign at the main entrance to the JGSDF SIGINT station, Wakkanai,
September 2011
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Plate 6
US AN/FLR12 SIGINT system, DIH SIGINT station, Wakkanai, October 1988
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Plate 7

N~ A s~

The USAN/FLRp ¢ O! OA O BIA SIGINskativd, Wakkanai , October

1988
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Plate 8
DIH SIGINT station (with JASDF JADGE station on the hill behind),
Wakkanai, 4 September 2011
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Plate 9

DIH SIGINT station, Wakkanai, GoogleEarth imagery,
13 September 2012
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Plate 10
J/IFLR system (modified AN/FLR -12),
DIH SIGINT station, Wakkanai,
6 September 2005

37



Plate 11
DIH SIGINT station, Wakkanai,
(with new 8+8 element VHF/UHF DF system atop tower on right -hand
side),
4 September 2011
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Plate 12
JGSDF 16+16 element VHF/UHF DF antenna system, Wakkanai,
October 1988 and 5 September 2005. (Removed by 2011)
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Plate 13
8-element vertical VHF/UHF LPA system, Wakkanai,
4 September 2011
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Plate 14

AN/FLR-12 tower andthe USO! OAOEA O1 xAO8h *' 3%$& 3)' ).
Wakkanai,

October 1988
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Plate 15
J/FLR tower under construction and AN/FLR -12 tower,
JGSDF SIGINT station, Wakkanai, September 1991
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Plate 16
UHF log periodic DF blade antenna and box antennas,
Wakkanai, 1988. (Removed by 2005)
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Plate 17
36-element CDAA, JGSDF Coastal Surveillance Unit 301,
Wakkanai, 6 September 2005
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Plate 18
7-element CDAA, JGSDF Coastal Surveillance Unit 301 Wakkanai,
GoogleEarth imagery, 16 August 2010
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Chapter 3
Rebun Island

Rebun Island is located about 60 km west of Wakkanai, astride the
western approaches into the Soya Strait from the Sea of Japan. Arretaped,
the island has many peaks and cliffs. The population is only about 3,200, most of
who live in the port-town of Kafuka, on the southeast side, with the others in
small remote fishing communities around the coastal fringes. Fairly bleak for
most of the year, it is covered by amazing alpine witlowers in JuneAugust,
when thousands of Japanese touris make daytrips by ferry from Wakkanai to
view the floral extravaganza.

The Rebun Detachment of the Wakkanai station is situated near the
northeastern tip of the island, at the base of Kaneda Promontory. A sign outside
the base gives its coordinates aswWJ ¢ 0] .h ptpd mcj % AT A
northernmost BT ET O 1T &£ OEA *33%$&68 4EA [ AET O1TEO
AAOAAEI AT O 1T &£ OEA *'3%$&860 omp #1 AOOAT 30«
element of its 301 Communications Company, but both JASDF and JMSDF
personnel also work there. (Plate 19)

The Rebun Detachment of 301 Coastal Surveillance Unit was officially
formed in 197981 It was identified as a detachment of the 30:LUnit at Wakkanai
in a Japanese magazine published in May 1987it was mentioned by Jeffrey
Richelson in his study published in 1988, based on information provided to him
by Japanese peace researchers in the mi®80s;83 and it was described as a
AAAEI EOU T &£ OEA *'33%3&860 omp #1 AOOAI 3 000AE
groups in 1991 and 199384

81_ , t o, o ¢ 6 2 AA Cohse,3 OA
Introduction to SUbAAOAOGHh ' 3%$& ¢1T A $EOEOEITT ¥h

at http://www.mod.go.jp/gsdf/nae/2d/unit/butai/bunton/bunton.htmi

2Tetsuo+ Ax Al T OT h O02AT OCAT EUAOQGET T 1 £ ' Oichijikengyh1 £ $ A EAT C
May 1987, in Foreign Broadcast Information Service (FBIS), JPRS Report: East Asia,-JRR&/-

005, 2 November 1987, pp. 11412, at http://www.dtic.mil/dtic/tr/fulltext/u2  /a346884.pdf.

83 See Jeffrey T. RichelsoRpreign Intelligence OrganizationgBallinger, Cambridge,

Massachusetts, 1988), p. 257.

84 ) ol u , [The Alliance, the

SDF, the Constitution and Hokkaigdblokkaido Action Committee, Japan Peace Conference,
October 1991],p. 14; and t Ca3l h | —d u

A J J
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http://www.mod.go.jp/gsdf/nae/2d/unit/butai/bunton/bunton.html

The station consists of a twestorey operations building; a 5metre
diameter radome near the northwestern corner of the roof of the operations
building; a large 3storey building on the eastern side of the hill below the
operations complex;a mast with four VHF LPAs on the northern side of the
complex; a VHF/UHF DF system with separate-&lement VHF and UHF DF
arrays; and four tall masts holding HF wires, forming a large diamond around the
operations area. (Plates 20 and 21) According to lotaesidents, the present
station was built around 1997-98; all of the construction materials, equipment
and even the construction workers were brought from Honshu and Hokkaido.

It has also been the subject of spurious claims. For example, it was
asserted in 1993 that the station at Reburto is one of the places used to

intercept US communications going into and out of Japé&h.

, Ca3l C 18th 93C 10 [Matsui

- AOGAOORh O,TTEETGC AO .Ax $AOATTPI AT OO AT A #EAT CAO EI
CommitteeInternational Conference, C35ub-committee; and 18th National Base Struggle

| AOEOEOOO #i1 FAOAT AA j/ AOT ARO pwwoqdh (FEEAEAT O0AAA
1994], p. 7.

8 Peter Schweizer& OEAT AT U 3DPEAOd (1 x ! I AOEploAagedo StealiomA O | OA 5 ¢
Secrets(The Atlantic Monthly Press, New York, 1993). 83.

a7



Plate 19
Signs at the entrance to the Rebun SIGINT site
(JGSDF Coastal Surveillance Unit 301),

Rebun Island
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Plate 20
JGSDF Coastal Surveillance Unit 301, Rebun Island

Source: Ministry of Defense photograph
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Plate 21
JGSDF Coastal Surveillance Unit 301, Rebun Island, 7 September 2005
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Chapter 4

Maruyama, Cape Soya

The Wakkanai station also maintains & AOAAETI AT O AO - AOOUAI A
i 7T 01 OAET6qh A O1 01 AAA EEI T poy 1 AOOAO EECE
tip of Cape Soya, about 27 km to the northeast of the main Wakkanai site. Cape
Soya is the northerrmost point of Japan (45° 31" N, 141° 56" E9nd the site of
the Soya Peace Park, various interesting memorials (including one dedicated to
the victims of KAL-007), and the remnants of an Observation Station built in
1904 to monitor Russian naval movements through the Soya Strait. The listening
station is situated at the highest point on the Cape, in the middle of lush dairy

cattle farms.

The Maruyama station was established on 1 November 198%It was
OADPT OOAAT U | AET OAET AA AU yn DAOOITTAI FE
Surveillance Unit in August 198870 AOOT T 1 A1 £Z01T i OEA *13%$&60
Collection Unit No. 1 at Wakkanai have also been noted at the faciktyAs of
/| AOT ARO pwwph OEA 53 ' EO &1 OAAGO %w3# AO -
detachment at Maruyamab®

The operations building is a hree-tiered concrete structure, with a 9
metre diameter radome atop the second tier and two %netre diameter radomes
on the roof of the top tier. There are about nine horizontal and vertical VHF/UHF
LPAs around the building, as well as a mast with two-&ement UHF and VHF
Doppler DF arrays, identical to the system at Rebun Island, and a tower with a

microwave dish pointing southwest to Wakkanai. Four of the horizontal VHF

8 301 ., aQyy0oQwh fO*' 3%$& onpOO # Wikigeda-/ ACAOOAODEI
Japanesk at http:// ja.wikipedia.org/wiki/ 301 .

87 ¢ g 8 8 " wdJ 81988 8 30 ,[Sato Yuji,

O7AEEAT AE - EI EOAOU "AOAGh 2APT OO0 1T &£ 6EOEOET ¢ 0AAAA
88 _ ) o u ., [The Alliance, the

SDF, the Constitution and Hokkaiddpkkaido Action Committee Japan Peace Conference,

October 1991],p. 14; and t Ca3l h | —d u o, ,

1993 , Ca3l C 18th 93C 10 [Matsui

-AOAOOR O,TTEETGC AO .Ax $AOGATTPI AT OO AT A #EAT CAO EI

Committee International Conference, C3bub-committee; and 18th National Base Struggle

ADEOEOOO #11 EAOAT AA j/ AOT AAO pwwoqdh (1 EEAEAT OAAAR
1994], pp. 69.

89 The Alliance, the SDF, the Constitution and Hokkajulal4.
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LPAs are attached to a steel mast (identical to the VHF LPA system at Rebun),
while another four, pointing northeast, are attached to the tower holding the
microwave dish. There is also a-Bnetre tower with a vertical VHF/UHF LPA on
the roof. There are also two other masts on the eastern side which each hold
large VHF antennas. (Plates 22and 23) There is a small car park near the
entrance on the northeastern side, with about six cars and room for only a few
more.

Japanese peace researchers who visited the site in 1988 reported only
three antenna systems, these being the UHF and VHF Dopgdld- arrays and the
VHF/UHF LPA on the roof the operations comple®.Photographs taken in 1991
show the 9metre diameter radome on the second tier, and also a-rhetre
diameter radome and a cylindrical radome on the roof of the third tier (Plates 24
and 25); the latter two were replaced by the two 5metre diameter radomes by
2005. The two sets of four horizontal VHF LPAs had not yet been installed in
199191

90 g g 8 8 1988 11 28 ¢ 3AO01T 9DEEHN
Report on Wakkanai Intelligence Bags® h -2%Qptober 1988].
- AOOOEh O,1TTEET C 80 DA xeagd8 AOGAI T bi AT OO
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Plate 22
JGSDF Coastal Surveillance Unit 301, Maruyama,
4 September 2011
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Plate 23
JGSDF Coaal Surveillance Unit 301, Maruyama,
4 September 2011
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Plate 24
JGSDF Coastal Surveillance Unit 301, Maruyama, 1991
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