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ABSTRACT

Ballistic missiles are central to rogue states’ strategies to deter and coerce
Western democracies in the post-Cold War world. The proliferation of
missiles of longer and longer range continues throughout the world, and
Australia may come within the range of missiles from North Korea and Iran
in the coming decade. Regarding rogue states’ ballistic missiles, the United
States, Japan and some members of NATO are moving from a posture of
deterrence through nuclear punishment to a posture of deterrence through
denial. Australia, as a beneficiary of the extended US nuclear deterrent, will
have to decide whether to participate in ‘extended’ US missile defence.

Various elements of a ballistic missile defence system, effective against
the whole threat spectrum, are under development. The technical limitations
of these systems and the importance of the BMD systems architecture (shoot-
look-shoot capability, layered defence) make it important to define what
role Australian BMD systems should play in the overall BMD architecture
and what exactly Australia wants to achieve with its BMD systems:
defending the Australian homeland against direct or seaborne attack,
defence of forward deployed troops or strengthening the US alliance. Each
of these missions leads to a different prioritisation of available BMD systems,
and no system (for example the SEA 4000 destroyer) will be able to achieve
all missions. After looking at the technical aspects of several possible
Australian BMD architectures, the paper concludes with recommendations
for Australia’s BMD policy.
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BALLISTIC MISSILE DEFENCE FOR AUSTRALIA:
POLICIES, REQUIREMENTS AND OPTIONS

Stephan Frihling

CHAPTER |
INTRODUCTION

The first ballistic missiles and nuclear weapons were used in anger
nearly sixty years ago, and the knowledge about their existence and
construction is here to stay. As the general level of commercially available
technology and the quality of manufacturing equipment improve, it will be
increasingly easy for determined states to build both. As long as states are
willing to use force to impose their will on others, arms control and export
controls regimes will only delay their proliferation. In the history of mankind,
no single example exists of a weapon system being abolished worldwide
for any reason other than technological obsolescence (and even this is very
rare). History shows that for a determined regime, the political and military
value it places in ballistic missiles can only be reduced by the development
of active and passive defensive measures.

No one today can imagine times past when humans mastered travel
over the sea and communities along coastlines and rivers had to cope with
the threat of invasion and attack from a new direction. Countless ancient
lookout posts, fortresses protecting harbours, coastal batteries, and the
monumental Atlantikwall of Festung Europa are testament to the reaction of
humans around the world who tried to protect themselves, sometimes with
success and sometimes in vain. More recently, just a blink of an eye ago in
historic terms, the threat from airplanes and zeppelins signalled that warfare
had again reached another dimension. The instinct of soldiers and airmen
to shoot at the new machines with pistols, rifles and improvised anti-aircraft
guns proved quite effective at first. But, as the technology of aircraft rapidly
developed, it became fashionable to assert in certain circles that ‘the bomber
always gets through.” Fear of the destructiveness of modern warfare was as
abundant as the reluctance to spend money in peacetime to prepare for war,
and the unwillingness of the British Army and Royal Navy to discard old
tactics and budgets. Great Britain was left with an obsolete fighter force that
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could have been decisive in the Second World War, had the situation not
been changed just in time by military commanders and politicians who
recognised the fallacy for what it was. Today, anybody suggesting that air
defence was technologically hopeless and that states should not spend
money on it would be rightly regarded as a fool.

Sooner or later, states that are threatened with ballistic missiles will
again have to confront their need for ballistic missile defences (BMD) and
decide whether they want to invest in such a system, seek alternatives or
resign in the face of their vulnerability. From the late 1940s until the early
1970s, Great Britain and then the United States worked on BMD systems.
They decided to counter the Soviet threat with nuclear deterrence only, which
was seen as an alternative to active defences and incompatible with them.
Strategic defences, including BMD, became seen as ‘destabilising’, as they
‘endangered’ the other side’s offensive deterrent and could lead to the
‘feasibility of a first strike.” The ABM treaty, negotiated together with the
SALT | treaty, strictly limited the extent of permissible BMD systems and
became the ‘cornerstone of arms control.” The debate on the wisdom of this
policy never ceased, especially since the limitations in offensive arsenals
that were to accompany it never materialized. The Strategic Defense Initiative
(SDI) that President Reagan announced on 23 March 1983 was thus less
“an effort which holds the promise of changing the course of human
history,”* as he claimed, than a return to the instinctive and proven reaction
of mankind to the appearance of a new weapon system. The efforts that
were begun by the Strategic Defence Initiative Organization (SDIO) in the
United States were continued, under politically and financially more difficult
conditions, by its successors, the BMDO (Ballistic Missile Defense
Organization) and MDA (Missile Defence Agency). These efforts recently
led to the third deployment decision for strategic missile defences in the
United States in May 2003. The first resulted in the Safeguard system
becoming operational for one day at Grand Forks in 1975, while the second
was the first Bush administration’s decision to deploy GPALS (Global
Protection Against Limited Strikes).? Different BMD systems are be developed
in Europe and the United States, and will enter active service in the coming
years.

The technological feasibility of non-nuclear BMD systems is just one
reason for the ‘catching-up’ of the defence against the ballistic missile. A
second reason is that, as mentioned above, ballistic missiles are proliferating
and will continue to do so. Proliferation was somewhat controlled during
the Cold War, either directly through export controls or through the influence
of the superpowers on their allies or client states. Yet today, ballistic missiles
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are produced and used by rogue states, which are not restrained by a
protecting power in either ambition or action. Iraq launched some 190 Scud
missiles at Iranian cities over six weeks in 1988, causing 8000 fatalities
(including 6000 wounded) and a quarter of the population of Teheran to
flee.®* Two years before, Libya had launched one* or two® Scud at an American
base on the Italian Island of Lampedusa. Neither event had enough direct
consequences for the West to be fully noticed at the time as the omen they
were. A third reason is that the limited effectiveness of the Patriot batteries
(that took a great effort to be transported to Saudi Arabia and Israel in 1990/
91) left little doubt that the deployed theatre missile defence capability still
lagged well behind the requirements for intercepting even basic ballistic
missiles. A fourth factor is the widespread belief that deterrence, which is
often believed to have ‘worked’ during the Cold War, will be subject to more
friction after the breakdown of the bipolar world order. Accordingly, it
cannot be the only basis of Western security in the face of rogue states led by
leaders with (quasi-)religious motivations and limited knowledge of, and
appreciation for, Western vital interests and policymaking.

In the absence of a BMD policy, Australia de facto chooses a combination
of accepted vulnerability and dependence on the United States. Ballistic
missiles and ballistic missile defences are here to stay and will be on the
minds of Australian warfighters for generations to come, just as the problem
of air defence is now ingrained in military thinking. With the maturity of
missile defence systems in the United States and — on a limited basis — in
Europe, the need for Australia to define its position has become more pressing.
The procurement of BMD assets is now a viable possibility and the United
States is actively exploring the willingness of its allies to cooperate in a
global BMD system.® This paper will therefore outline Australia’s
requirements and options in any defence against ballistic missiles, and
address the key questions likely to be raised in the coming debate on BMD.

The following sections deal with the ballistic missile threat, policy
options to deal with such a threat, the technology of missile defence systems,
and Australian BMD architectures. Chapter Il will examine the role of
ballistic missiles in an asymmetric strategy by rogue states aimed at the
coercion and deterrence of Western nations. It will present an overview of
ballistic missile proliferation, the missile programs in China, North Korea
and Iran, and detail some ‘wildcard’ scenarios that also require review in
any threat assessment. The relationship between deterrence and defence in
responding to the threat from ballistic missiles will be analysed in Chapter
II1. This discussion identifies four basic policies in countering a ballistic
missile threat to Australia, varying in their emphasis on nuclear deterrence
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and the role of the US-Australian alliance. Chapter IV introduces the
fundamentals of BMD technology, concentrating on kinetic kill systems. It
gives an overview on available systems that are currently being developed,
mainly in the United States. Chapter V examines the policy and architecture
options for an Australian BMD system. One must first identify the goals
that Australia could try to achieve with such a system. Second, the capability
of the US BMD system will be crucial for prioritising Australian investments.
The third section of Chapter V develops several Australian BMD
architectures in more technical detail. Finally, Chapter VI offers concluding
remarks and six recommendations.

Some points, which are either omitted or only briefly covered in the paper,
warrant a mention. First, only active defences that intercept ballistic missiles
in flight are considered in this paper (the one exception being in the last
section of Chapter V). Not included are passive defences, including civil
defence, and ‘pre-boost-phase’ intercept through the destruction of missiles
and launch vehicles on the ground, primarily by air power and special
forces.” They are an important part of, but not central to BMD, and the
capabilities necessary for these missions are used primarily for ‘normal’
military operations against elusive targets in general, or currently receive
attention in the fight against terrorism with weapons of mass destruction.
Second, the technological and financial rewards that Australian industry
could derive from an Australian BMD program or participation in allied,
especially US efforts, are not the subject of this paper since they are not
directly related to the strategic issues involved.® Third and most importantly,
this paper will only superficially consider the consequences of BMD
programs for the overall budget and defence expenditure. No architectures
are included herein that would be more expensive than other major defence
procurement programs. Yet, within the current budget projections, no major
BMD program could be funded without sacrificing other capabilities.
Threats to national security tend to arise independent of domestic budgetary
discussions, and whether or under what conditions the Australian
parliament will in the end decide to fund programs described herein lies
outside the scope of a study of the strategic and technological aspects of
ballistic missile defence.



CHAPTER 11
THE THREAT FROM BALLISTIC MISSILES

The threat from ballistic missiles has to be seen in the context of the post-
Cold War emergence of rogue states as a major threat to Western security
interests. During the 1990s, Australia participated in operations aimed at
containing, controlling and defeating rogue states, and therefore needs to
anticipate conflict with such regimes in the future. Ballistic missiles will
play a significant role in such situations on a tactical level, where they will
hinder operations, cause casualties and bind forces in air defence missions;
and on a strategic level, where they serve as a means for coercion and
deterrence.® The following observations on the asymmetric strategy of rogue
states will therefore set the backdrop for a discussion on both the nature of
intelligence information on ballistic missile deployments, and the
development programs in those states of special concern to Australia.

Rogue State ‘Asymmetry’ Against Australia

No accurate map of the world shows two identical and symmetrical
states ‘A and B’. War is always fought between states or coalitions that
differ from each other in various respects. States differ in the type of world
order they try to advance and the interests that lead them to conflict. Since
the nature of war is purely competitive, each opposing side will use its
relative strength against the other’s relative weakness; thus asymmetry is
an intrinsic element of warfare.’® During the Cold War, the Soviet Union
exploited its geographic asymmetry vis-a-vis the Western Alliance, i.e., it
reigned over a contiguous empire while vast bodies of water separated the
United States the states it protected. This distance posed a credibility problem
for the United States when making security guarantees, a problem which
the Soviet Union tried to exacerbate by directly threatening North America
with ballistic missiles. After dragging deployment decisions on missile
defence systems into the mid-1970s, the United States reacted to this Soviet
threat with the development of the doctrine of Mutually Assured Destruction
(MAD). Inthe framework of MAD, each side’s ballistic missiles-were viewed
as a stabilizing force that would raise the cost of a major conflict to allegedly
‘intolerable’ levels. Missile defences were limited by the ABM treaty, so, it
was hoped, neither side could risk a second strike by the other. Assured
that this condition held true for both sides, neither the Soviet Union nor the
United States — according to this logic — would need to strike first to preempt
an attack.!! The basic aim of MAD was to create stability between two equal
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blocs, and thus guarantee the survival of both, by making sure that each
could ‘kill’ the other.

Post-Cold War Asymmetry

The end of the Cold War led to a decline of the Western habit of thinking
of stability in terms of equal strategic balances,'? and to a rediscovery of
asymmetry in strategy. Conflicts between the so-called rogue states and the
West — under leadership of the United States — are in general characterised
by a dual asymmetry of interest and overall capabilities: While only the
allied nations have the military capability to topple hostile regimes or to
simply obliterate these nations, the stakes their enemies have in regional
conflicts are much greater than the interests of the United States or coalition
partners like Australia. Although a Middle East dominated by Iran or
Saddam Hussein, a North Korean bid for forceful reunification of the
peninsula or a Chinese invasion of Taiwan constitute serious threats to the
national security of Western nations and to global security,”® such events
do not directly threaten the viability of Western nations as independent
liberal democracies, like a Soviet control of Western Europe would arguably
have done. In the context of the post-Cold War and post-9/11 world,
asymmetry can thus been defined as levering inferior tactical or operational
strength against Western vulnerabilities to achieve disproportionate effect with the
aim of undermining Western will in order to achieve the asymmetric actor’s strategic
objectives.** This paper will use the term ‘rogue state’ for relatively weaker
powers that use such asymmetric strategies against the West.

Urban warfare, terrorism, WMD threats, information warfare,
cyberwarfare, environmental sabotage, denial of space access, psychological
operations, ballistic missiles and cruise missiles are just some examples of
strategies and threats that have all been included in the concept in one form
or the other.’® The common factor among these strategies is that their
threatened use raises the expected cost of a Western intervention in a regional
crisis, and thus influences the cost-interest calculation that ultimately
underlies a decision to deploy troops abroad. For a rogue state, the Allied
nations’ willingness to fight is the centre of gravity since they have a choice. A
rogue state will thus aspire to threaten costs in military or civilian casualties
on a corresponding level to the Western interest involved.®

As a liberal democracy, the safety and well-being of its population and
its national territorial sovereignty are Australia’s prime interests. Threatened
with direct harm to their populations, through WMD delivered by terrorists
or ballistic missiles, Australia and other Western nations may choose to
refrain from intervening abroad in the first place. For example, during the
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first Gulf War, Iraqg managed to enlist the support of various terrorist
organisations for attacks against allied targets throughout the world, though
these attacks were mostly thwarted by counterterrorism operations.'” Covert
action by rogue states — like the bombing campaign in Paris organised by
the Iranian secret service during the mid-1980s — gives the rogue state less
plausible deniability, but more control over timing, method and targets than
the support of terrorists. Yet covert action and terrorism have only limited
value in deterring Western intervention. By its very nature, such activity
requires the enemy to be unaware of it, and any revelation before its execution
endangers the operation. Delivery of WMD by ballistic missile on the other
hand needs only a short time to prepare, and missiles remain under the
control of a small unit within the military forces of the enemy state: “An
unpiloted missile cannot question its launch order.”*® The loss of precious
assets and the discovery of attack plans are thus much less likely and, for
the purposes of deterrence by rogue states, ballistic missiles are far more
useful than covert delivery methods.

The Continuing Nuclear Age

Prime examples of successful asymmetric strategies in the age of “post-
heroic warfare” (Edward Luttwak)® are Beirut 1983 and Mogadishu 1993.
Both constituted little more than tactical defeats, yet let to a change in the
expected cost of achieving the US goals — a change that led both to the
decision to retreat and to the sacrifice of — relatively minor — US national
interests.?’ But the asymmetric attacks on 9711 and the Bali bombings failed
to destroy the targeted states’ resolve and although also representing tactical
successes, were overall strategic failures. Rogue states aim to achieve
“Mogadishu, not Pearl Harbor”? but, when confronted with an adversary
employing an asymmetric strategy, Western nations are inevitably posed
with a difficult decision: Do they give up an important national interest to
avoid asymmetric attacks, or do they commit to resisting the rogue state and
thus risk significant civilian and military casualties if the enemy
underestimates the willingness of the Allied nations to sacrifice blood and
treasure? Far from contributing to stability, ballistic missiles in the hands of
any rogue state will undermine the ability of Western nations to defend the
relatively benign world order against hostile regimes.

It needs to be realised that what was once known as the ‘nuclear age’ is
not over, and the massive destructive potential of nuclear weapons did not
vanish with the Cold War. Fred C. Iklé remarks that
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[a] century and a half into the Industrial Revolution, advances
in science and technology have reached the stage where leading
industrial nations can make weapons of mass destruction that
are so lethal relative to their size and weight that they can be
used . . . for the purpose of annihilating a country’s society
without first defeating its military forces.. . . [W]hile the term
“nuclear age” was in vogue forty years ago, it is rarely used
today. ... During a prolonged period of almost unprecedented
international tension, the United States encapsulated the
nuclear revolution in military affairs within a cocoon of non-
use.?

Whether the conditions that contributed to nuclear non-use in combat
during the Cold War will prevail in the future is far from certain, and nuclear
weapons have the technological potential to seriously threaten the security
of modern societies. Even if rogue states cannot match the technological,
military and financial strength of the West, they can still pose an existential
threat to modern societies if they deploy nuclear weapons, and maybe also
certain biological ones, on ballistic missiles.

The West is not interested in the annihilation of societies, and its military
community does not plan for it. But nuclear and biological weapons make
it possible for interested regimes, in principle, to do so. Williamson Murray
and MacGregor Knox warn that

[t]he Cold War is over but nuclear weapons remain; their future
pacific influence in the hands of rulers less responsible than
those of the Cold War era should be a perennial subject of
anxious speculation.?

The strategic effectiveness of a threat to annihilate the enemy’s society?
served the West well during the forty years of the Cold War, and one must
not forget that other states might find it appealing again.® As sobering as
such thoughts are even in a post-9/11 world, they provide the background
for thinking about the threat from ballistic missiles tipped with nuclear
warheads. In the words of Greg Sheridan: “That our [Australia’s] survival
as a nation is by no means assured is a reality we rarely contemplate.”?
Rogue states try to achieve their aims by reminding Western populations of
this reality.

Australia as a Rogue State Target

Critics of missile defence often agree on the existence of rogue states’
missiles, but doubt that they have an intention to use them, especially against
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small and far-away countries like Australia. While seemingly intuitive,
such an argument fails to take into account the situation in which these
missiles are used. Rogue states do not have any interest in conflict with
Australia per se, but that does not mean that conflict will not occur. The
Australian Government sees the support of global stability and the prevention
of the spread of WMD as one of the country’s strategic objectives.?” Since
their participation in the Second Gulf War in 1991 to liberate Kuwait,
Australian forces have been maintaining a presence in the Persian Gulf
region. Australia also participated prominently (given the size of its
population) in operation Enduring Freedom, and is today closely involved in
the management of the North Korean crisis. The government stated in 2000
that

[t]he air and naval forces we develop for the defence of
Australia will provide the Government with a range of options
to contribute to coalitions in higher intensity operations against
well-armed adversaries,?

and Special Forces have emerged as a third major asset for these
operations since the War in Afghanistan. It is highly probable that the ADF
will commit air force and navy assets and special operators to rogue state
conflicts in the future.

Hostile states like North Korea, Iran, Libya, and Syria all produce and
field different SCUD missile variants, sometimes numbering in the hundreds.
Other states with ballistic missile capabilities like Yemen, Egypt, Saudi
Arabia and Pakistan are currently not openly hostile towards Australia
and other Western countries, but face internal unrest and are situated in a
region with a history of sudden ‘historic’ setbacks for Western security.
Within the Australian neighbourhood, Vietnam and China both possess
ballistic missiles. The Australian Government recently stated that

[g]liven the prospect of the ADF operating more often with our
allies and friends in regions under threat of WMD delivered
by ballistic missiles, Australia supports the development of
effective missile defences to protect deployed military units.

It seems highly likely, if not certain, that Australians will find themselves
at the receiving end of ballistic missile trajectories in the future, be it
Australian troops deployed abroad or even Australians at home. As has
been noted above, ballistic missiles are an attractive tool for rogue states to
deter a Western intervention and the Australian homeland is thus a potential
target. While the threat to troops deployed abroad is acute and short-range
missile capabilities are present in a variety of rogue states, some states are
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working on missiles that could reach Australian territory proper, as described
in more detail below.

Although Australia’s population lives on one of the most sparsely settled
continents, it is concentrated in just a few cities. The capital cities of all
states and territories lie on or not far from the sea, making them vulnerable
to seaborne attack. Three of them are located in the South Eastern corner of
the continent and thus more distant from rogue state territory than Brisbane
and Perth. 4.2 million people live in Sydney, 3.5 million in Melbourne, 1.7
million in Brisbane, 1.4 million and 1.1 million in Perth and Adelaide,
respectively. These five cities alone contain 60% of the Australian population
in small geographic areas,® which are nevertheless large enough to be hit
by missiles with a Circular Error Probability (CEP)* measured in kilometres.
They are thus convenient targets for asymmetric attacks aimed at the coercion
and deterrence of the Australian Government.

Critical infrastructure,® whose destruction would have a debilitating
effect on Australia’s national security or economy, is also considered a likely
target for asymmetric attacks. Current ballistic missiles developed by rogue
states are for the most part too inaccurate to destroy point targets with
conventional warheads, leaving only nuclear munitions or certain chemical
and biological warheads for such a mission. The destruction of
infrastructure targets near urban areas with nuclear warheads is nhot much
different in its consequences from a countercity attack, but Australia is home
to at least one installation that must be considered a possible separate target
from its main population centres. The Pine Gap facility, located near Alice
Springs, controls US Signals Intelligence (SIGINT) satellites and, as of 2000,
was staffed by approximately 420 Australian and 455 US personnel.®® It
also houses a Relay Ground Station (RGS) that connects the US Master
Control Station (MCS) in Colorado with US DSP/SBIRS* ballistic missile
early warning satellites.®* Since these satellites form part of the US missile
defence system, former Prime Minister Malcom Fraser called the Pine Gap
facility a “prime target for attack” which “will create considerable danger”
for Australia’s security.®* Yet, in the redundant Command and Control (C?)
system for the DSP/SBIRS satellites, Mobile Ground Terminals (MGT) and
other mobile ‘tactical’ ground stations have made a single RGS like the one
at Pine Gap relatively unimportant for the operation of the satellites.’” Also,
while the SIGINT facility is certainly a high value target, it is not part of a
command chain of combat forces and thus not essential for the conduct of
military operations in the short term. Except for the unlikely scenario of a
global decapitation strike against the United States — arguably still within
the Russian nuclear capability — Pine Gap is unlikely to be targeted for
strictly military reasons.
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Yet, a facility like Pine Gap might be an attractive target for a nuclear
attack since it would be difficult to find a proportional response to its
destruction by a ‘warning shot’. The casualties would mostly consist of
military or intelligence personnel and their number would be relatively
limited, and the decision on the response would involve both the US and
Australian Governments, including possibly diverging public pressures in
both countries.®® An attack on Australia is made less likely by Australia’s
distance and the size of its military forces: its contribution to coalition
operations will always be small, and a strike against Australian targets
could signal an aggressive intent to much more powerful states closer to the
rogue state. But if Australia remained undefended against ballistic missiles
while the United States and other US allies like Japan and NATO fielded
BMD systems, such an attack might be more likely than today. While
valuable missiles shot at protected targets run the danger of being lost,
Australia might be seen as a tempting hostage to put pressure on Washington
even if it was not directly party to the conflict at hand.** Missile defence
systems might also contribute to the feeling of security of states
geographically closer to the rogue state, reducing the danger to it of using
missiles against an undefended Australia.

The Ballistic Missile Threat to Australia

When discussing ballistic missile development by hostile states, it is
important to remember that these programs are highly secretive and clouded
by deception. The information publicly available on programs in, and the
intentions of, Iran and North Korea — the rogue states of biggest concern to
Australia — is therefore neither fully reliable nor complete, although
observations on technological capability, devoted resources and technology
transfer can be extrapolated to estimate future capabilities. Certain ‘wildcard’
scenarios, especially the proliferation of ballistic missiles through the grey
market and seaborne attack, have also to be considered. They are threats
that can appear at present and in the future, but are by their nature difficult
to detect in advance.

Intelligence and Uncertainty

In general, the number of potential failures in the process of collecting
and analysing intelligence information is legion.® Such failures can concern
either the assessment of enemy capabilities or of enemy intentions or both.
Examples from relatively recent history abound. A spectacular failure were
the assessments by Western intelligence services on the state of the Iraqi
nuclear program before the 1990-91 Gulf War. That Iraq also possessed an
extensive secret biological warfare program became known only after high-
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ranking defections in 1995, despite four years of ongoing UNSCOM
inspections.*r Recent examples relating to rogue states include the
unexpected launch of a long-range Taepo Dong missile by North Korea in
1998 and the launch of a medium-range missile by Iran that same year.*
The North Korean uranium enrichment program, begun after 1995, was
only discovered by US intelligence services in 2000.4

Rogue states do not indigenously produce WMD or ballistic missiles in
their entirety, but rely on the importation of components and the cooperation
of other states, up to the importation of whole systems (e.g., North Korean
missiles). CIA Director George Tenet testified before Congress that

[w]ith the assistance of proliferators, a potentially wider range
of countries may be able to develop nuclear weapons by
‘leapfrogging’ the incremental pace of weapons programs in
other countries.®

North Korea, Pakistan and Iran have cooperated in their nuclear
programs since the mid-1980s.¢. In exchange for missile parts, North Korea
received Pakistani help with its centrifuge based uranium enrichment
program.?” It reportedly shared some of this technology with its Iranian
partners who, by providing the opportunity to test missile engines outside
North Korean territory, can conceal this activity. North Korea may even
produce uranium in Iran,”® which was discovered recently to operate
enrichment centrifuges.® In addition, Iran is cooperating with Syria in the
production of Scud missiles.*®

In 1998, the Commission to Assess the Ballistic Missile Threat to the
United States — better known under the name of its chairman as the
Rumsfeld-Commission — looked in more detail into the intelligence
problems concerning the assessment of rogue state ballistic missile
capabilities and concluded the following:

Deception and denial efforts are intense and often successful,
and U.S. collection and analysis assets are limited. Together
they create a high risk of continued surprise.

The question is not simply whether we will have warning of
an emerging capability, but whether the nature and magnitude
of a particular threat will be perceived with sufficient clarity
in time to take appropriate action. . . .

[TThe fact that there are delays in discovery of those activities
provides a sharp warning that a great deal of activity goes
undetected.!
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The Commission therefore based its findings on the available information
on rogue state missile programs as well as on an assessment of the
technological challenges of missile development, the known history of trade
in missile technology between rogue states, the scope of inputs that a country
devotes to its programs, and its general level of technological expertise.s
Based on this assessment, it estimated the time that a country needed to
develop a missile capable of reaching the United States, even if a decision to
do so was a ‘known unknown’ and had not been detected. Acknowledging
that

[t]his approach requires that analysts extrapolate a program’s
scope, scale, pace and direction beyond what the hard evidence
at hand unequivocally supports,

the Commission insisted that

[w]hen strategically significant programs were assessed by
narrowly focusing on what is known, the assessments lagged
the actual state of the programs by two to eight years and in
some cases missed significant programs.*

Technologically speaking, the most difficult aspects of the production of
longer range ballistic missiles are the staging of the missile, the construction
of powerful engines and the development of guidance systems. Technical
information on all of these is widely known and published in principle, but
their development in practice requires extensive experience and testing and,
in some cases, sophisticated manufacturing equipment.® The inclusion of
such technological considerations into the intelligence assessment can avoid
mirror-imaging in making assumptions on system development processes
that can be quite different in rogue states than those of typical Soviet and
Western weapons programs. North Korea, for example, deployed the No
Dong missile after what was believed to be a single successful test flight.%
This does make strategic sense since requirements for reliability and accuracy
of rogue state missiles are substantially different than those for ‘normal’
weapons systems: To fulfil their role in the asymmetric strategy, the existence of
a credible general capability to hit civilian populations in Western countries is
more important than the success of a specific attack.

A large part of every ballistic missile threat assessment thus rests on
assumptions, and is prone to over- and under-estimation alike. This does
not invalidate such predictions or make them less important; it is rather
simply inherent to the problem that certainty cannot be achieved. The
Australian Government’s Defence 2000 paper remarks that

13
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[d]ecisions about the development of our armed forces can have
time frames of 20 years or more. Our defence decisions today
therefore need to consider the strategic environment we might
face after 2010.%¢

Acquiring a missile defence system would certainly require a time-frame
of not less than the remaining seven years until 2010. The decision to field a
missile defence system therefore has to be based on intelligence of some uncertainty,
unless Australia is prepared to risk an even longer ‘window of vulnerability’.

Ballistic Missile Proliferation

Keeping in mind the cautionary remarks made in the preceding section,
itis possible to briefly summarise what is known about missile developments
in states that are potentially hostile to Australia. North Korea, China and
Iran are such cases, and will be examined in more detail since they are
working on advanced missiles that can currently, or will shortly be able to,
strike Australian territory. Russian missiles have an even better capability
but the likelihood of conflict with Australia is much smaller, while openly
hostile states like Syria or Libya are technologically behind China, Iran and
North Korea. However, since they too field missiles that would threaten
Australian troops deployed abroad, their programs require inclusion in
any full account of the ballistic missile threat, an undertaking too large for
the scope of this paper. Table 1 gives an overview on ballistic missile
capabilities that would have to be included in such an assessment. A most
general summary is that “[a] decade ago the Scud was the emerging missile
of concern. Today it is the Nodong.”® Tomorrow’s rogue state missiles will
be the ones which are able to reach Australia.

Table 1

Ballistic Missile Proliferation

Country  System Range (km) Payload (kg)  Origin Notes
PRChina CSS-8 230 Indigenous Two stage, first solid, second
liquid. Road-mobile.
CSS-X-7 300 500 Indigenous Solid fuelled. Road-mobile.
CSS-6 600 500 Indigenous Solid fuelled. Road-mobile.
CSS-2/DF-3 (3A) 2,800 1x3.3MT Indigenous
CSS-3/DF-4 5,500 1x3.3MT Indigenous
CSS-4/DF-5 (5A) 13,0000 1x4-5MT, Indigenous
MIRV tested
CSS-5/DF-21(5) 1,800 1 x 200-300 kt Indigenous
(21A)

DF-31 8,000 1 x 200-300 kt Indigenous Indevelopment
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CSS-N-3/Julang-1 1,700 1 x 200-300 kt Indigenous SLBM, not operational
CSS-N-4/Jjulang-2 8,000 1 x 200-300 kt Indigenous SLBM, in development
Egypt Scud B 300 1,000 USSR/DPRK
Project T 450 1,000 Indigenous/DPRK  Improved Scud
Scud C 500 600 DPRK
India Privithvi-150 150 1,000 Indigenous/USSR  From Russian SA-2,
Army missile
Privithvi-250 250 500 Indigenous/USSR  From Russian SA-2,
Air Force missile
Dhanush 250 500 Indigenous Nearing deployment
Privithvi-350 350 500 Indigenous/USSR ~ From Russian SA-2,
indevelopment
Agni-l 600-750 1,000 Indigenous/US/ Tested, to be fired
France from road- or rail-
mobile launchers
Agni-l 3,000 Indigenous In development
Surya Estimates from Indigenous From Polar Satellite
3250 to Launch Vehicle, in
8,000-12,000 development
Iran M-7 (CSS-8) 150 190 PRC
Scud B 300 1,000 Indigenous/DPRK
Scud C 500 600-700 DPRK
Shahab Il 1,300 800-1000 ? Indigenous/DPRK  Declared operational
Russia in July 2003
Shahab IV 2,000 Indigenous/DPRK  Indevelopment
Russia
Libya Scud B 300 1,000 USSR Operational status
questionable
North Korea Scud B 300 1,000 USSR
(DPRK) Scud C Variant 500 600-700 Indigenous
No Dong 1,300 700-1,000 Indigenous Single stage, liquid
fuelled missile
Taepodong | 1,500-2,000 1,000 Indigenous Combined Nodong
and Scud, tested
1998
Taepodong Il 3,500-5,500 1,000 Indigenous In development
Pakistan  Hatfl 80 500 Indigenous
Hatf I1/Abdali 180 500 Indigenous/PRC ?
Hatf 111/ Ghaznavi/ 290 500 Indigenous/PRC
M-111
Shaheen 700-750 500 Indigenous/PRC?  Solid fuelled
Ghauri I/HatfV/ 1,300 500-750 Indigenous/DPRK
Nodong
Ghauri ll 2,000 ? 700 Indigenous/DPRK  From Nodong, tested
Shaheen Il 2,000/ 1,000 ? Indigenous/DPRK? Road mobile, two
2,500 stage missile
displayed in parade
in 2000
Ghauri lll 2,700-3,500 Indigenous/DPRK  Engines tested in

1999
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Russia Scud B 300 1,000 Indigenous
SS-21 100-120 Indigenous Solid fuel
SS-X-26 300 Indigenous Solid fuel
Iskander-E 275 Indigenous Solid fuel, for export

SS-18 Satan (RS-20) 11,000 10 x 5507750 kt Indigenous
SS-19 Stiletto (RS-18) 10,000 6 x 5507750 kt Indigenous
SS-24 Scalpel M1/M2 10,000 10 x 550 kt Indigenous

(RS-22)
SS-25 Sickle (RS-12M) 10,500 1 x 550 kt Indigenous
SS-27 (Topol-M) 10,500 1 x 550 kt Indigenous
SS-N-18 Stingray 6,500/8000 3 x 200 kt Indigenous SLBM
(RSM-50)
SS-N-20 Sturgeon 8,300 10 x 100 kt Indigenous SLBM
(RMS-52)
SS-N-23 Skiff 8,300 4 x 100 kt Indigenous SLBM
(RSM-54)
Saudi SCC-2 2,600 2,150 PRC
Arabia
Syria SS-21 120 480 USSR
Scud B 300 1,000 USSR
ScudC 500 600 DPRK/Iran Tested in 2000, production of
enhanced variant expected
Scud D 600-700 DPRK Tested 2000
Vietnam  Scud B 300 1,000
Yemen SS-21 100-120 480 USSR
Scud B 300 1,000 USSR
Scud DPRK 12-15 missiles intercepted by the

Spanish Navy in December 2002

Source: Based on Carnegie Endowment for International Peace, World Missile Chart, 7 July 2003,
<http://www.ceip.org/files/projects/npp/resources/ballisticmissilechart.htm> (1 August 2003);
Carnegie Endowment for International Peace, China Nuclear Forces, 2001, <http://www.ceip.org/
files/nonprolif/numbers/china.asp> (1 August 2003); Carnegie Endowment for International
Peace, Russia Nuclear Forces, 2003, <http://www.ceip.org/files/nonprolif/numbers/russia.asp>
(1 August 2003).

China

The People’s Republic of China (PRC) is usually not regarded as a rogue
state. For several decades, its leadership has for several decades avoided
open confrontation with the West and actively sought an integration with
the world economy. Unlike ‘typical’ rogue states, China is surpassing all
Western nations in the size of its population, and most in terms of territory
and economic potential. Nevertheless, China should be discussed because
it has a significant nuclear capability and many of the remarks on
asymmetric strategy made above also coincide with Chinese views on
warfare.
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The Chinese ballistic missile force is characterised by a steady
improvement in quality and quantity during the last two decades. Three
main phases in the PRC’s program during this time can be identified. First,
the development of liquid fuelled nuclear Medium Range Ballistic Missiles
(MRBM)®® and limited-range Intercontinental Ballistic Missiles (ICBM).
These include the DF-3A MRBM, a transportable missile deployed since
1988. It has a range of 2.800 km, the CEP is estimated to be 1000 m, and the
missile has been tested on a depressed trajectory over a range of 1.550 km.
About 40 launchers were deployed in 1997, but the missile was gradually
replaced by the DF-21. With a range of 5.500 km, the DF-4 ICBM has been
deployed since 1980. Perhaps 25 missiles with a CEP of around 1.500 m are
based in silos in Northwestern China.

The second phase of the PRC missile program concentrated on the
diversification of the force, with the deployment of long-range ICBM, new
MRBM and Short Range Ballistic Missiles (SRBM). The DF-5A ICBM has
been deployed since 1986 and has a range of 13.000 km, with a CEP of 500
m. About 20 to 25 missiles are deployed in silos. The JL-1 Submarine
Launched Ballistic Missile (SLBM), a solid fuel missile with a range of 1.700
km, and a CEP of 700 m, is not yet deployed. The DF-21/21A MRBM is the
land-based version of the JL-1 and fired from 50 (year 2000 estimate) mobile
Transporter-Erector-Launcher (TEL). It can deliver conventional and nuclear
warheads up to 2.500 km. The DF-15 SRBM (also known as the M-9) is a
solid fuel missile that can deliver a conventional or nuclear warhead over
600 km. Fired from a mobile TEL, it has a CEP of 300 m, which the PRC
reportedly plans to reduce to 30 to 45 m.*®* DF-15 have been operational
since 1995 as part of the SRBM force of 450 missiles (in 2003), to with 75 new
missiles are being added each year.®® The DF-11 (M-11) SRBM is similar to
the M-9 but has a shorter range. It has been exported to Pakistan® and is
deployed, as the M-9, opposite Taiwan. The 8610 / M-7 is a another SRBM
with a range of 180 km.

The third phase of the PRC’s missile program centres on the development
of the land-mobile, solid fuel DF-31 ICBM and the next-generation JL-2 SLBM.
The JL-2 is the naval version of the DF-31 but further from deployment since
it has been accorded a lower priority than the land-based missile. The DF-
31 has three stages and a range of 8.000 km.%2 It could be currently deployed,
with an enhanced version possibly ready for deployment in the second part
of the decade.® This latter version might be identical with the DF-41, as
both are designated CSS-X-10 and described as DF-31 with a longer range.
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Figure 1

Ranges of Chinese Ballistic Missiles

Ranges for selected missiles from Chengdu in central China. Range not adjusted for height of
launchpoint or rotation of the earth.

Source: Modified map produced with the ‘Great Circle Mapper’ available at http://gc.kls2.com/

China has the capability to equip its silo-based, liquid fuelled ICBM
force with Multiple Independently targeted Reentry Vehicles (MIRV) but
would encounter significant technical and financial hurdles in doing so
with its mobile missiles. The US intelligence community estimates that 75
to 100 warheads on missiles with a longer range than the baseline DF-31
will target the United States in 2015, but cautions that Chinese reactions to
missile defences are a factor influencing the future force size and the possible
adoption of MIRV.% The US Department of Defense predicts that the number
of Chinese ICBM capable of targeting the United States will grow from 20
today to 30 in 2005 and up to 60 in 2010.% While all of these missiles could
target Australia, the DF-31 also has a sufficient range to strike Perth, Brisbane
and Adelaide from central China (see Figure 1 above).

North Korea

North Korea today has hundreds of Scud and No Dong deployed and
produces and exports several variants of both missiles. The No Dong is a
North Korean development based on a 150% enlargement of the Scud-C
and has a range of 1.300 km.®® While these missiles already pose a significant
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danger to forces and populations in Northeast Asia, North Korea is also
active in developing longer-range missiles. Its ICBM development projects
are remarkable since they are based on the extensive experience with Scud
/ No Dong technology gained by the country over several decades. These
systems are not completely new designs, independent from shorter range
missiles, as is typical for Intermediate Range Ballistic Missiles (IRBM) and
ICBM projects in the United States, Russia and China. The adoption of
unconventional development paths and the general secrecy of events in
North Korea have already led to one important Western intelligence failure,
namely to anticipate the launch of a three-stage Taepo Dong | in 1998.

The Taepo Dong I, a missile with an estimated range of around 2000 km,
is a two stage system, with a first stage derived from the No Dong and a
second stage derived from a Scud C missile. The development program was
known to Western intelligence services which anticipated a test launch in
1998, and generally saw the Taepo Dong | as an MRBM program. On 31
August 1998 North Korea tested a three-stage version of the Taepo Dong |
and tried to put a payload into orbit. While the first and second stage
performed according to plan and the North Koreans were successful with
achieving a multiple stage separation, the third stage failed for publicly
unknown reasons. The existence of this missile had been unknown to
Western intelligence, and sparked a reevaluation of North Korean missile
programs.

The three-stage Taepo Dong | would probably only be able to deliver a
‘small’ payload over ICBM ranges and thus be only of limited strategic
value, but the use of third stages as well as a possible North Korean preference
for range over payload have significant implications for the interpretation
of the Taepo Dong Il program.’” The Taepo Dong Il is known to have two
stages, although the three-stage configuration of the Taepo Dong | makes a
similar version of the Taepo Dong Il possible, if not likely. The first stage is
a new development based on the clustering of three No Dong missiles, the
second stage is a No Dong variant. Since technological hurdles like stage
separation, development of advanced guidance systems, and engine and
airframe design have to be overcome when making a transition from No
Dong to Taepo Dong type technology, the progress of North Korea’s ICBM
was relatively slow and uneven during the 1990s. But the country:

began an active program to shield the mock-ups [of Taepo
Dong I and Il discovered by US intelligence in 1994] from US
observation. Since then it has conducted both camouflage and
deception operations to mask all its missile development
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activities [which] make it increasingly difficult to determine
the developmental progress of the Taep’o-dong 1/2.¢

At the time of writing, North Korea adheres to a flight-test-moratorium
on North Korean soil,®® so its advances in the development programs,
including probably flight tests in Iran, are difficult to estimate. The 2001 US
National Intelligence Estimate (NIE) on Foreign Missile Developments and the
Ballistic Missile Threat Through 2015 states that the Taepo Dong Il “may be
ready for flight testing.” Its range is estimated to be up to 10,000 km in a two
stage version,” and thus much further than the 4000 to 6000 km estimated
earlier. Robert D. Walpole, the Strategic and Nuclear Programs Officer at
the CIA, commented on this before Congress saying that the increased range
estimate “takes account for different things they could do to structure,
materials and even payload lightening.” Unwilling to divulge classified
information in an open session, he attributed the revised estimate to a
combination of North Korean successes and better US intelligence on the
missile.” Different estimates for the Taepo Dong Il range are summarised in
Figure 2.

The time at which North Korea will deploy the missile is even more
difficult to predict than its technical capability. Since North Korea is deemed
ready to test a Taepo Dong Il, there is a possibility that it might use only
partially tested development assets to strike Australia or the United States.
This threat already exists today and is a major driving force behind the US
deployment of missile defence capability in the Pacific test bed. It is unlikely
that North Korea would use its few developmental missiles in anything but
exceptional circumstances, especially if it — correctly or incorrectly — deems
that an attack on the country was imminent. If Australia chooses to
participate more closely in building up political or military pressure on
North Korea than it does today, it should push to attribute the early
destruction of Taepo Dong launch points the highest priority in US war
plans.
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Figure 2

Taepo Dong Il Range Estimates

Range (km) Notes Source

3.500-5.500 1000 kg payload Carnegie Endowment for International Peace,
World Missile Chart, 7 July 2003, <http://www.ceip.
org/files/projects/npp/resources/ballisticmissile
chart.htm> (1 August 2003)

4000-6000 1000 kg payload Joseph Cirincione, ‘Assessing the Assessment: The
1999 National Intelligence Estimate of the Ballistic
Missile Threat,” The Nonproliferation Review 7, no.
1 (Spring 2000), p.134

4000-6000 700-1000 kg warhead Joseph S. Bermudez, ‘The rise and rise of North
Korea’s ICBMs,’ Jane’s International Defense Review

6,000+ 100-500kg warhead 32 (July 1999), p.59.

‘up to 10.000"  ‘several hundred National Intelligence Council, Foreign

kg-payload’, two stages Missile Developments and the Ballistic Missile Threat

Through 2015, December 2001, <http://www.cia.

‘up to 15,000"  ‘several hundred gov/nic/pubs/other_products/Unclassified

kg-payload, three stages

ballisticmissilefinal.htm> (10 January 2003).

These estimates are reproduced here as examples, other publications regularly cite them or give
similar estimates. Range from Pyongyang and not adjusted for height of launchpoint or rotation

of the earth.

Source: Modified map produced with the ‘Great Circle Mapper’ available at http://gc.kls2.com/
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A more reliable and operationally deployed North Korean capability is
further away. The US intelligence community states that “before 2015 the
Untied States will most likely face ICBM threats from North Korea,””? and
Australia is approximately in the same situation: While the distance from
North Korea to major Australian cities is somewhat less than that to the US
West Coast, an eastbound trajectory from North Korea would profit from
the rotation of the earth. Should the increased range estimate for the two-
stage configuration of the Taepo Dong Il be valid, North Korea is likely to
have the technological capability to strike Australia rather sooner than later
within the 2015 timeframe. A three stage configuration would have enough
range either way, but is technologically more demanding and would
necessitate a lighter payload, making a date closer to 2015 more likely.

In both cases, it can be assumed that North Korea will possess a nuclear
weapon capability of substantially more than the current one or two bomb
estimates (unless major political/military developments in North East Asia
intervene).” Whether it will be able to mate these nuclear weapons into a
Reentry Vehicle (RV) for its ICBM, especially if it has to be fitted to a three-
stage Taepo Dong Il with reduced payload, cannot be forecasted with any
certainty. North Korea today uses conventional, chemical and possibly
biological warheads for its shorter range missiles, and the development of
similar RV for its ICBM would seem within the North Korean capability
should it decide to take that path.

Iran

Despite Iran’s technological successes, which make it the second-most
advanced nation among the rogue states, it is much more dependent upon
outside help in its WMD and missile programs than North Korea.™
Nevertheless, it has a two-tier nuclear program based on reactors currently
constructed by Russia, and centrifuges to produce enriched uranium. The
extent of the latter has only been recently discovered by Western
intelligence.”™ In its ballistic missile program, Iran is primarily cooperating
with North Korea.

Hundreds of SRBM are aimed by Iran at targets in the Persian Gulf
region, and the Shahab 11l MRBM has recently begun regular deployment.
Iran has a large number of North Korean Scud C missiles. The indigenously
produced Shahab I11 is based on North Korean No Dong technology. Iran’s
defence minister announced the development of the Shahab IV as a ballistic
missile, but the program has since been presented as a space launch vehicle.
Iranian officials have also mentioned plans for a Shahab V with an even
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greater range.” The Shahab IV is a derivative of the Taepo Dong | and is
being developed with the aid of North Korean engineers. According to
media reports, North Korea might finalise the export of Taepo Dong Il
components to Iran as early as October 2003.”” This close association of the
two countries’ programs led to concern that Iran might be used by North
Korea to circumvent its test moratorium and disguise its activities.”

The results of cooperation with North Korea will be a major factor in
determining when Iran acquires an ICBM capability. US intelligence
agencies estimate that Iran is capable of testing a Taepo Dong | / Shahab IV
missile within several years, but that it is unlikely to build an ICBM capability
based on it. Most agencies expect it to instead use Taepo Dong Il type
technology for such missiles. Such a missile could reach the United States
in a three stage configuration. A test of a space launch vehicle by 2010 is
seen as likely, although most agencies agree that a demonstration of RV
technology is likely to occur only until 2015.7

Figure 3

Potential Coverage by Iranian Ballistic Missiles

The map shows different range estimates for North Korean Taepo Dong Il missiles (see Figure 2)
fired from Iranshahar, the centre of the Southeastern Iranian province of Baluchestan. Iranian
Shahab IV and V are most likely based on North Korean Taepo Dong technology. Range not
adjusted for height of launchpoint or rotation of the earth.

Source: Modified map produced with the ‘Great Circle Mapper’ available at http://gc.kls2.com/
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The 2001 US NIE on the ballistic missile threat states that Iran is “most
likely” to present an ICBM threat to the United States by 2015, an escalation
compared to the 1999 NIE that had used the word “probably.” Roger D.
Walpole, again unwilling to discuss details in an open-session testimony
before Congress, has attributed this change to the fact that “concerns about
Iran pursuing an ICBM have gone up enough.”®

Australia is geographically closer than the United States to Iran and, as
Figure 3 demonstrates, Perth and possibly Adelaide could be targeted with
a 10,000 km missile fired from Iran (which can achieve greater ranges on
eastbound trajectories due to the rotation of the earth). Such a missile is
equivalent to a two stage Shahab V / Taepo Dong Il, and could probably be
deployed earlier than a three stage version (as discussed above). Yet, Iran
could target all of Europe with combinations of the two- and three stage
versions of the Shahab IV / Taepodong |, which is technologically further
advanced in its development. To target the United States, the Shahab V /
Taepo Dong Il would probably have to be equipped with a third stage,
making a two-stage Shahab V strategically obsolete for Iran. It can therefore
be assumed that Australia will probably not come under an Iranian missile
threat at an earlier time than the United States. Unless Iran acquires complete
Taepo Dong Il systems from North Korea,® a direct Iranian missile threat to
Australia is unlikely before 2010, but probable by 2015.

Sea-borne Attack, FOB and Other Wildcards

An important consideration regarding the threat from ballistic missiles
are ‘wildcard’ scenarios that do not fit traditional expectations. During the
1960s, the Soviet Union, for example, developed ballistic missile launch
ships under its ‘Project Scorpion’. Hardly distinguishable from civilian
transport and hydrographic survey ships, they were difficult to track. With
an adaptation of WWII naval gun turret technology to stabilise the launcher,
they achieved an overall CEP of seven km.®? The 2001 US NIE states that

[a]n SRBM or MRBM could be launched at the United States
from a forward-based sea platform within a few hundred
kilometers of US territory. Using such a sea platform would
not pose major technical difficulties, . . . the accuracy probably
would be better than for some of the ICBMs discussed in this
Estimate.®
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Figure 4

Vulnerability to Seaborne Missile Attack

Source: Modified map produced with the ‘Great Circle Mapper’ available at http://gc.kls2.com/

India is known to develop such technology, and Iran test-fired a missile
from a barge in the Caspian sea in 1998.8¢ On at least one occasion a rogue
state has already used an apparent civilian ship for attacks against Western
targets, thereby avoiding retaliation,® and systems to defend against
launches from forward-based ships therefore have received more attention
in recent years.®® Figure 4 shows the vast areas of ocean from which
Australian cities could be targeted with different ballistic missiles. Possible
defences against such an attack will be discussed in Chapters IV and V.

A second ‘wildcard’ scenario is the use of Fractional Orbital
Bombardment Systems (FOBS), developed by the Soviet Union in the mid-
1960s. Normally, ballistic missiles fly on a ballistic trajectory, without
manoeuvring, and thus reach an apogee of around 1.300 km. FOBS warheads
manoeuvre into a low orbit of around 160 km altitude, travel as satellites
and then actively deorbit onto their targets. Their main advantages were a
low signature to early warning systems (before the deployment of early
warning satellites) and the capability to approach from unexpected
directions; their disadvantages were the high fuel payload necessary for
orbital manoeuvres and their relative inaccuracy.?” While the development
of warheads capable of manoeuvring in space is a significant technological
hurdle, rogue states might find them attractive since they offer global range
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with any missile that is capable of putting satellites into orbit. Given the
low warhead numbers required for coercion, a rogue state might accept the
per-unit costs that would otherwise be considered prohibitive, as well as
the relatively low reliability and accuracy.®

The deployment of ‘wildcard’ capabilities might not be detected early
enough to deploy defensive capabilities in time. However, both technologies
described above were demonstrated by the Soviet Union during the 1960s
and rogue states might not even achieve the reliability of these early systems.
Yet, to achieve their strategic goal of deterring Western intervention, it is not
necessary for rogue states to do so. An Australian population which
witnessed, possibly in a crisis situation, an overflight of a North Korean
FOBS warhead would certainly not be reassured by the fact that the system
was unreliable, probably had a large CEP and that it was doubtful that the
North Koreans had the capability to deliver a nuclear payload.

A third possibility for ‘wildcard’ threats lies in the shadow market for
ballistic missiles which makes it possible for interested states to procure
such a capability within a short timeframe. In December 2002, the Spanish
Navy forcefully boarded a North Korean vessel that did not fly a flag (making
it a pirate ship under international law) and found several Scud missiles.
These were later handed over to the Yemeni government after it
acknowledged that it had previously bought them from North Korea.
Indonesia seriously contemplated acquiring ballistic missiles during the
mid-1980s® and, later in that decade, Saudi Arabia bought DF-3 (CSS-2)
missiles with a range of 2,500 km from China. This deal was only discovered
by Western intelligence — by accident — two years later.*

Australia and ten other states have recently agreed to curb the trade in
missile systems, WMD and their precursors under the ‘Proliferation Security
Initiative,” but it is doubtful that the market will ever disappear altogether.
Because of the availability of ballistic missile systems on the underground
market, a sudden worsening in relations with countries that currently do
not pose a missile threat to Australia, for example in Southeast Asia, could
result in the rapid emergence of new threats to Australian territory.



CHAPTER 11l
DETERRENCE AND BALLISTIC MISSILE DEFENCE

As stated in the Australian Government’s Defence 2000 White Paper,
“[a]t its most basic, Australia’s strategic policy aims to prevent or defeat any
armed attack on Australia.”®* The proliferation of WMD and ballistic missiles
capable of hitting Australian territory has to be taken into account in the
formulation of this policy to secure Australia’s territory, its population and
its ability to take political decisions free from coercion. The Defence Update
2003 White Paper states that

[c]ertainty and predictability have decreased [since the year
2000] because the strategic advantage offered by our geography
does not protect Australia against rogue states armed with
WMD and long-range ballistic missiles,*

while “[c]ountries like Iraq and North Korea see WMD [and long-range
ballistic missiles] as a source of international leverage and domestic
legitimacy.”®® Today, Australia relies mainly on the US-Australian alliance
to deter an attack from such weapons. The Defence 2000 White Paper for
example states that

it is very unlikely that any of those countries would see
advantage in attacking Australia with [WMD on ballistic
missiles], not least because of our alliance with the United
States.*

The Defence Update 2003 reinforces this position, saying that

[flor the present, the prospect of a conventional military attack
on Australian territory has diminished, because of the
stabilizing effect of US determination and willingness to act,
the reduction in major power tensions and the increased
deterrent effect of the US-Australia alliance flowing from US
primacy.%

Yet the Defence Update 2003 also recognises that “[t]he strategic
consequences of WMD proliferation are profound,”® and establishes
Australia’s “layered response” to the threat. Diplomacy and international
cooperation in non-proliferation arrangements, military operations to
prevent the proliferation of WMD, and the strengthening of civil defence
capabilities through the establishment of an Incident Response Regiment to
deal with nuclear, chemical, biological and radiological attacks are included
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in this policy. Missile defence for deployed troops is being explicitly
supported, while the paper states the Government’s intention to continue a
“close dialogue” with the United States on strategic missile defence.”” The
Defence Update 2003 thus complements the deterrence provided by the US-
Australian alliance with some elements of defence. The relationship between
deterrence of a threat and defence against it is central to the strategic role of
a ballistic missile defence system. It has to be examined before looking at
Australia’s options to ‘prevent or defeat’ an attack with ballistic missiles in
more detail.

Deterrence and Defence

Both the ADF and the US Department of Defense define deterrence as
“the prevention from action by fear of the consequences. Deterrence is a
state of mind brought about by the existence of a credible threat of
unacceptable counteraction.”® There are two main conceptual types of
deterrence: Deterrence by denial of success of the action that one tries to
deter, and deterrence by punishment for undertaking the action. Deterrence
through punishment relies on the deterrer’s capability to inflict
disproportionate pain and cost on the deterree in response to an unwanted
action. Itis necessary for the deterrer to convince the deterree of his possession
of the means to inflict this pain, and of his willingness to actually use them.
Deterrence through punishment can only have success if the deterree does
not value his goal to such an extent that he is willing to incur the threatened
cost or pain.

To deter an action through denial, it must seem impossible or at least
improbable to the deterree to achieve his goals at an acceptable cost against
the will of the deterrer. The deterrer’s forces must thus be able to at least
withstand the deteree’s attack, and this capability and the willingness to
use it must be conveyed to and understood by the deterree.®® Deterrence
through denial is the outcome and by-product of a capability to defend, and
thus not directly a mission for military forces in itself. During the 1980s,
Paul Dibb favoured such a defence posture for Australia, rejecting deterrence
through (conventional) punishment as too imprecise to apply to defence
planning.t®

Deterrence Through Denial and Ballistic Missile Defence

Since deterrence through punishment is unreliable for reasons examined
in more detail below, the case for a post-Cold War deterrence based on
defensive capability has been repeatedly made in general,’®® and in
connection with the development of ballistic missile defences in particular.?
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The US government sees the lack of defences against ballistic missiles as
one factor that makes such weapons attractive to rogue states.’® Missile
defence systems could deter the use of ballistic missiles by making a tactical
failure of an attack more likely. Should such a posture of deterrence though
denial fail to prevent an attack, the damage caused by it would be reduced
by active and passive defences, and the enemy would have to expect severe
retaliation for an attack that might have not caused any damage.%*
(“Ultimately, strategy is about what to do should deterrence fail,” Michael
Evans reminds us.'®)

Deterrence through punishment is also a less fitting response to rogue
state missile threats than deterrence through denial, since the strategic effect
from these missiles is caused as much by their mere existence as by their
actual use. Robert D. Walpole explains that

The missiles need not be deployed in large numbers. They
need not be highly accurate or reliable; their strategic value is
derived from the threat of their use, not the near certain outcome
of such use. ... [T]hey are not envisioned at the outset as
operational weapons of war, but as strategic weapons of
deterrence and coercive diplomacy.%

Rogue states thus try to deter Western intervention in regional conflicts,
and a Western response based 